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1 EIZAIFQrH

H diapkrig mpooappoyr], N MPOANWN Kat N €ykalpn avtidpaon oTig TPOKAOELG EVOG
SlopkwG MeTaBorASpevoU TepLBAAAOVTOG, aTmOTEAOUV TO Loxupdtepo Bepéllo yla tnv
ATOTEAEOHATIKY] Slapdpdwon MG OAOKANPWHEVNG OTPATNYLKIG QVTIHETWTILONG TWV
KuBepvoemiBéoewv. AT6 To 2018 kat Tnv 3" avabewpnon tng EBvikrg ZTpatnytkiig ylo tmv
KuBepvoaoddheta n pecoAdPron onpavTikwy Texvoloylkwyv e&edi&ewv (my. diktuva 5™
YEVLAG, TEXVNTH vOnuoouvn, 10T), o€ cuvouaopd pe TNV avdykn augnuévng xpriong Twv
VEWV TEYVOAOYLWV Kol Yndlokwy edappoywv ylo v €SUTNPETNON TIOATWY Kal
ETIYELPTIOEWYV €V pé€ow TNG paydaiag e§amAwong piog tpwtodavoug mavdnuiog (COVID -
19), M€ OUVTAPOKTIKEG CUVETIELEG Yla TNV avBpwndTa, kablotolv avaykaio TNV dueon
a&loAdynon kat avatpododdTnon Tou oTpaTNyLkol oxedlacpoU yla Tnv kuBepvoaoddAeia
™G xwpas. Eivat yeyovdg, dAAwote, 6Tl 600 TeplocdTeEPOo oTnpileTal | Kowwvia Kat n
olkovopia otV Yndromoinon Stadlkactwy Kol UTNPESLWY, T000 au§dvetal N empdvela
eniBeong (attack surface), dAAwG TO €VPOG TWV EVKALPLWIY, YLOL TNV TIPOAYHATOTIOMON
KOKOBOUAWY EVEPYELWY, KOAWVTOAG OAOUG TOUG appddloug epTAekOUEVOUG Popelg o€
€yKaLpo oxeSLAOUS Kal ATIOTEAECHATIKY] avTidpaon.

H xwpa pog, peTéxovtag oe OAa Ta KATA TIEPITTTWOT €VpWTIAikd Kot SteBvr] fora kot
avayvwpiCovtag tn BepeAiwdn onuacia tg Bwpdkiong Tng aoddAelag TwWV CUOTNUATWY
Kol SIKTUWV TIANPOodOPLKIG KAl ETILKOLVWVLWY, €xel AEPEL 10N Mo OELPA OTIO ONUAVTIKEG
TIPWTOPOVAIEG PE YVWHOVA TNV AVTATIOKPLON OTLG SLEBVEIG Kal EVWOLaKEG amattrioeLg, TN
Stoapdpdwon evég aodparolg TEPIPBANNOVTOG yLa TG VEEG TEXVOAOYIEG KAl TNV adgnon g
EUTILOTOOUVNG TWV TIOALTWV KAl ETILYELPTIOEWV O€ YndLakEG ePapUoyES Kat UTINPETIESG TTPOG
0perog NG owkovopiog kot NG Kowwviag. Metagd Twv TPWIOROVAIWYV QUTWV
Stokpivovtat: 1) B€on o€ LoxV Tov V. 4577/2018 «EvowpdTwon otV eEAANVIKT vopoBeoia g
Odnylag 2016/1148/EE tou Eupwmaikol KowvoPouAiou kat tou ZupBouliou OYETIKA HE
METPa yLot UPNAS Koo emiedo oPAAELAG CUOTNUATWY SIKTUOU Kal TIANPodopLwV o€
OAGKAN PN TV Evwon kat ANeg Statd&eig» (A’ 199) kot n €kdoon) TG uTtoupyLkrig amtddaong
1027/2019 (A’ 3739) pe Bdon v omoia kaBopioTnKe TO TTAAICLO UTIOXPEWCEWY YL TOUG
®opeig EkpetdMevong Baolkwy Ymmpeowwv (O.E.B.Y.) kat toug Mapdyoug Wnolakwv
Yrinpeowwv (M.W.Y.), cupmeplhapBavopévwy Twv anattrjoewyv aodoeiog tov opeiiovy va
mpovy, 1 avaBddBuion tg EBvikng Apxrig KuBepvoaoddieiag oe Mevikry AlevBuvon tou
Ynioupyeiov Wnoiokrg AtakuBépvnong, 1 opyavworn Kol CUPHETOX TwV appddiwv
UTINPECLWV O€ QOKT|OELG ETOLHOTNTAG, T XPT]OT TIPONYHEVWY CUCTNMATWY TIPOANYNG Kal
QVTIUETWTILONG NAEKTPOVIKWYV ETILOECEWV K.ATI.

Y1ié 1o mpiopa autd, kat AapBdvovtag umtdyn Tig cUYXPOVES ATIALTHOELG KAl AVAYKES,
n EBvikry Apxry KuPBepvoaoddAelag tou Ymoupyeiov Wnodiakrig AtokuBépvnong wg
gmomievdouoa Ymmpeoio cUpPwva Pe TiG SLATAEELS TOU V.4577/2018 Kal Tou .. 40/2020
(A’ 85), tpoPaivel pe To APV O€ ETKALPOTIOMON TOU €BVIKOU OTPATNYLKOU OYXESLACHOU
yla v KuBepvoaoddeln, wote va agloloynBei n uvolotdpevn katdotaon, va
avayvwploBolv oL véeg TIPoKANoELG Kal va SlopopdwBel €var katdAAnAo otpatnytkd
mAaiolo dpeong epappoyrs.



2 ANAAYZH YOIZTAMENHZ KATAZTAZHZ

2.1 ‘ENA AIAPKQ3Z METABAAAOMENO MEPIBAAAON AMEIAQN

O texvoloyikeg e&elifelg, n Ynolakr) StakuPepvnon aAAd kol n eunuepior Twv
XWPWV HEAWV NG Eupwmaikrg Evwong, €xouv KaTaoTroel Ta KPATN-UEAN oTOXOUG
TMANBwWpag kuPepvoemiBécewy. ATO ATEINEG TIOU TIPOEPXOVTAL OTIO HEUOVWHEVOUG
EYKANUOTiEG , HEXPL ETIOEDELG PEPOUEVEG WG ATIOPPOLA EVEPYELWV TPITWV KPATWY, TO
mepBEANovV kuBepvoamelAwy eival SLapKwWG HETABAANOPEVD, 0ONYWVTAG OE Lo EYYEVT
aduvapio dueong mpootaciog tou. Ot ev Adyw ouvOrikeg emBERALLIVOLY TNV aVAYKN yLa
ML TTEPLOSIKA avaBEWPOUVEVT OTPATNYLKY), N oTtolo Bot BETEL TOUG KAVOVEG AVTIHETWTILONG

1} LETPLOOHOV TOU AVTIKTUTIOU TWV €V AOYW ATIELAWV.

>tnv Evpwmnaikr] Evwon €xouv mapatnpnBei emibéoelg ol omoieg iyav motkiioug
oTOX0UG, OTIWG OTIOTUTIWVETAL OTNV KATwOL elkdva amd tnv pehétn ENISA Threat

Landscape Report 2018, 15 Top Cyberthreats and Trends.

Top Threats 2017
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11. Data Breaches

12. Identity Theft
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14. Exploit Kits

15. Cyber Espionage
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2017
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Top Threats 2018
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10. Physical manipulation/
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14. Ransomware

15. Cyber Espionage
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Trends 2018
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Ewdva 1. ENISA Threat Landscape Report 2018, 15 Top Cyberthreats and Trends
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'Hén pe Bdon ta tedevutaio otoweio tou ENISA (ETL 2020, List of top 15 threats,
enisa.europa.eu):

— otemBéoelg tumou phishing éyouv 1{dn avéNBeL oty 3" B€on, pe Ta web application
attacks va kateBaivouv oty 4",

— otembéoelg spam avéPnkav oty 5" B€on kat ot emiBéoelg DDoS katéBnkav otnv
6" Béon

— otemBéoeigidentity theft avéfnkav and t 13" oty 7" Béon

— 1 mepimtwon Twv botnets Bpioketal mAéov ot 10" B€on

— 1 mepimtwon physical manipulation, damage, theft and loss katéBnke oty 11"
Béon

— opoiwg n mepintwon information leakage katéPnke ot 12" Béon

— ot 13" B€on avrjABav ta ransomware

— o1 14" Béon avriABav oL tepLTTWOELG cyberespionage

— otn 15" B€on) Bpiokovrtal oL TEPIMTWOELS cryptojacking

www L=
/
* dar—m)

Malware Web-based attacks Phishing Web application attacks Spam

*

TOP 15 i

x *

' ) R, »
i =6 ] e
DDoS Identity theft Data breach Insider threat Botnets
=) f\ 7\
Physical manipulation, : E _l
damage. theft and loss - Information leakage Ransomware Cyberespionage Cryptojacking

Eikova 2. ENISA, ETL 2020 (enisa.europa.eu), Top 15 Threats

Mo avoAUTLKE, oL avWTEPW aTEIAEG TTEpLy padovTal wG e&NG:

2.1.1  Kak6BouAo Aoyiopiko (malicious software)

Noylopikd to omolo €xel oxedlaoTel EL0IKA Yl vt TIPOKAAESEL {Nptd 1] VO ATTOKTHOEL UN
g€ouotodotnpuévn mpdofaon oe €va cUOTNUA UTIOAOYLOTH. MepAapBavel Lovg(viruses),
worms, trojan horses K.AT. e aut TV Katnyopio aviikel kot TO AOYLOpLKO AUTPwWV
(ransomware), To oTo{0 OpwWG eEETALETAL YWPLOTA AGYW TNG LOLALTEPOTNTAG TOV.
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2.1.2 EmBéoeig amnod 1o Sdiadiktuo (web based attacks)

MpoKeLTal yla amelAég Tou otoxevouv ameuBelag oto yprjotn HE€ow EKUETAANEUONG
aduvVopLWV oToug GuAopeTpnTég (browsers), kaBwg kot ota cuoTipata dtaxelplong
TIEpLEXOUEVOU (content management systems). Kuptdtepa €idn emibéoewv autiq g
Katnyoplag amoteAovv ta browser exploits, drive-by downolads, watering hole attacks k.a.

2.1.3 Phishing

KakdéBouha pnvipata nAeKTpovikoU Toyudpopeiou 1] TNAEPWVIKEG OUVSLHAAQYEG, OL
OTIOIEG OTTOOKOTIOUV OTO VO TIAPATIAQVIOOUV TOUG XPTOTEG KOL VO OTTOKOAUYOUV
EUTILOTEVTIKEG TIAN pOdOPIES.

2.1.4 EmBéoeigoe dadiktuakég epappoyEg (web application attacks)

EmBéoelg mou otoyevouv oe Sadiktuakég edapuoyEg (web applications). Ot ev Adyw
ebappoyég Adyw NG KaBoAKrg xpriong Toug otnv TPoodopd TEPLEXOUEVOU ATIOTEAOVUV
otéx0 TMOANATAWY €0WV €TBECEWY, PE KUPLOTEPEG Ta cross-site scripting (XSS), SQL
injection, path traversal, local file inclusion k.a.

2.1.5 AvemBUpnTa pnvopata NAEKTPOVIKOU Tayudpopeiov

Avadepopeveg kal wg SPAM, outég ot emBéoelg meplhapBdvouv Tnv  amooToA
aver@UunN NG ocAAnAoypadiag oe xprioteg. H ev Adyw oadAnroypadia xapaktnpifetal amod
TO TIOAU HIKPO KOOTOG ATIOOTOAT]G TWV PNVURATWY, TNV €VOXANOT TIOU TIPOKAAEL GTOUG
XPNOTEG, AAAA Kot TNV €V SUVAPEL PETEEENEN TWV PUNVUPdTWY o€ amelAr phishing.

2.1.6 EmB£osig apvnongunnpeciog (Denial of Service — DoS attacks)

EmB€oeig kotd Tig omoleg peydhog dykog SLaSIKTUAKIG KV ong OTOXEVEL O€ pLa UTINPETiQ,
ME oKOTIO Vo KATOOTEL adVUVATO ATO T CUCTHHATA Va EEUTINPETHCOUV VOULUA LTHHOTA.
OuolaoTLKE, EKPETOAAEVOVTOL TNV TIEMEPACHEVT] YWPNTIKOTNTA CUCTNHATWY KAl SIKTUWY,
WOTE VO KATAOTHo0UV adUVATN TNV TTApoXT| UTINPECLWY (amwAELa StaBeatpdTnTag).

2.1.7 Kiomr tavutdéntag xpriotn (identity theft)

O emtiB€pevog ookt SESOUEVA TIPOCWTILKOU YapaKTripa Tou Xprjotn (passwords, social
security numbers k.a.), ME OTMOTEAECHO TNV LSlOTIOMON TNG TOUTOTNTOG TOU XP1jOTN
(impersonation) kot pe 0koTIO TO OLKOVOLKO ODENOG (atyOpEG TTPOIOVTWY HECW TILOTWTIKWIV
KOPTWV, TIapAvopun eriiotpodr] pdpou K.ATL) €1 fApog Tou.

2.1.8 TMapaBLdoElg TPOCWTIKWY dESopEvwv

EmB€oelg oL omoieg amookomovy atn dtappor], aAAoiwon 1 pun SLBECIUOTNTA TTPOCWTILKWV
dedopévwy. ZUpdwva pe tov Kavoviopd tng E.E. 2016/679, tétolou €idoug emiBéoelg
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voouvTal wg TtapaBLdoelg SeSopEVwY TIPOCWTILKOU YapakTripa ot otoieg xpriouv dueong
QVTLHETWTILONG.

2.1.9 Eowtepikég anellég (insider threat)

ATELAEG TIoU TIpogpyovTal amd oteAéyn Popéwv Tou epydlovtal 1§ epydloviav o€ Evav
Opyoviopd, koBwg Kal €EWTEPIKWY OCUVEPYATWY, OL OTIOIOL KOTEYOUV ECWTEPLKN
TIANPOdOPNOT OXETIKA HE TIG TIPAKTIKEG AOPAAELAG, TA UTIOAOYLOTIKA CUCTIHATA KoL T
dedopéva Tou Opyaviopou. Ot ev AOyw QTENEG pTTOopoUvV va odnyrjoouv o€ TAN00g
emBéoewv Tou meplypddovtal otnv Tapovoa evotnTa, ocuvriBwg HE TIOAU peydho
avtiktuto ywe tov Qopéa kot elvar e§aupetikd Suokolo vo StayvwoBolv ri/kat
QVTIHETWTILOBOVV.

2.1.10 Botnets

AlKTUO TO OTTIO( ATTOTEAOUVTOAL ATIO UTIOAOYLOTIKEG CUOKEUEG AVUTIOWIAOTWY XPNOTWV TIOU
€xouv HOAUVOEl pe KaKOBOUAO AOYLOMIKO Kol EAEyXOVTIOL KEVIPIKA omd KATIOLOV
ETULTIOEPEVO, TIPOKELUEVOU va XPNOLHOTIOmNBoUV OpOSIKA OTNV OTMOCTOAY] HNVUpdTwy
avertBUpn g aAAnAoypadiag, oe embeoelg dpvnong utmpeaiag, o€ cryptojacking, KAT.

2.1.11 QUOLKEG aTtELAEG

ATIELAEG IOV O0TOXEVOLV OTNV KaTaoTpodr| 1} aAroiwon 1) kAot eE0TALOHOY, HE ATTIWTEPO
otdyo v drapponi j/kat kataotpodr] Sedopévwy 1} TV dpvnon vrnpeciog.

2.1.12 Awxppor] deSopévwv

Awppor] Sedopévwy oe pn egouctodotnuévoug xprioteg. To dedopéva pmopel va
TEPLAAPEVOUV OLKOVOULKA OTOLXE(R, TTATEVTEG, SESOUEVA UE KATOXUPWHEVA TIVEUPATIKE
SLKALWMATO, TIAQVA OTPATNYLKT)G AVATITUENG KATT.

2.1.13 Aoylopiko AUTpwv (ransomware)

KakdBoulo Aoytopikd (malware) To omtolo kputttoypadei ta Sedopéva Tou TAnpodoplakou
OUOTI{HATOG, Yl TNV amokputtoypddnon twv omoiwv o emtiBépuevog amaltel AVTpa
(ouvrBwg og popdr] kpuTToVopioHATOG).

2.1.14 HAeKkTpOVIKN KOTAOKOTII

Katookomioo péow Ttou kuPepvoywpou, 1 omoia pmopel va mepAapPavel xprion
€€ELOIKEVPEVWY EpYyaAleiwV ylor TNV AVTIANON oTol eiwv r/kat xprion cuvduaopol Twv
npoavadepBéviwy  ameldwy. ZuviBwg auti n popdry emiBeong avadpépetar wg
«OTOXEVMEV» (AOyw Tou OTL oL eTTIOEUEVOL €(OUV TIOAU OUYKEKPLUEVOUG OTOXOUG) ME
ATIWTEPO OTOXO TNV UTIOKAOTIH EVaicONTWY, yla Tov opyaviopd, TANpodpopLwV.
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2.1.15 Cryptojacking

TEXVIKEG TIOU XPTOLUOTIOLOVV TNV UTIOAOYLOTLKT LoXU TOU UTIOAOYLOTH] TOU XPT{OTN HE OKOTIO
™V dvtAnon (mining) KPUTTOVOULOUATWV (bitcoins).

2.2 [MAPArONTEZ AMNEIAQN (THREAT AGENTS)

Ot Baotkol mapdyovteg amethwv (threat agents) ocuvoyiCovtal oTig KATWOL
KOTNyopleg, yla Tig omoieg mopéxetal pia yevikr) dtaBdBuion avadopikd pe to emninedo
SduokoAiog avayvwplong twy eMBECEWY, TOU AVTIKTUTIOU TOUG Kal Tng mibaviétntag
ekdrAworig Toug'.

2.2.1  KuBepvoeykAnpartieg (Cybercriminals)

To kuBepvoéykAnua (cybercrime), wg 6pog, XPNOLUOTIOLEITAL YL VO XOPAKTNPIOEL
KaBe kakOBouAn evépyela 1M omolot OTTOOKOTIE( OTO va €TLPEPEL AVTIKTUTIO OTLG
ETILYELPTOLAKEG AELTOVPYIEG EVOG 0pyavIopoU. Katd ouVETELR, Ol KUBEPVOEYKANMATIES, WG
T PAyOVTEG ATIELAWY, EVaL OPAOES 1) HEMOVWHEVA GUOLIKA TIPOCWTIX TIOU PN OLUOTIOLOUV
Vv texvoloyia (TME) yia Tnv TéAeorn KakOBouvAwv evepyelwv?. Ot ev AOyw TapdyovTeg
ouxvd eumAéKovVTal o€ TopAvopeg SocoAnyieg oto emovopaldpevo Dark Web, 6mou
nipoPaivouv oe ayopomtwAnacia kakOBouvAwyv ebappoywv 1) TANpodoptwy yia Tavoug
OTOXOUG.

To kuBepvoéykAnua, oto TAaiclo TG tapovoag ZTpatnyLkrg, Suvatal va teptAapBdvet:

— TPOHOKPATIKEG EVEPYELEG (KUBEPVO-TPOOKPATIAY).
— EmBéoeig dpvnong umnpeoiag (Denial of Service, DoS — cyber extortion).
— KuBepvo-mtdAepo (cyber warfare).

Ewdikr} kotnyopla Bewpolvtal ot enovopaldpevol script kiddies mou xpnotpomolovv
epyoreio avemtuypéva amd tpita pépn ri/kat AAAoug tapdyovteg amelhwy (T.x. hackers), ot
otoiot atolnTovv ) ¢rjun péow NG TTPAENG TOUG 1) TNV ATIOKTNON ULIKPWV XPNHOTIKWY
TOOWV EVAVTL TNG Mn amokGAVYNG TPOCWTIKWY SeSOMEVWY  (TL.X. TIPOOWTILKES
dwtoypadieg) 1} g amokputtoypddnong cuotnUdTwy (Epdoov €xouv auTd LOAUVOEL pe
KokOBoUAO Aoylopikd OTwg ransonware). Mopddo mou duvavial vo €MMPEACOUV TN
OUVEYEL TWV ETILYELPNOLOKWY AELTOUPYLWY, N Sladopd HE TOUG UTIOAOLTIOUG EYKELTOL OTN
M opyavwpévn duon Twv emBEcewV Toug ri/kat Tn pn otoyomoinon Gopéwv

*H yevikr] SiaPdBuion mpokvmtel Bdoel epeuvidv otov topéa g KuPepvoooddretag (t.y. tou ENISA kot
Aotmwv Gopéwv).

? 310 mhaioto g Ztpatnyikri KuBepvoaoddetag, eetdlovtal ot KUBEPVOETIOETELG Kat GXL Ol KAKOBOUAEG
EVEPYELEG TOU OPYOVWHEVOU EYKANjHTOG TO omoio Suvatal va xpnotpomowjoel TMNE ya v augrjoel tov
avTikTuTIO TOU (T1.X. EUTOPLO GaPKAG). KaTé CUVETELY, N ZTPATNYLKY] ETIKEVIPWVETOL OTNV AVTLHETWTILON TWV
«cyber-dependent crimes» kat éxt Twv «cyber-enabled» (HM Government, National Cyber Security Strategy
2016-2021, UK)
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2.2.2 Tpita kpdtn

O ev AMoyw mapdyovtag meplapBdvel opddeg oL omoleg €ite avrjkouv, eite
xpnuoatodotovvtal amd KpATn Kot amookoTovy, katd Bdon, oto va e§amoAVoouy emBEoeLg
Tov B emipEpouy peydAo avTikTuTio 0NV Tapoxr] PACIKWY [ OUCLWSWY UTINPESLWV ATIO
Dopels. TETolou eidoug emBETeLg Exouv WG KUPLO 0TAYO T SLOKOTI UTINPESLWV (TL.Y. LECW
enBéoewv dpvnong ummpeoiag — DoS/DDoS) 1§ un e&ouvotodotnpévng mpoofoaong oe
StoBaBuiopéva dedopéva. ISlaitepn pvelo TIpEmeL va yiVEL OE TIEPIMTWOELS KUPBEPVO-
KaTaoKOTE(0G, OTIoU Slakpivetal, Ta Teheutaia €, €€apon embéoewv oe O.E.B.Y.

O emB€oelg auTr|g TG katnyopiog dtakpivovtatl, ouvriBwg, yia Tnv emipovn pvon
Toug (persistence) kat To yeyovog OTL €xouv OXESLOOTEl AEMTOUEPWG YLl Vo eTILPEPOUV
Kaipla TAjypata.

EiBlotal opddeg tou kuPepvoywpou va emitiBevtal oe dopeig Anpdotag Aloiknong 1
®.E.B.Y. /| M.W.Y. oto dvopa evodg Tpitou kpdtoug. Ot emiBéoelg autég, ou katd Bdon
ATIOOKOTIOUV O€ aAAoiwon LoTOCEAISWV T/Kal TIPOCWPLVT] APVNOT) UTINPECLWY, TIPETIEL VAL
QVTIHETWTILOTOVV adevdg pe cofapdtnta, adpeTépou OPwWG 0TO TMAAICLO AKTLPLOTIKWY
EVEPYELWV KLl Ol WG ATIOPPOLX EVEPYELWYV TPITWV KPATWV.

2.2.3 AkTtIplotég

AuTtd-amokaAoUpevol okTIPLOTEG 1] avtioTolyeg opddeg Tou Tpofaivouv o€
KOKOBOUAEG evépyeleg OTIwG €TIOECEL GpvNnoNGg UTMPESLWY, aANoiwon LoTooeAdwy,
emB€oelg/avTemBEoeLg 0 KPATN, KATL. ZTOXOG TWV AKTIBLOTWY (CuXVA avadpepOUEVOL WG
hacktivists) elval n mpowBnon kamolag Kowvwvikrg oAAayrg 1§ TOATIKNG atlévtag 1
avteniBeong ya v tévwon tou €Bvikol Ppoviipatog, n omoia cuyvd cuvodeveTal amd
TPOELSOTION O YLa TIAIOT) TNG KYEVESLOUPYOU aLTiog» UTIO TNV ATtELAT TNG TTopdTaong rj/Kat
eMAVAANYNG 1/kat KALLAKWONG NG emiBeong.

2.2.4 Eowtepikégamelég

O moapdyovtag autdg adopd o UTTOAAAOUG OpYaVIOHWY TIoU TipoPaivouy, eite
ekovole, €ite akovola, o€ KOKOPBOUAEG evépyeleg. Adyw TG UoNG Kol Tou €mLMESOU
mpoofoaong oe cvotipata kat TAnpodopieg evog Dopéa, kabBwg kat TNG TTPOCEyyLoNng
TIEPLUETPLKTG aoPdAeLag TTou VtoBeToVv apketol PopPE((, OL ECWTEPIKEG ATIELAEG ATIOTEAOVV
TOV HEYOAUTEPO TIOPAYOVTO ATIEIAWV Kal VOV amd TOUG TiLo SUCKOAOUG GTNV OVAYVWPLOT
KOl OV TLETWTILOT] TOVG.

3ENISA Threat Landscape Report, 2018
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2.3 NEEX TEXNOAOTFIEZ - NEEX T[POKAHZEIZ (AIKTYA 5G, TEXNHTH
NOHMOZzYNH, BiG DATA, CLOUD COMPUTING, 1OT).

Ou teyvoloyikég e&elielg mapouaotalouv TayUtatoug pubpovg oe maykOoULO
eminedo, MEPVWIVTAG OE Lt VEX TPOXLA EPapUOYwWV Kat SIKTUWONG. ZTO TAIOLO TNG VEAG
TeXVoAoyi0g SIKTUWV 5™ yevidg, OTou oL TayUTNTEG CLUVSESLUOTNTAG EKTLPATAL VoL GTATOLY
€wg Kol 20 Gigabits avd SevtepdAemto’, emtpénetal n BeAtiotomnoinan tng aglomoinong
VEWV TEXVOAOYLWV OTd Tn povada Tou VOLKOKUpLloU (smart home) kat tng emiyeipnong
(smart business) péxpt to eminedo Twv TOAEWV, TIG AeyOUEVEG EEUTIVEG TIOAELG (Smart cities),
AAAQ Kot OAOKANPOUG TOMEIG UTINPECLWV.

OL véeg texvoloyieg, OmMwg mn TeYVNTH vonuoouvn (artificial intelligence), n
SuvaTOTNTA TTEPALTEPW AVATITUENG EEUTIVWV PNy avwyV (E§uTtva KvnTd TNAéPwva, Egumva
avtokivnTa, €§UTVEG CUOKEVEG), o cuVdLACUO e TExVOoloyieg vEdoug (cloud computing)
Kal TG véeg duvatdtnteg SIkTiwong twv SIKTOwv 5 yevidg, €youv tepdotio €Vpog
ebappoywv otoug topeig Tng vyeiag (Internet of Medical Things - IoMT, Yndlakd cvotnua
vyelag, SloaoUvdeon UTNPECLWY TIAPOXNG UYEIDG KOl UYELOVOULKWY TIOPWV), TwV
petadopwy (oe emimedo oxrjpatog, odnyol, oAA& Kal UTIOSOMNG, HE OATIOTEAECHA
KOLVOTOMEG UTINPECIEG OTOUG TOME(G NG 00Lk)G aoddAelag, Tou TagLdoy, twv logistics
K.ATL.), TOV KATOOKEUOOTIKO Topéa (Industry 4.0), Tov aypodlatpodikd Topéa, oaAAd Kot
dAAovug Topelg dmwg TNV €Bvikr dpuva (Internet of Military Things). Me to deSopévo autd
dev elval tuyaio OtL §on yivetar Adyog yia Internet of Everything (IoE), 1§ dAMwg n Sia-
SIKTUWOT TWV TTAVTWV.

MNopdAAnAa pe Tig e&eAEELG auTEG, N tavdnuia COVID-19 €0eoe véa dedopéva Kal
VEEG ATIALTHOELG 0€ OA0 TO PAopa TNG OLKOVOUIKTG Kot KOWVWVLKTG {wrig. OL TTPOKAT|OELG KOt
ot aduvapieg Aettoupyiag Tng puotkrg emadrig Twv avBpwtiwy uTtd To dWG TWV AVENUEVWY
KwwoUvwy petadoong tng aobBévelag to pETpa TEPLOPLOHOU TOU AapPAvovial o€
TIOYKOO LA KA{POK A, 1 TTWom) AELTOUPYLaG KATAOTNHATWY Kot Ywpwv cuvdBpotong kotvou,
avadntoUv eVOANAKTIKEG péoa oTov Yndlokd kOopo: Tnv TnAeSIdokeyn (teleconference,
telco), ™ Bwvteo-kArjon (video call), v amopakpuopévn pdofaon (remote access), TO
NAEKTPOVIKS KaTdotnua (e-shop), To Yndrakd kpdtog (digital state).

‘OAeg oL avwTépw ToyUTaTe e§eNi&eLg, og ouvSUAOUS pe TV aw§avopevn {rjitnon
yla Ynolakég edapUoyEG KoL UTINPECIEG, EVEXOUV OTNUAVTIKEG TIPOKAT{OELS. ‘'O00 ToyUTEPQ
eSamAwvetal o Ynolakdg kéopog oe kdBe Ekdavon tng KABNUEPIVIG OLKOVOULKIG Kal
KowVikrlg {wng, téoo egamAwvetal Kot 1 emibdvela (surface) yia KoOkSOBOUAEG Kol
mopdvopeg evépyeleg. ‘Oc00 oL VEEG UTMPECIEG HOG  ETILTPETIOUV  PEYOAUTEPN
TipoowToTo{non Kot eoTioon otig SikéG pog avaykeg, Tdéoo av§dvovtal ol kivduvol yla Tnv
eKPETAAMEVON 1] Tapafioon Twv TPoowWTIKWY pag Sedopévwy. ‘000 €UXEPEDTEPN
koBlotatat n emkowvwvia pag pe idoug kat cuvepydteg oe OAo Tov TAavijTn, Téo0o e§icou
€UKOAN pmopel va kataoTel 1 aglotmoinon g €kBeorig Hag O€ LOTOTOTIOUG KOLWVWVIKYG
SikTuwong (social networking) yia tTnv mpaypototoinon €kvopwy evepyetwv. MNMpdkettal yio
eAdxLoTo TTAPadEly AT, TTIOU KATASEIKVUOUV OTL OxL Hévo N (dLa 1) Texvoloyia, aAA& kKupiwg
0 TPOTOG TIOU TN XPNOLMOTIOOUHE, KpUPBouv Kivduvoug. Ma toug Adyoug autoug, o
oxedLoopOg kat N epappoyr plag oAloTikrg ZTpatnytkrig KuBepvoaoddielag, opeilouv va

4 BA. IMT-2020 (ITU) https://www.itu.int/en/ITU-R/study-groups/rsgs/rwpsd/imt-2020/Documents/So1-
1_Requirements for IMT-2020 Rev.pdf




gotidfouv ot SlopKr] €L0POT] YVWONG Kol KATAVONONG TwV GUYXPOVWY TEXVOAOYIKWV
e€elifewv, ™V POPAeYn eldIkwWV SikAeidwv aodaieiag, aAA& Kol T SLapKr] EVNHEPWOT
Kol evatoBntomoinon twv xpnoTwv oto TAAICLo NG Tpoaywyrig TG KUBEPVO-LYLELVTG
(cyber-hygiene).

2.4 HE®ONIKH ZTPATHIIKH KYBEPNOAZ®AAEIAZ 2018. [TPOTEPAIOTHTEZ KAl
AZIOAOMHZH.

To Méptio tou 2018, katdémv elorjynong tng EBvikrig Apxrig KuBepvoaoddielag,
ekd6Onke n 3" AvaBewpnon g EBvikrig Ztpatmywkrig KuBepvoaoddAeiog (AAA:
W4P7465X00-Z6Q). ZtnVv €v Adyw oTPATNYLKY] TIPOCdLopicONKAV WG YEVIKES APXES:

— Hoavamntugn kat edpaiwon evog acparovg kat avBekTikol KUBEpvoxwWpoL.

— Houvexrig BeAtiwon twv duvatotritwy pag otnyv mpootacio amnd kuBepvoemiBEoelg
HE E€udaon oTig KplolpeG UTIOSOMEG Kol N SlaoddAlon TnG ETYELPNOLAKTG
OUVEYELQG.

— H Beopkry Bwpdkion Ttou €Bvikol MAalciov kuBepvoaoddAelag, yla TNV
QTIOTEAEOUATIKY]  QVTIHETWTILON TEPLOTATIKWY KUPepvoemBEécEWY Kol TNV
EAQYLOTOTIOMOT) TWV ETITITWOEWV ATt ATIELAEG GTOV KUBEPVOXWPO.

— H avdmtugn oxuprig kouAtoUpag aohAAELAG TWV TIOALTWY, TOu SNuOCLoU Kal
(SlwTIKOU TOMEQ, OELOTIOLVTING TIG OXETIKEG SuvATOTNTEG TNG OKOSTUAIKNG
KOLVOTNTOG KOl €V YEVEL TWV GOPEWV TOU SnUACLOU Kl LOLWTLKOU TOHEQ.

EmumA€ov, T€Bnkav ouvoAikd dekatpeiq (13) otdxoL, TTdvw oToug ottoioug dopriBnke to
otpatnykod Advo tng EBvikrig Apxrig:

Optopég Twv Gopéwv Tou
GUPHETEXOLY OTNV EBVIKY|
ZTpatnyikn Oplouds Twv Kpiotpwy
KuBepvoaoddahetag— YroSopwv
AmotUnwon popéwv
(stakeholders)

Kataypadn kot BeAtiwon
Yrotdpevou Oeopikov
Miausiov

EBviké Zx£810 EktoKTng
Avdykng otov KuBepvoxwpo

Amotipnon Emikivduvotntag
oe EBvikd Eminedo

KoaBoplopsdg Baoikwv
Anautrioewv Aopadeiag

Avtipetwion MeploTatikwy
Acdahelog

EBvikéqg Aokrioelg
Etowuétntag

Evaiobnromoinon xpnotwyv —
TOATWV

Mnyxaviopoi A§iémiotng
Avtadlayrig Minpodoptwv

Ynootipign Epeuvntikwv
Kat AVOTTTUELAK WOV
Mpoypappdtwy Kat
AKOS UKWV

Zuvepyaoieg oe AleBvég
Eninedo

A&loAéynon kat
avaBewpnon tg EBvikrig
ZTpatnyikrig

Mpoypapudtwy
Ekmaidevong

Ewova 3. Ot 13 ot6yot s 3" AvaSewpnong me EQvikris Ztpoanyixric KuBepvooopddeiag (2018)

Avadoplkd PE TOV TPEXOVIA OTPATNYLIKO OXESIAOUS KUBepvoaaddAelag, 1 xwpa
Mo vloBetel Ta eupwmaikd TpdTUTIA KA LEBOSOAOYIEG yLa TNV KATAPTLOT TOU OXESLATUOU
auTtoU Kol T otoxoBeaia Tov.

Katdmiv autwy, n EBvikr} Apxr] KuBepvoaoddAetag, oto mAaioto tng a§loAdynong
TOu OoTpaTNnylkoU oyxedlacpoy, a&lomoinoe oxeTlkd epyoieio a§loAdynong (national
cybersecurity strategies evaluation tool), To omoio €xeL avamtuxBei amd tov Eupwmaikd
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Opyoaviopd KuBepvoaoddAelag (ENISA) kat oupmeptdapBdvel cuVOAMKA SeKATIEVTE (15)

oTd)XO0UuG.

Avartugn eBVIkWY oxediwv
EKTOKTING AVAYKNG OTOV

Mpoctacio g umodoprig

Opydvwon aoKroEwy
aopaAELag oTOV

©foion BaACIKWY PETPWY

KoaBLépwaon pnyaviouwy

KuBEpVOX(PO Kpiotpwy mAnpodopLwv KuBEpVOXWPO acdaheiog avadopdg CUPBAVTWY
Auinanlrng MpowBnon tng Epeuvag kat Evigyvon twy KoBépwon ikavétntog Avtipetwmion tou
guaeBnToToinong Twv AVATTUENG TIPOYPAUHATWY KATAPTIONG AVTETOTIONG CUHBAVTLV €yKAHATOG OTOV
XPNOTWV Kal ekmaidevong KuBepvoywpo

Zuppetoyr| o€ Siebveig
ouvepyaoieg

Aglomoinon Zupmpd&ewy
Anpéaotov Kat ISiwTikov

E&ooppémnon v
AoPAAELOG PE TNV

Oeopobétnon g
ouvepyaoiag HETAgD

Mapoyr| KWriTpwv oTov
LSLWTIKG Topéa yLa
eMeVSVOELG OE HETPQL

TpooTacia mg LOIWTIKNG Bu6OIWY OpYaVEITEWY

Top€a (ZAIT) Twnic acdodeiog

Eikova 4. 15 otdyor yio v aéloddynon twv eVIKWY otpatnyikwyv  kuBepvoaopaleias ENISA
(https://www.enisa.europa.eu/topics/national-cyber-security-strategies/national-cyber-security-strategies-
guidelines-tools/national-cyber-security-strategies-evaluation-tool)

AapBdvovtag umtdyn Ta cupmeEpdopaTa TG avdAuong amokAicewv (gap analysis),
n omoio mpaypatororifnke amd v EOBvikry Apxry KuBepvooaoddhelag, ot Topelg
otpatnytkol evdiapépovtog yla v 4! AvaBewpnon exteivoviat oe €81 (6) Staotdoelg:
2xeSLoopdG EKTAKTNG avAYKNG, Avadopég teploTatikwy (Incident reporting), AopdAeia kat
npootacia TNG WwTikdTNTAG, Epguva kat Avamtugn, Zuumpdéelg Anpoociou — 1SiwTtikov
Topéa (ZAIT), Emevévoelg ota pétpa aodpdAetag. Mo avoAuTikd, yia k&Be €va amd Ta
avwTépw, €LOLkol TOpElG Eudaong avallovtal OTOV KATWTEPW TIVaKA:

Z)eSLOMOG EKTAKTNG - EBvikSG oxedlaopdg Stayelplong Kpioewv

QAVAYKNG - MePLOSIKEG TTPOCAPHOYEG TOU OYESLATHOU EKTAKTNG AVAYKNG

- Alapolpacudg mAnpodpopLwv

- Avamtuén g tkavotntag Staxeiptong kKvSUvwy (TIpocdloplopdg, avaiuon Kat
a§loAGyN o TWV EMIMTWOEWY Tou KvdUvou, a§loAdynon euttaBeLwyv)

- Avopopég ameldwyv oTov KUBEpVoXW PO

- Xprijon mhatdoppwv

- Avamtuén gBvikol Pntpwou Kvdvvwyv

- Epyodeia kat TAATPOPHES yia ETIYVWOT TNG KATAGTAONG

Zuvtoviopdg pe mhaioto NISD, GDPR, dpBpo 13a kat elDAS

BEATIOTEG TIPAKTLIKEG yia TN oVvtadn eTriotwy avadopwv cupPaviwy o€ eBvikd
eninedo

- xS avodopdg TOHENKWY GUUBAVTWY Kat avadopwyv ediou

AodaAela Kot TpooTacio - ZUVTOVIoHOG PE TTAA{OL0 aopEAELog SeSOUEVWV TTPOCWTILKOU XAPAKTIipa

™G LSWTIKOTNTAG - Katdption kat evaicBntormoinon

‘Epguva kat Avamtuén - KaBopiopdg mpotepatotritwy

- Mryaviopol avamtugng kot Stéxuong KatvoTopwy (Ti.y. startups, clusters K.Am.)
- Xpnuotoddtnon R&D

ZAIT - EBvik6 mhaiolo

- Xpnpatoddtnon Kot Kivntpa

Emevdioelg ota pétpa - BEATIOTEG TIPAKTIKEG

aopaAeLag - Ymootripién ot startups and MME (SMEs)

- Awodikaoieg

AvapopEg TEPIOTATIKWV -
(Incident reporting) -

Eikova 5. ZTpatnyikol TOUEIS EUpaans yior v avadewpnaon g oTpaTnyIKTig



3 POZAIOPIZMOZ TQN APXQN KAITOY
OPAMATOZ ANAIMNTY=HZ THZ EONIKHZ
2TPATHIIKHZ KYBEPNOAZQ®AAEIAXZ 2020 - 2025

3.1 KATEYOYNTHPIEZ APXEZ

Me to mapdv mhaiolo opiCovtatl ol PACIKEG ap)EG TIOU SLETIOUVV TNV TIPOCTACIN TWV
DopEwyv, oL omoieg atoTeEAOVV TOUG TTUAWVEG 0TOUG OoTtoloug atnpiletal n ZTpatnyk:

— ‘O\eg oL evépyeleg TTou TipodilaypddovTal oTtnv ZTpaTnyLkr] Kot To Zxedlo Apdong
QTIOOKOTIOUV GTNV TIPOCTOC{N TWV TIOATWYV KAl TwV SopwWV Twv Qopéwyv, AToTEAWVTAS TN

Bdon omou otnpiletal n Ynodlaxr StakuBEpvnon kat eunpepio TG xWPOS.

— ‘O\NeG oL KUBEPVOATIEIAEG KAl Ol TILPAYOVTEG TIOU EVOEXETAL VA ETINPEATCOUV TNV
ETIUYELPNOLAKY] OLVEXELX TNG Anpoéotlag Aloiknong Kat Aotmwv eUTAEKOpEVWY Popewv
avayvwpifovtal, KataypddovTal, KATnyopLloTolouvTalL KoL avTLHETWTICovTaL Pe T déouoa
ETILMEAELQL.

— H mpootaoia g avBpwivng (wrig kat SIKalwHATwY (dTtwG 18{wg n tpootacio Twv
TIPOOWTILKWYVY SeSopévwy), amoteAel onpeio VPLoTnG onpaociog yio tn Ztpatnyikry. H Apx
kot ot ®opeig AapBdvouv k&Be edPiktd pétpo wote va dtachaAiCetal n mpooTacio Twv
TIOALTWYV O€ CUPHOPPWON PE TNV KE{PEVN vOopoBeTia kal KAVOVIOUOUG.

— H emtuxrig vAomoinon g Ztpatnytkrg omottel culoyikry TpoomdBela kot
oVumpadn peto&l twv Popéwv. Katd ouvémeln, mpokpiveTal 1 ouvepyaoio peTagy
WOLWTIKWV Kal dnpociwv popéwv, N evioyuon Tng €peuVvag Kol avATITUENG OTOV TOHEX TNG
KuBepvoaodpdAelag, kabBwg kot N avtadayry TAnpodoplwv peTagy eBvikwv Kol
EVPWTIAIKWY GopPEwV, PE yvwpova Tn dlopkr BEATIOTOTIOMON TNG ZTPATNYLIKIG KOL TWV
HETPWV VAoTioiNnoTG TNG.

— H ammoTeAEOHATIKOTNTA TNG ZTPATNYLKTG WG TIPOG TN SLaaPEALOT) TNG CUVEXELNG TWV
ETIYELPNOLOAKWY Spaotnplotitwy Twv Popéwv Baoiletar otn Sapkr) evnuépwon Kat
eKTIaiSEVOT OAWVY TWV EUTIAEKOUEVWY DOPEWV KOL TWV TIOALTWV.

— H Ztpatnytkr] opiCel To mAaioto yla va kaBoploBouv cuykekpLpévol oTdyoL, poAot
Kal appodlotnteg, kKoBwg kot deikteg ouv Ba cuvdpdpouv otn Slapkr) agloAdynon Kaut
avaBewpnor] g, o€ evBuypdppion pe To petaBarrdpevo TeptBaAiov TME Kat ameiwy,
AAAQ Kot TwV {NTOUHEVWY, ATIO TOUG TIOAITEG, UTINPECLWV.

3.2 AIATYNQZH TOY STPATHINKOY OPAMATOX

Y116 TO TIPIOA TWV AVWTEPW AP WV KAL TIPOTEPALOTITWY, 1) SLATUTIWOT TOU OPAHOTOS
yla ) véa EBvikr) Ztpatnyikr} KuBepvoaoddhelag €xel wg akoAovBwg:

«Eva gUyypovo Kot aopaAES YnpLokd meptB8ALov mAnpo@opLaKwWV Kot SIKTUXKWY UTTOSOUWY,
EPAPUOYWV KL UTINPETLWY TIPOG OPEAOG TG OLKOVOUIKTIG KO KOIVWVIKIG EUNUEPING, UE TNV
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gyyonon ¢ mpootaciog Twv JeUeAwWdWY SIKAUWUATWY TwY TOAITWY, TV avamtuén
KOUATOUPOG a(paAoUs Yprions TwV Yn@IaKWY UMNPESLWV KXl EQAPUOYWV, KAl TNV enavénon
NG EUMLOTOOVVNG TWY TTOAITWV KOl ETILYEIPIOEWY OTIS WNPLOKES TEYVOAOYIES. »

Baolkd oTOLYEIC TOVU OPAUOTOG CUVIOTOUV:

H owoddéunon evdg olyypovou Ynoiakov meptBdAiovtog: Eva Ynorakd
TiepLBAAAOV Tov ETILTPETEL TN SLOPKT] EL0POT| KAl AVATITUEN TWV VEWV TEXVOAOYLWV
KOl KOLVOTOHLWV oTnV Ynolakr emoxr.

To vYnAd eninedo kuBepvoaoddrelag: Ze dAo T0 Pdopa Twv TANPODOPLAKWV
UTIOSOUWY, €PAPHOYWV KOL UTINPECLWY, TIPOCOPHOOHUEVO OTLG  OLOPKWG
METABAANOPEVEG TIPOKATIOELG KOl ATIALTT|OELG

H mpootaocio Twv BepeAtwdwy SIKAwWHATWV: 16{wg Twv TIPoowTIKWY SeSOUEVWY,
™G StadVAagng NG WOWTIKOTNTAG, TNG AVATITUENG TNG TPOCWTILKATNTAG, TNG
LodTNTOG KL TNG CUPMETOXTIG 0TV YndLokr Kovwvia

H avdmtugn kouAtoupag acharolg xpriong: Ymd tnv évvola tng Yndrakrig
rtadeiog, TG StapkoUg evnUEPWONG KAl EuaLoBNToTI0(NONG 0TOUG KIVEUVOUG KAt TLG
Ttay{deg Twv VEWV TEXVOAOYLWV

H emavgnon tng epmotoouvng otnv Yndaky StakuBépvnon: Q¢ to Paotkd
enitevypa evog aodporoug Ynodlakov meptBdAlovtog, SnA. n aglomoinon Twv véwv
TEXVOAOYLWV O€ OAO TO PAOHA TNG KOLVWVLKTG Kol OlLkoVOULKTG (wrig Ttpog 0deAog
TWV TIOALTWV KL TWV ETILYELPTICEWV KL TNG KOLVWVIKOOIKOVOULKTG EUNpepiag.



4 MEOOAOAOIIA ANANTY=HZ THZ 2TPATHIIKHZ

4.1 TIENTE (5) ZTPATHIIKOI ZTOXOI

e éva MPWTO €mimeSo, 0&LOTIOLOVVTIAL TA ATIOTEAECHATO TNG QAVAAUONG TwV
OTPATNYLKWY TIPOTEPALOTATWY, WOTE va StapopdwBolv TéVTE (5) CUVOAIKA EUPBANUATIKOL
oTd)OL AVATITUENG TOU OTPATNYLIKOU OYXESLACHOU, OL OTIOIOL KOAUTITOUV KOl TOUG OEKATIEVTE
(15) €dkoVg oTdYOUG avATITUENG oTPaTNYLKTG Tou ENISA yia T kpdtn péAn g E.E., wg
akoAoVBwG:

2ZTPATHIIKOI ZTOXOI KAAYTITOMENOI ZTOXOI ENISA I'A KPATH MEAH
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1. ‘Eva Asttoupyiké ovotnua
StakuBépvnong®

Avdmtuén eBvikwv oxediwv EKTAKTNG AVAYKNG OTOV
KuBepvoxwpo

>uppetoxr oe diebveig ouvepyoaoieg

©eopoBétnon g ouvepyaoiag petagy dSnuociwy
OPYAVWOEWV

2. OWPAKLOY) KPICLHWV UTIOSOHWY,
aoPpAaAelx Ko VEEG TEYVONOYIEG

Mpoctaoio g urtodopng kpiolpwy TAnpodopLwv

©¢oTiion Baotkwy HETPWY aododeiag

E&looppdTmon tnv aoPpAAELaG pLE TNV TTPOCTACIN TNG
Stwtikrig {wrig

3. BeAtiotomoinon diayeiplong
TIEPLOTATIKWY, KATATIOAE AN O] TOV
KUBEPVOEYKAN LOTOG KO TTPOOTAOIN TNG
wtikéTNTOG

KaBLépwon pnyoviopwy avagpopdg cupBaviwy

KaBLépwon ikavétntag avIHETWILONG CUMBAvVTWY

AVTLUETWTILOT) TOU EYKATILATOG OTOV KUBEPVOYWPO

4. 'Eva oUyxpovo emevduTiko TiepiBaAAov

Me épdaon otnv ipoaywyn g Epeuvag
Kot Avartuéng

MpowBnon tng Epeuvag kat Avamtuéng

Mopoyn KrTpwV oToV LOLWTIKS Topéa yla emevSUOELG OE
pétpa aododeiog

A&lomoinon Zupnpd&ewv Anpdoiou kat I8LwTikov Topéa
(SAIT)

5. Avamtuén tkavotritwy (capacity
building), mpoaywyr] tn¢ evnpépwong
Kot gvatoOnromoinong

AUEnon Tng evatoBnToToiNONG TWV XPNOTWV

Opydvwon) aokrjoewv aodEAEL0G OTOV KUBEPVOXWPO

Evioxuon twv mpoypappdtwy Katdptiong Kat ekmaideuong

Ewkova 6. [1poadioptopds ZTpatnyikwyv SToywy BATEL TWV TTPATNYIKWY TTPOTEPALOTHTWY

5 Inuewvetat ot ededrig n avadopd oe cvotnua StakuBépvnong adopd to cvotnua StakuBépvnaong

KuBepvoachdAeLag
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1. ‘Eva A€LTOUPYIKS

oVoTN A
SlokuBépvnong
5. Avdmtuén 2. Owpdkion
LKOVOTHTWV KPiGIIWY
(capacity building), urﬁ)&oruﬁv
. 1
Tipoaywyn g aodaAELx Kat VEEG

EVNMEPWONG KaL

gvaucBnronoinong Texvoloyieg

ZTpatnyLkoi otéyoL

4. 'Eva glyypovo 3. BeAtiotomoinon
€MEVEUTIKO Swxyeiptong
nepBaAAov pe TIEPLOTATIKWY,
€udaon otnv KOTATOAE N ON|G TOU
TIpoaywyr| g kuBepvoeykAjpatog
‘EpEuvVOG Kot KO TIPOOTAGiN TNG
Avamrtuéng BLWTIKOTN TG

Ewova 7. Mévte atpatnyikol otéyol avamtuéng Tou aTpatnyikol ayeSIoooU

4.2 AEKANENTE (15) EIAIKOI ZTOXOI

Ma k&Be €vav amd Toug AVWTEPW OTPATNYLKOUG OTOXOUG avaTTUoooVTaL LSIKOL
otd)O0L, oL OTIo{OL ATTOOKOTIOUV 0NV £§€LSikEVOT) KL KOAUTEPT SLaYE(PLOT) TOU OTPATNYLIKOU
mAatoiou (cascade effect). Ev ouveyeia, oL eldikol otdyol e&eldikevoval o€ SpaoTnpLdTNTES,
ol omoleg koAUTTouv 6Ao To Pdopa NG avayvwplong, TPOANYNG Kal Tpootaciog,
QTIOTPOTING Kol AVAKApYNG attd kuBepvoeTOETELS,.



3. BeAtiotomoinon Siayxeipiong 4. 'Eva oUyypovo emeVSUTIKG 5. AvATTugn IKAVOTHTWV

2. OWPAKLON KPIoIHWY

1. 'Eva AELTOUPYIKO GUOTNHA uTtoBop, GodEAELX Ka v TIEPLOTATIKWV, KATATIOAEUNONG nteptBaAAov pe €pdaocn otV (capacity building), Ttpoaywyr
SlakuBépvnong M 1:5’ volovie < TOU KUBEPVOEYKAT HATOG KAt Tipoaywyn| tng Epguvag kat ™G EVNUEPWOTNG KOl
X YiES TIPOOTOOIN TNG LSLWTIKOTNTAG Avamrtuéng gvatgOnromoinong
s N e N s N\ s N s N
1.A. BeMTLoTOOinGN TOU 2.A. Katayoncr] Twy 3A BE)\TIGTOHOEY]GT] ) ’
P 2 TeXVONOYIKWV EEENEEWV HEBSSWY, TEXVIKWV Kat 7 5.A. BEATiwon kavoTitwy
mALGiov opydvwaong Kat . P . 4.A. TIpoaywyn TG . ‘
— . 7 [— kot Tou TpdTIoL TV — epyadeiwv avdivong, ’ f — péow opydvwaong
Aettoupyiog Sopwv Kat . . A Epeuvag kot Avamtuéng ;) .
SLOBKAGLOY ennpedlouv my ynookn améKpLong KaL KATGAANAWY QoK CEWV
StakuBépvnon. KolvoToinong cupPaviwy
& J \ J & J & J & J
s N\ e N\ s N s N\ s N\
Oifélﬁgﬁgi):gggrlﬁgzﬁ 2.B. AvaBaBuion tng pnxisicEJg:\gT}ﬁggnﬁg [ , . BB AELonoi’ncn
. > v ; , 4.B. Mopoyr) emevSuTikwv oUyxpovwy HEBSSwWV Kat
—  emkwduvoTnTog Kot — Tmpootaociog Kpiouwy — kot BeAtioTomoinon g 4 — - 2
P 3 7 2 KWHTpWY £pYaAEiwY KATAPTIONG Ka
Slayeiplong EKToKTNG UTIOSOUWV ETILXELPNOLAKT|G ,
L ) eknai{devong
avaykng. cuvepyaoiag
& J \ J & J & J & J
( N\ ( N\ ( N\ ( N\ ( N\
. 2.[". Owpdkion . .
alr. Evéyvapwcn P GUOTNHATWY KoL 3.I". KuBepvoaodpddeia kat 4.I'. A§lomtoinon EK Au}pan EVIHEPLON
GUVEPYAOLWV OE EBVIKO, Pa—— i 2 5 Dopéwv Kat TOALTLV
o 5 — £PAPHOYWV HECW — mpooTacio g —  Suumnpdgewv Anpdoiov — e 2
EVPWTIATKS Kot SLEBVEQ , . . ) : avapopikd pe Bépata
B EVIOXUMEVWYV QTIAUTHOEWV 1WTIKOTNTOG Kat 18twTtikov Topéa (ZAIT) P
eninedo , kuBepvoaopaelag
aopadeiag
\ J & J \ J \ J \ J

Eikova 8. MAaioto atoyoSeoiog g ESvikris Ztpatnyikric KuBepvoaopddeiag 2020-2025
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5 BAZIKOI EMNAEKOMENOI OOPEIZ
(STAKEHOLDER MAPPING)

310 miaioo g 3" AvaBewpnong g EBvikng Ztpatnyikris KuBepvoooddielog
T€0nke WG Paolkdg oTOXOG N ATMOTUTIWON TWV EUTAEKOPEVWY Popéwv (stakeholder
mapping). Katwtépw mopatiBetal pio avaAuTiky amotUMwon TwV EUTTAEKOUEVWV
bop€wv, 0 oCUVTOVIOPAG KOl 1) EUTIAOKY] TwV oToiwv o€ OAa T otddia edapuoyrg g
€Bvikrig otpatnytkrg avadelkvietal o€ kpiolpo mapdyovta emtuyiog (critical success
factor).

5.1 TENIKH AIEYOYNZH KYBEPNOAZ®AAEIAZ - EONIKH  APXH
KYBEPNOAZ®AAEIAZ (NATIONAL CYBERSECURITY AUTHORITY)

H Teviki AwevBuvon KuBepvoaoddielag Ttou Ymoupyeiov  Wnduakrig
AwokuBépvnong (EBvikry Apxry KuBepvoaoddAetog) eivat apuddia ya tn dtaxeipion g
STPATNYLKTG KoL TOV CUVTOVIOHS Twv Popéwv KoTd TNV VAOTIONOT TWV ATIAUTOUHUEVWY
METpwWY. Méow TOU ZTpatnylkol 3xediou, oTOXeVEL OTOV OPLOPO  KATEAANAWY
OPYOAVWTLKWY, TEXVIKWY KL AELTOUPYLIKWVY HETPWV, TNV uAoToinor Toug amd toug opeig,
otnv agloAdynon tng Ztpatnyikrig, kabwg kat otnv avabewpnon tng. Edikdtepa, oTig
APHOSLOTNTEG TNG APXTIG CUYKATAAEyOVTAL HETAEY GAANWV:

— ZuvoAikr] Stayeiplon €Bvikrig otpatnyikrig kuBepvoaoddAetog

— KaBoplopdg Baotkwyv amnattrioewv achaAeLag.

— Awoyeiplon Beopikou mAatciov.

— ZuAhoyr] TTOATIKWYV aoPaAeiog Kat Tjpnon OXETIKOU UNTPWOU

— ZuMoyr kat emtegepyaoia oxediwv amokatdotaong yio toug O.E.B.Y.

— Enegepyaoia twv moAttikwy kat Stadikaoctwv achadeiog yio tnv mpdAnyn Kot
QVTIPETWTILON TIEPLOTATIKWY AoPaAeiag).

— Mpoodloplopdg, eMkatpoToinon Kat a§loAdynon TwV UTINPECLWV Kol AELTOUPYLWV
mov PBaocifovtal 1§ emnpedlouvv TV achdAela Twv TANPodopLWY (OTIWG LSIWG
vt peoieg cloud, otpatnyikn kot 0dnyieg aoddAelag yia Vv kvntr} tnAedwvia,
véeg edappoyEg oAAnAoypadiag), YootrpLén €peuvag Kat avamTugng.

— YAomoinon mAatoiov kuBepvoaoddAetag kat Stayeiplong cupBavTwy.
— ‘EAeyxog kat a&loddynon Gopéwv.

— Awoyeiplon urtodoprig apakoAoVBNnong KPIoLWY UTIOSOPWV.
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— Alevépyela  TEXVIKWYV  eAéyxwv  aoddAelog (Tx. Sokipég mopeioduong),
EKTIALSEUTIKWY TIPOYPAUUATWY DOpE€wv, TEXVIKWY EKTIALOEVOEWY SLAXELPLOTWYV
Kall oK oWV KuBepvoaoddAetag, kabuwg kat evnpepwoewv YAMNA Qopéwv.

— ‘EkS00m TIPOoTUTIWV Kol EYKUKA{WV.
— ‘Ekdoon Baotkwv apywv aodparovs apxLlTeKTOVIKTIG Dopéwv.

— Kataypadry deiktwv KPI/KRI amoteAeopaTikOTNTOG VAOTIOMONG ZTPATNYIKHG
otoug popelg.

— Amokplon o€ oupfavia aoddielag g Apxrig r/kat Popéwv — CUVTOVIOHOG
OpAoEwv.

— Aloyeiplon pntpwou cupBaviwy.
— Awoyeiplon kplogwv kat evepyotoinon EBvikoU oyediou €ktaktng avdykng.
— A&loAdynon kat avaBewpnon Baotkwv amaltrioewyv aoANELAS.

— A&loAdynon kat avaBewpnon petpikwv KPI/KRI kot EBvikoU oxediov €ktaktng
avaykng.

— Emomteia kat ouvtoviopdg YATNA Qopéwv.
— Atoxeiplon pntpwou YAMA.

— >uvepyaoio pe eBvikég apy€g (AMAMX, AAAE, kAT) kat akadnuaikolg dopeig o€
Bépata KuBepvoaoddietag

— >uvepyaoio, EKTIPOoWTNOT) Kal SLoyelpLoT) eTLKOVWVIOG O EVPWTIIKO Kat SLeBVEG
eninedo (Popeig, kpATn HEAN, KATL).

— JUVTOVIOPOG Spdoewy gvatoBntomnoinong Popéwv Kat Kovou.

— ZUVTOVIOMOG SPACEWY KATAPTLONG, EVNUEPWONG KAl ETILHOPPWONG OTEAEXWV.

5.2 EONIKH APXH ANTIMETQMNIZHZ HAEKTPONIKQN EMIOEZEQN — EONIKO
CERT (E.Y.I.)

Me 15 dtatd&elg Tou 1.8. 96/2020 (A’ 232), He TIG oTtoleg TpoToTtoiBnKav ot dtatdéelg Tou
1.8. 1/2017 (A’ 2) Tov adopolv TtV opydvwon Twv YTmpeolwwv tng EBvikrg Ymnpeoiog
MAnpodopiwv (E.Y.M.), kaBopioBnkav ot appodidtnteg g AtevBuvong KuBepvoywpou
G E.Y.M., oTig omoieg mepthapBdvovtal:

a) texVIKG dvoewg Bpata aoddrelog mAnpodopiwv (EBvik Apxry INFOSEC) kat
ELSIKOTEPA YLO TNV AOTPAAELX TWV EBVIKWV ETILKOLVWVLWY, TWV CUCTNHATWY TEXVOAOYIng
TAnpodoplwy, KaBwg kat ya tnv agloAdynon kat miototmoinon twv Stafabuiopévwy
OUOKEVWV KOl CUCTNHATWY AOAAELAG ETILKOLVWVLWV KoL TTANPODOPLKT,
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B) n a&loAdynon Kal TILOTOTIOINOT) KPUTITOCUOTNHATWY, KABwG Kal TNV UTooTrpLEn twv
EvomAwv Auvvapewv (E.A.) Kal Twv UTMPECLWV TOu Onpoociou Topéa ot Bépata
kputttaoddietag (EBvikr) Apxri CRYPTO),

Y) N €§aoddAion Twv €BVIKWVY NAEKTPOVIKWY CUOKEVWY TNAETIKOLVWVLWY aTIO SLoPPOES
AOyw aveTBOUUNTWY, NAEKTPOOYVNTIKWY KoL Un petaddoewv (EBvikr) Apxr) TEMPEST),

) oL appodiotnteg Opddog Avtipetwriiong HAektpovikwy EmiBéoewv (EBvikd CERT), evtdg
Tou €Bvikov TAéypatog  KuBepvoaoddieiag mou  kabopilet n  EBvik)  Apxi
KuBepvoaoddAelag, yia tig kuBepvoemiBEoelg evavtiov Twv Snuociwv popéwv Tng xwpag,
Tou 8ev euminmTouv otnv appodidtnta tng AevBuvong KuBepvodpuvag tou IME.EG.A.
(CSIRT). Etéikotepa, To EBvikd CERT tng E.Y.M. umootnpileL v Mpoedpia tng KuBépvnong
kat To Yroupyeia, pe e§aipeon 1o Ymoupyeio EOvikrig Apuvag, yia tnv mpdAnyn, v
€yKaLpn) TPoELSOTIOMON Kal TNV AVTLUETWTILOT KUBEpVOETIIOETEWY, EVAVTIOV TOUG.

5.3 AIEYOYNZH KYBEPNOAMYNAZ (YMOYPrEIO EGNIKHZ AMYNAX)
(TEEGA/AIKYB)

H AtevBuvon KuBepvodpuvag tou FTEEOA amoteAel tTnv EAANviky) Appddia Opdda
Andkplong KuBepvomeplotatikwy (Computer Security Incident Response Team - CSIRT)
OXETLKA PE TNV ATIOKPLOT TIEPLOTATIKWY OTOV OTPATIWTLKS TOPEN — KUBEpvodpuva (military
CSIRT), TV améKpLon TEPLOTATIKWY 0€ HOopEeiG TIou euTtinTouv oTo TIES(0 EdapUOyT|G TOU V.
4577/2018 (®.E.B.Y., MN.W.Y.) kat TV €TLXELPNOLAKT] OAOKAT)pWOT). ATIOOTOAT TNG AVWTEPW
Ymnpeoiag ouviotd 1 Heiworn Tou KivdUVOU €BVIKWY TIPOKAT|CEWV OTOV TOMEN TNG
A0PAAELOG TOU KUBEPVOYXWPOU KAL TWV ETILKOLVWVLWV.

5.4 AIQ=H HAEKTPONIKOY EFKAHMATOZ= (EA.AZ.)

Me to m.b8. 178/2014 (A’ 281) mpoPAepOnke N (Spuon kot n ddpBpwon g
AtevBuvong Aiwéng HAektpovikoUy EykArjpatog pe €dpa tnv ABrjva kot 1 dpuon kot
S1apBpwon YmodievBuvong AiwEng HAekTpovikoU EykArjpatog pe €6pa T OeooaAovikn.
H amootoAr] tng AtevBuvong Alwéng HAektpovikol EykArjpatog cupmepidapBavel tnv
TIPOANYIN, TNV €PEUVA KAl TNV KATAOTOAT] EYKANUATWY 1] AVTIKOLVWVLKWY CUMTIEPLPOPWY,
TIoV dlampdTTOVTAL HECW TOU SLAdIKTUOU 1 GAAWYV PECWV NAEKTPOVIKNG ETKOVWViag. H
AevBuvon Alwéng HAektpovikol EykArjpatog eivat autoteArg keviplkr Ymmpeoia Kat
vmtayetat amnevBeiag otov k. Apxnyd tg EAAnvikrig Aotuvopiag. H AlevBuvon Alwéng
HAektpovikoU EykAjpatog, otnv eowTteplkr] Tng Soprj, amoteAeital amd mMéEVTe TUHOTA
TIOU OUMPTIANPwWVOLV 6Ao To GAcHA TPOOTOCIAG TOU XProTn Kal achAAElg TOU
KuBepvoyxwpou.

Etol, ot véa avaBaBpiopévn dopr g amoteAeital amnd to akéAovBa Turjpata:
—  Tprjpa Alotkntikrig Yiootripténg kat Atoxeiptong MAnpodoplwy,
—  Tpnpa Kowvotdpwy Apdoewy Kat ZTPoTNYLKI,

—  Tprpa AopdAetog HAektpovikwy kat ThAepwvikwyv Emikovwviwy kat Mpootaociag
AoylopikoV Kot NMVEUPOTIKWY AlKOLWUETWY,



—  Tprjpa Awadiktuakrig Mpootaciog Avniikwy kat Wndrakrig Alepedvnong kat
—  Tprpa Edikwy YroBéoewv kat AlwEng AtadikTuakwy OIKoVOopIKWY EykAnpdtwy

5.5 APXH [IPO=TAzZIAZ  AEAOMENQN [lPozQnikoy  XAPAKTHPA
(A.M.A.MN.X.)

H Apxr} Mpootaociag Asdopévwy MpoowTtikov Xapaktrjpa (A.M.A.M.X.) anoteAel
OUVTOYHOTIKA KOTOXYUPWHEVN aveEdptntn apyr, HE OTOCTOAN TNV EMOTTE NG
ebappoyrig Tou Mevikol Kavoviopov Mpootoaciog AeSopévwy, Tou VOO 4624/2019, TOU
VOMOU 3471/2006 Kat dAwv puBpicewv Tou adopoiv Tnv pootacia Tou atdpou amod Tnv
ene&epyacio SESOUEVWV TTIPOOWTIKOU YOPOKTHPA, KOl AOKEL TIG ApUOSLOTNTEG IOV TNG
avatiBevtat kdBe opd. Edikdtepa, n AMLATMX. eivar emdoptiopévn pe TNV
mopakoAovBnon g edpappoyris Twv datdEewv tou Mevikov Kavoviopov Mpootaociog
Aedopévwy (EE) 2016/679 (TKMA), pe okoTd TV pootacia Twv BepeAlwdwy SIKalwPATwY
KoL EAEVBEPLWV TWV PUCLKWV TIPOCWTIWY EVaVTL TNG eMeEEpyaciog Twv deSoUEVWY TIOU T
adopovv kat tn dteukdAuvon tnG eAeVBepNg KukAodopiag Twv dedopévwy otnv Evwon
(4pBpo 51 map. 1, aut. 123 tou MKMA). ZupBaAAeL otn ouvekTikr epappoyr) tou MKIMA oe
OAGKAN PN TNV Evwon Kat yla To oKoTid autd ouvePYALETAL PE TG ETIOTITIKEG APXEG TWV
KpatwVv HEAWV TG EE kot pe tnv Eritportr (dpBpo 51 map. 2, aut. 123 Tov IKIA).

210 avwTépw TAaioto, N A.M.A.M.X., peTa&L A wV:

— MoapakoAouBei kat emBAAEL TNV epappoyr] Tou MKMA.

— MpowBel v evawoBbntomoinon Ttou kowou ota {nripata  TpPooTaciog
TIPOOWTIKWY O€SOPEVWY Kal TwV UTEUBUVWY Kal ekteAoUVTWY emegepyaoia
OXETLIKA HE TIG UTIOYXPEWOELG Toug Suvdpel Tou MKIMA. Eldikr} mpoooxr] amnodidetal
o€ dpaoTNPLOTNTEG IOV ameuBuvovtal 101k o€ TTaudLd.

— 2upPoulevel to €Bvikd kowvoBoUAlo, TtV kuBgpvnomn kot GAAa dpyava Kat
OPYQVIOMOUG Yl VOMOBETIKA Kal OLOKNTIKA HETpa Tou oxetiCovial pe TNV
TIPOOTAC{N TWV TIPOCWTILKWY SESOUEVWV.

—  Mopéxel KatoTv aTrpaTog AN Podopieg 0TA UTIOKEIPEV TWV SESOUEVWV OYETLKA
ME TNV AOKNON TWV SIKALWHATWY TOUG.

— XeupiCetau tig utoPAnBeioeg yia mopdPaon StatdEewv tou MKMA katayyeAie.

— Awevepyel €épeuveg oxetikd pe Tnv epappoyr] Tou MKMA.

— KoataptiCer kot dtatnpel katdhoyob oe ox€on e TNV amaitnon yio SlEVEPYELX
ekTipnong avtiktumou (dpBpo 35 map. 4 tou MKMA) Kot va Tapéyel CUPBOUAES
OXETIKA pE TIG TIPAEELS eme&epyaaiag Tou dpBpou 36 ap. 2 Tou MKMA.

— Eykpivel kwdikeg deovioloyiag Kal kpttripla Tiiotomoinong kat oxeSLddel kpttripla
dlamiotevong.

—  2uvepyddetal HE AANEG ETIOTITIKEG APXEG HECW AVTOAAAYTIG TIANPOPOPLWY Kal Va
TIopEXEL apoLBaio cuvEpopr| o€ AUTEG E OKOTIO T SLAoPEALON TNG CUVEKTIKOTNTOG
ebappoyrig Tou MKMA.

— ZupPdAAel otig Spaotnpldtnteg tou EupwmaikoVy ZupPBouliou TMpootaociog
Aedopévwy —EZMA.
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— AwBétel €gouoieq eléyyou, kabwg kat Ol0pOWTIKEG, OCUPPBOUAEUTIKEG Kal
adel0d0TIKEG €§oUTiEG, OTIWG OUTEG e&eldikevovTal Kol avalvovtal oTo &pBpo 58
tou [KTA.

5.6 EoNIKH EnITPOMH THAENIKOINQNIQON KAI TAXYAPOMEION (E.E.T.T.)

H EBvikry Emtpomry TnAemikowwviwyv kat Toxudpopeiwv (E.E.T.T.) elvat
Ave&aptntn AloiknTikr) Apxr]. AntoteAei Tov EBvikd PuBpuiotr| mov puBuidel, emomtevel kot
eAEyXEL: () TNV ayopd NAEKTPOVIKWY ETILKOLVWVLWY, OTNV OTtolo SpaoTnpLotoLlovvTal ot
etalpieg otabeprig kat KNG TNAEPWVIAG, ACUPHATWY ETIKOIVWVLWV KoL SLadlkTUou Kal
(B) v Toyudpopikr) ayopd, otnv omoia SpacTtnplomolovvIal oL eTalpieg Topoxrig
TAXUOPOMIKWV UTINPECLWYV KAl UTINPECLWY TaXUHETAdopds. EmimAéoy, n E.E.T.T. amoteAel
NV apXT] AVTOYWVLIOHOU OTLG AVWTEPW AYOPES TNG APHOSLOTNTAG TNG Kal SLaBETEL ONEG TIG
gfovoieg kat ta Sikalwpota Tng Emtporrig Aviaywviopol kotd v epappoyr) Tng
vopoBeaiag Tou eAevBepou avtaywviopol oTig ev Adyw ayopgs (N.3959/2011 (A’ 93), dpBpa
101/202 ZAEE kot Kavoviopdg 1/2003 EK tou ZupBouAiov). H epappoyr} g vopobeaiag
miepl eAeVBepou avtaywviopol amd tnv E.E.T.T. ot ayop€g TnG AMOKAELOTIKYG TNG
appodidttag poPfAendtayv and tov vopo N.2867/2000, Tov peTémelta vOpo N.3431/2006,
KoBwg kat Tov .oyVovta vopo N.4070/2012 (DEK 82A/2012).

H Béon tg E.E.T.T. oto OwoovVotnpa tTwv Emikowvwviwy kat tng Texvoloylag
MAnpodopLkriG Kal oL OXETELG TNG He TNV MoAtteio cuvoyiletal otV akéAoudn eikova:

Avadév eree
PuBpiong & Avcurnotag

- Eronteia Aeondlovrog Napbyou

- Mntpwo Napbywy

- Karayyehieg Karavalwrav

- Internet
Déopa Tayubpopeia
- Kwntrig Tnhedwoviag - Kepaieg -Enonveia
- Wn dnarig Tnhedpaong . Aeondlovrog
- Mntpio Padio- ) napbyou

- Mntpwo Napéywv

- Kavayye\ieg

n o1=nN Bevric:
= Tnhetowvwyioy
- IraBepii¢ & Kwnuig

Evpwnaii Evwon - Tayvdpopeiwy
* Eupwnalikn Emaponi) - Awthov Tnhedpaong

* (Dopeig: BEREC, IRG, Aoutol

- Int t
+ Digital Agenda 2020 Lty

-OTTs - Over The Tops

*KuBépvnon \ ) 4 -Taxu Spopkdv Yrnpeotiv
*Boulr ) $ .
* AwaroaGvn : - ATOPAS Km’a:ke; aovég
ardware
Idvior eBvikoi Népor AN\eg - Software
Avefdptn , - Networks
NpwroPoulieg Anposiuy VE 2 t:: Epnopot Ei‘”‘)‘“’"“f
atevbi o ewv v pu lwvidtnTag -
Kavow cdwrég ~ Emyepnoeg - Molireg
Kowwvixmglvwong = -Now
- Kéxowou g Xwpag
E§dhendn Yndraxod - Eruokérreg
Xdoparog

Eucdva 9 H 9¢on s E.E.T.T. oto Otkoovotnua twv Emtkovwviwy kot tmg Teyvodoyiag MAnpogopikrig kot ot
oy€oeig g pe v MoAwtela (Mnyn: https://www.eett.gr/opencms/opencms/EETT/EETT/AboutEETT)/)



5.7 APXH AIAZ®AAIZHZ ANOPPHTOY EMIKOINQNION (A.A.A.E.)

H Apx1) AlaoddAiong tou Antoppritou Twv Emikowvwviwy (A.A.A.E.) £xel okomd Tnv
TIPOOTAC{O TOU ATIOPPTTOU TWV ETMOTOAWY, TNG EAEVBEPNG AVTATIOKPLONG 1] ETILKOLVWVIOG
pe omolovdrmoTe dANo TPdTIo KABWG Kot TNV aodPdAela Twv SIkTUWV Kot TIAnpodoptwv. H
A.AA.E gival ouVTOyHOTIKE KATOXUPWHEYT aveEAPTNTN apxT] TTOU ATIOAQUEL SLOLKNTIKNAG
avtoTéAelog. Edpa g elvarn ABrjva, pmopei dSpwg pe anddaor] Tng va eykaBLoTd Kat va
Aertoupyel ypadeio kat oe dAAeg mOAelg g EAAGSog. O amoddoelg g A.AALE.
KOLVOTIOLOUVTAL HE HEPLUVE TNG OTOV YTIoupyd AlKatoouvng, eV oTo TEAoG kdBe €toug
urtoBdAAetatl ‘EkBeon twv mempaypévwy g otov Mpdedpo tng BouArig, otov Ymoupyd
AlKOLOGUVNG KAl 0TOUG 0pXTYOUG TWV KOUHATWY TIOU EKTIPOCWTIOVVTAL 0T BouArj kat oto
Eupwraikd KotvoBouvAto.

OLkUpLeg appodidtnTeg TG A.AA.E. ivat:

— H dlevépyela TOKTIKWY Kol €KTOKTWVY EAEYXWV O EYKATOOTAOEL SnUOCLWV
UTINPECLWV 1] KAl LOLWTIKWY ETILXELPTIOEWY TIOU 0loXOAOUVTOL PE TOYUSPOLKEG,
TNAETILKOLWVWVLIAKEG 1) GAAEG UTINPEGIES.

— O éAeyyog amo TAEUPAG VOO TAG O€ O, TL apopd Toug dpoug Kat TLg Stadlkaoieg
IOV akoAouBouvTal katd TNV edappoyr] Twv dlatdEewy yia dpon Tou amoppriToy,
oUpPwva e Ta TIPoPAETOPEVA OTNV KE(PEVN vopoBeaia.

— H devépyela akpodoewv TTOPOXWY UTINPECLWY NAEKTPOVIKWV ETILKOLVWVLWY Kal
TaXUOPOULIKWV UTINPECLWV yLa TiLBaveg Ttapadoelg Tng Kelpevng vopoBeoiag ylo
S10odAALOT) TOU ATTOPPTITOU TWV ETILKOLVWVLWV.

— H emPorj twv TpoPAETOUEVWY SLOIKNTIKWY KUPWOEWY, OE TEPITTWON TOU
Slamiotwvetal mapofioon G Kelpevng vopoBeciog mepl amoppritov Twv
ETILKOLVWVLWV.

— H €kdoon KavovioTlkwv Kal GAwv avaykaiwv Tpd&ewv avadoplkd pe To
ebappooTEn PETPA YLa TN SLooDAALOT) TOU ATIOPPTITOU TWV ETILKOLVWVLWV.

— H éxkdoon yvwpodotriocewyv, oUOTACEWV Kol uUTodelewv emi Bepdtwv g
appodétntag tng ApxTis.

— H e&étaon katayyeAiwv yia mopaBiocon tou amoppritou TNAEGWVIKWY Kal
SLASIKTUAKWY ETIKOLVWVLWV T ETILKOIVWVLWV HECW TAXUSPOULIKWY UTINPECLUIV.

5.8 KENTPO MEAETQN AZ®AAEIAZ (K.E.M.E.A.)

To KE.ME.A. gival €moTnpHOVIKAG, £peuvNTIKOG Katl CUPBOUAEUTIKAG dopéag TIo
oKoTIoG Tou eivat 1 Ste§aywyr] BewpnTikrig Kot ePapHOCHEVNG EPEVVAG KaL 1) EKTIOVNON
HeAeTWY, Lblwg o€ oTpaTNYIKO eTiTESO, Yy B€paTa Tou adopolv tnv MoAitikr) AcdAAeLag,
KOBWG Kal N TIAPOXT| UTINPECLWY, YVWHOSOTIKOU Kol CUMBOUAEVUTIKOU XOpaKTipa, OE
Bépata aoddAelag yevikdTepQ.

Eival vopiko mpdowTto 10lwTikoU dikaiou pe €5pa TNV ABrjvakal eTOTITEVETAL aTtd
Tov Yrtoupyd Mpootaciog tou MoAitn (pwnv Anpoéaotog Tagng kat Mpootacioag tou MoAitn).
Mo TNV eKTIA)pwo Twv oTdXwV Tov To KE.ME.A.:
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a. SLleAYEL EPEVVNTIKA TIPOYPAUHUOTA KOl LEAETEG YLt BEpaTa EOCWTEPLKTG AODANELAG TIOU
adopovv oto Yroupyeio Mpootaciag tou MoAitn (pwnv Anpdoiag Tagng kat Mpootaoiag
tou MoA(tn) kat TIg UTMpPETieg Tou umtdyovial o€ autd, KabBwg kat dAAoug dopeig Tou
ECWTEPLKOY),

B. eKTIOVE( KOl EKTEAEL EPEVVITIKA TIPOYPAUHUATA WG EKTIPOCWTIOG TWV ETIOTITEVOUEVWV OTIO
T0 Yntoupyeio MNpootaaciag tov MoAit (mpwnv Anpdotag TdEng kat Mpootaciog tou MoAitn)
dopéwv, yl Aoyoplacpd 1 oe ouvepyaocio pe avtiotolyoug dopeig g Eupwmaikrig
Evwong, dAMwv kpatwv 1} SleBvwv opyaviopwy cUpdwVa PE TOUG AVTIOTOLYOUG KAVOVES
Kal Sladikaoieg

Y. avamtuooel ouvepyaoio o BvikS kat SleBvEg emimedo pe opyaviopoUg Kol UTINPECIES,
EPEVVNTIKA KOl EKTIOLOEUTIKA KEVTPA Kal LOPUHATA, KOLWWVIKOUG, ETILOTNHUOVIKOUG Kol
Topaywytkoug popeig, dnudotloug kat LOLwTikovg, kabwg kat pe M.K.O.,

6. mpoPaivel 0T HEAETN TOU EYKANUATIKOU GALVOUEVOU KOL TWV TIOLOTIKWV KAl TIOCOTIKWV
METOBOAWY TNG EYKANUATIKOTNTAG OTnV €AANVIKY) Emikpdtela kot G yewypodLkrig
KoTavopng G, kabwg kat oto oxeSlaopd peBOdwV Kol TPOKTIKWY OTNnV AoKnon
QAVTEYKANUOTIKTG TIOALTIKTG,

€. TIPOTEIVEL TNV EVAPHUOVLOT) TWV HETPWYV TIPOANYNG KL KATAGTOAT]G TOU EYKATJLATOG ME TLG
OUVTOYHOTIKEG OXPXEG, TO ATOMIKA KOL TIOALTIKE SIKAULWMATA, TN VOULUOTNTA KOl TO 0EBaopd
™G a&log Tou avBpwov,

OT. TTOPAKOAOUBEL KO PEAETA TLG TEXVOAOYIKEG EEEAIEELG TWV CUOTNHATWY 0oDANELAG KOl
a&loloyel Ta VEQ ETIITEVYHOTA OTO XWPO AUTOV,

. dlaTUTIWVEL TIPOTATELG YLa TNV a&loToinom NG TEXVOYVWOLag TIOU KATEXEL
n. oot piCel dladikaoieg Slaouvoplakrg cuvepyooiag,

0. opyavwvel kat Slegdyel CUVESPLY, STNUOCLEVEL EPEVVITIKA KAl YEVIKOTEPA ETILOTNUOVIKA
mopiopota Kot cuvoadry €pya, TPOAYUOTOTIOLE EKTIALOEVUTIKA OEULVAPLO KOl TIXPEXEL
TILOTOTIOWNMEVEG EKTIALOEVOELG O BEpaTa AoPEAELOG KAl EKTIOVEL TILOTOTIONMEVEG PEAETES
o€ Tétoln B€pata

L. avOmTTUOOEL oTIoLa S| TIOTE AAAN cuvadT] HE TOUG OKOTIOUG TOU SpaoTnpLOTNTA KOl

. amoteAel dopéa mioTomoinoNg Sladikaolwy, HEAETWY, oxediwv yla TNV aoddAela,
bopéwv, opyaviopwy Kal ETIXELPTIOEWY TOV I1dlwTIKoU Kot Anpociou Topéa

5.9 AOINOI EMNAEKOMENOI ®OPEIZ

Mépav TwV avwTépw EUTIAEKOMEVWY POpEwV, OTOUG BACIKOUG EUTIAEKOUEVOUG
dopeig ouykatahéyovta:



w
o

- To Ymoupyeia, wg €MITEMKEG TIOATIKOOIOIKNTIKEG SOMEG, MEOW TWV OTOlWV
SloapopdpwveTal kKat VAoTiole(tal To KuBepvNTIKG €pyo. EdikdTepa, TiEpa amd Ta
Ymoupyeio Tou €xouv oplldvtio yapaktripa (m.x. Ymoupyelo Eowtepikwy,
Ymtoupyeio OLKOVOULKWV), ONUAVTIKO pOAO £XOUV Kol TA TOPEAKA YTIOUpYEiQ, oTa
omo{ot  AVATITUCOOVTOL OUYKEKPLUMEVOL TOMElG TOAITIKY)G (.. Ymoupyeio
MeptBdArovtog kat Evépyelag, Yroupyeio Yodopwv kat Metadopwy, Youpyeio
MNowdeiog kot OpnokeupdTwy), He €§€xouoa onpacia yia T CUVOALKY] AeLToupyia
NG KOLVWVLKOOLKOVOULKTG .

- OLO.E.B.Y./MY.Y., cVudwva pe TO TTAAOLO TOU V. 4577/2018 KOL TNG V.0 UTT aplOpL.
1027/2019 (B’ 3739).

ZTPATHTIKOI ZTOXOI

1. ‘Eva A&ttoupyiko
oUoTNpA
SakuBEépvnong

EIAIKOI ZTOXOI

1.A. BeAtioTomoinon tou mhatciou
opyavwong Kat AeLToupyiog Sopwy Kalt
SLadikaoLv

BAZIKOI EMNAEKOMENOI
QOPEIZ
E.A.K.,dopeig kevtpikrig dnudotag
Slolknong, EBvikd CERT, CSIRT
TEEOA/AIKYB

1.B. ArtoteAeopatikdg oxedLaopos
QATOTIPNONG EMKIVSLVATNTAG KOl
Slayelplong €KTakTng avayKng.

E.A.K., dopeig Kevtikrig Anudolag
Awoiknong, ®.E.B.Y./M.W.Y., CSIRT
FEE©A/AIKYB, EOviko CERT,
KEMEA

1.[". EvBuvdpworn cuvepyaotwy o€
€0Bvikd, evpwaikd kot SteBvég eminedo

E.AK., YMEZ, Eviké CERT

2. Owpakion Kpiolpwv
uTtoSopwv, aopaAeLn
KoL VEEG TEYVONOYIiES

2.A. Katavonor Twv TEYVOAOYIKWV
e&eAi&ewv kat Tou TPTIOL IOV
emnpeadouv v Ynoioxr
SakuBépvnon.

E.A.K., Epguvntikoi—
Emotpovikoi popeig, A.AAE,,
E.ET.T, I.[.E.T., YMEZ, EOvikS
CERT

2.B.AvafdBpion g mpootaociag
KPIOLUWV UTTIOSOUWV

E.AK., ®.EB.Y./MW.Y,, CSIRT
FEE©A/AIKYB, EBvik6 CERT

2..OwpAKLON CUGTNUAETWY Kal
€POPUOYWIV HECW EVIOYUHEVWV
amoutrjoewyv aobareiog

E.A.K., dopeig Kevtikrig Anudotag
Awoiknong, ®.E.B.Y./M.W.Y,, CSIRT
FEE©A/AIKYB, EOviko CERT,
KEMEA

3. BeAtiotomoinon
Swayeiplong
TEPLOTATIKWY,
KOTATIOAEUN OTG TOV
KuBepvoeyKAjOTOG
KOl T(pOCTAGia TNG
LSLWTIKOTNTOG

3.A. BeAtlotomoinon pebddwv, TEYVIKWY
KaL EpYaAEiwV avaAuoNg, amdKpLONG KoL
KolvoToinong cupBaviwy

E.A.K., TEEGA/AIKYB, EBvikd
CERT, EA.AZ/A.H.E.

3.B. Evéuvdapuwon HNXAVLIOPWOV
amotpomr§ Kol PeAtioTomoinon Tng
ETIYELPNOLAKTG CUVEPYATIOG

E.A.K., TEEGA/AIKYB, EBvikd
CERT, EA.AZ/A.H.E.

3.I". KuBepvoaodpdhela kou tpootacio
™G LWTIKO TG

E.A.K., ATIAMX, AAAE

4. 'Eva oUyxpovo
emevSUTIKO TiEPLBAAAOV
Me épudaon otnv
Tpoaywyn| tns ‘Epeuvag
Kot Avamtuéng

4.A. TMpoaywyr] G ‘Epeuvag kat
Avarmtuéng

E.A.K., Fevikr Mpappateio Epeuvag
kat Texyvohoylog, Ymoupyeio
Avarmtuéng kat Emevdioewy,
Ymoupyeio OLKOVOULKWY,
KETYAK/EYT

4.B. Mopoyr] €EMeVOUTIKWV KIVHTPWV

E.A.K., Youpyeio Avamtugng kat
EmevéUoewy, Ymoupyeio
OLKOVOULKWV

4.T. Aflomoinon Zupmpd&ewv Anudotou
Kat 181w TikoU Topéa (ZAIT)

E.A.K., Youpyeio Avamtugng kat
EmevéUoewy, Ymoupyeio
OLKOVOULKWV

5. Avamrtuén
LKOVOTHTWV (capacity
building), mpoaywyn
™G EVNUEPWONG KL
gvaodnromoinong

5.A. BeAtiwon tkavoTrTwy péow
0pY&VWOoNG KATAAANAWY QoK CEWY

E.A.K., TEEGA/AIKYB, EBvikd
CERT, EA.AZ/A.H.E.

5.B. A&lomoinon oUyxpovwyv peBoSwv
Kot gpyoAeiwyv  KATAPTIONG  Kat
ekmaidevong

E.A.K., Youpyeio Maudelog kat
©pnokeupdtwy, Emotnuovikol kat
Epeguvntikoi dpopeig
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5.7 Awpknig evnuépwon Popéwv Kat
TOAMTWV  avadopikd  pe  Bépata
KuBepvoaopaietag

‘O)ot ol epmhekdpevol $opeig,
TIOA(TES, ETUYELPTIOELG

Eikéva 10 Baoikol eumAekouevol opels ava Ztpatnyiko kat Eidiké 2tdyo s Edvikris Ztpatnyikris yia v

KuBepvoaopddeia 2020-2025
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6 KPIZIMOITNMAPAIONTEZ ENMITYXIAZ (CRITICAL
SUCCESS FACTORS)

6.1 ANAAYZHS.W.O.T.

H vlomoinon g EBvikrig Ztpatnyikris KuBepvoaoddAelag eivar dppnkta
ouvdedepévn adevog pe TN Aettoupyiar Tng Mevikrig AtevBuvong KuBepvoaoddielag,
adeTépou pe TNV vlomoinor] g amd toug euTAekOpEVOUG Popelg. Mpokelpévou va
avaAuBouv eMapKwg oL EcwTePLKOL kKol e§wTepikol Tapdyovteg ou Ba cupfdiouy otnv
emLtuyr] VAoTIolnom G ZTPATNYLKTG KAl SLAcPAALONG TWV TTAPEXOUEVWIV UTINPECLWV OTOUG
TIOA{TEG, 0 TapakdTw Tivakag cuvoiel ta Suvatd onueia (Strengths), adUvata onueio
(Weaknesses), eukaipieg (Opportunities) kat amelAég (Threats), ev €id6n avdAuong SWOT.

Avvoard onpueio Evkoupieg

— Aéopevon Tou Yroupyeiou Wndlakrig
AakuBEpynong, aAAd kat g KuBépvnong
OUVOAIKQ, yla TN x&pa&n kot uAoTioinon tng
EBvikrig Ztpatnyikrig KuBepvoaoddhetog.

— YMomoinon otpatnylkrig Yndlakrig
SlakuBEpvnong ot xwpa, n ool EL0AYEL TNV
évvola G KuBepvoaodaielag amd Tov
oxedlaopo Kat €€ opLopov (security by design

— Texvoyvwoia oTeEAeEXWV ApXTiG KL EVENKTEG d by default)
and by default).

Stadikooieg.

— "YrtapEn dopéwv (Snudotol, TG — Zupnlpdiaq pe Snudotoug Kat l:éleLKOﬂgl
FTE©A/AIKYB, EY, chA& Kot t8LwTikoi) ot $opeis (rx. péow ZAIT) ot omoiol umopoty vt
omo{ot e€e18ikevovtal oe Bépata OLVSPGpOLV TNV APYT] OTO £pYO TG,

KuBepvoaodaAeLag.

AdVvara onpeia Ameilég

— Kivntpa  mpooéAkuong kol SloTripnong

TPOOWTIKOU pE KATAAANAQ — LPNAG TEXVIKE  — MEBoSog Aettoupyiag (modus operandi)
TpocovTa. ETTIOEPEVWY — TIAPAYOVTWY ATIELAWY, TTOU SEV
ouvdadouy pe kapia emyelpnoLakn 1
— Anpootlovoputkol eploplopol Ka oUVOEeTEG AELTOUPYIKT| TIPAKTLKTY] (TLY. WPAPLO, ApLBpSS
Sladikooieg mpaypotomoinong mpopnBetwy Kat OTEAEX WV, oBOAOYIKA KivITPQ, KATL).

TIOLPOXTIG UTINPECLWV
poxngummp — Tox0g pUBUGG TEXVOAOYIKWV EEENEEWY —

— KaTOKEPUATIOUOG KAl TIOAUTTAOKO TN T SOUWV eyyeveis SuokoAieg oty apakoovBnon Kat
Kat SLSIKACLWV — TIPOKAT|OELG OTO GUVTOVIOUO Katavonon
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Katd ouvénela, n emituyio TG ZTPaTNYLIKG €5APTATAL ATIO CUYKEKPLUEVEG TIPOUTIOBETELG
(critical success factors), ot omoieg ipémet v AndBoUv urtdyn amd GAoug Tig EPUTTAEKOEVOUG
dopeig, oupmepAapBavopévwy Kat TwV KATA TTEPITTWOoN appédiwy Popéwv.

6.2 [MPOYMNOGEZEIZ NOY A®DOPOYN THN APXH

— Emtdpkela mépwv - oTEAEXWON.

H emopkrig oteAéywon tig Apxris, oUpbwva PE TIG LoYUOUOEG OPYOVIKEG SLATAEELG glval
amapaitnTn yla TNV €nopkr] avéAnyn appodloTiTwy Kot TNV ETTEVEN TWV OTOXWV NG
ZTpatnykng. Adyw tng GUomMG Tou €pyou TIoU KOAEITAL val ETULTEAECEL 1) ApXT], TX OTEAEYN
NG TapEXOUV €EEISIKEVEVEG UTINPEDIEG, evw TtapdAAnAa Ba mpemel va Bpiokovtal o€
ETOLMOTNTA YLl TTPOXT] Epyaoiag Kol TEpav Tou ouvriBoug wpapiov amacydAnong mou
LoYVEL YL TO TIPOCWTILKO TOU dnpoaciovu.

— Mepattépw evouvdpwon pubptotikol Aatciov

2710 TAQ{OLO TNG ATOTEAECHPATLKYG VAOTIONONG TwV appodlotrtwy tng Apxnis, Kpiotun
avadeLKVUETAL N ONUACIO TNG TTEPALTEPW EVOUVANWONG TOU pUBULOTIKOU TTAALGIOV, 18{wg
ME€ow NG B€oTiong cadwv Kal CUVEKTIKWY puBpioewyv, Aappdvovtog uttdyn Toug KavOveg
KoL TLG apy€g tng KaArjg NopoBétnong.

— EveAi&io oupmpd&ewv péow ZAIT.

J€ TIEPIMITWOELG TIOU 1) ApxT| KpIVeL OTL 1 oupTpagn pe WlwTtikoug dopeis (Méow ZAIT) Ba
TPooSWOEL oNUAVTIKE 0dEAN oTo €pyo NG, Ba mpémel n Apxr) va eival oe Béon va
OUMTIPAEEL pPE OPE(G TOU IOLWTIKOU TOPEN PE Gpoug avihoyng eveAiiag.

— Emapkng xpnpatoddtnon yia tov oxedlaopd, avamtuén kal uvAomoinon twv
OpAoEwv.

H emopkrig xpnpatoddtnon kot avdBeon kovduAiwy mpog v Apxi ival amapaitnn yla
VO UTIOO TN PI&EL TOV OAOKAT pWHEVO OXESLAOHO, avATITUEN, UAOTIOINON Kal TIapakoAovBnon
TwV SpAoewV Tou ZTpatnytkol Zyediov.

— KatdAAnAog e§omAlopog

Mot TNV EKTMANPWON TNG ATTOOTOANG Kol TwV appodtoTritwy TG Apxrig, KpiveTal emiong
amnapaitTn N evduvdpwor] g He oUyxpovo €EOTIALOUS, UAKOTEXVIKEG UTIOOOUEG Kol
EYKATAOTAOEL.

6.3 TMPOYNOGEZEIZ NOY A®OPOYN TOYZ DOPEIZ

— Kivntpa enmévduong. Evag amd Toug Baolkoug 0TOX0UG TNG ZTPATN YLK ATTOTEAEL N
gvioxuon eMeVOUTIKWY TIPOYPAUHATWY TNV KUBEPVOATPHEAELX ATIO TOV ISLWTIKOG TOHEA KAl
Aotroug Qopeig. Oa mpénel va mapaoyeBolv ta KATAANAa kivnTpa (TI.X. OLKOVOULKE —
doporoyikég eEhadpuUvaoelg) wote oL hopeig dnpociou Kol IBLWTIKOV TOPEN VO ETTEVOUCOUV
otnv kuBepvoaoddAela.
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— Kivntpa ouvepyaoiag. Zuyxpovwg, Ba ipémnel va 60800V KatdAANnAa kivntpa wote
va. OleukoAuvBel n ouvepyooia peTa& Popéwv Snuociov/ WOWTIKOU TOpEN Kal
EKTIUSEVTIKWY LOPUPATWY, WoTe va TipoayBolv oL otdyol cuvepyaoiag PE LOLWTIKOUG
dopeig oL omtoiol pmopei va tapdoyouv kpiotpeg AN podopieg kot uTnpecieg otnv Apxry, va
vttootnpi§ouv TNV €peuva Kal avaTTUEN OTOV TOPEX TNG KUBEpVoaoddAeLag, KaBWG Kat va
EVIOYVOOUV TN SLEVEPYELA EKTIALOEUTIKWY TIPOYPAPUATWVY.



7 2ZTPATHIIKOZ 2TOXOZ 1. ENA AEITOYPI'IKO
2Y2THMA AIAKYBEPNHZHz
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7.1 EIAIKOZ ZTOXOZ 1.A.: BEATIZTOMNOIHZH TOY MAAIZIOY OPFTANQZHZ KAI
AEITOYPIIAZ AOMQN KAI AIAAIKAZION

Oepedwdn mpotepadtnTa yiao v edoppoyry NG EBvikrG Ztpatnyikrig
KuBepvoaoddAelag ouviotd n  oavAamtuén  €vog  OAOKANPWHEVOU  CUOTHHOTOS
SlakuBEpvnong Tou «EAANVLKOU KUBEPVOYWPOU», UTIO TO GUVTOVLOTIKO pOAo TG Apyrig, OTO
mAaiolo Tou omoiou:

—  Avtipetwmifovtal oMoTIKE Aol ot TopEe( TapépBaong yia v kuBepvoaoddieta’

— KoBopiCovtal cadeic pdhol kat oppodOTNTEG yiot OAOUG TOUG EUTIAEKOUEVOUG
Popeig

— TMpoPAénovtal cadelg, ek Twv Tpotépwy kaboplopéveg dtadikaoieg, PAoEL TwV
oToiwv To cUOTNHA SLUKUBEPVYNONG OPYAVWVETAL, AELTOUPYEL Kot e§NOOETAL.

Y1t 10 TIplOpa TWV AVWTEPW apywV, SLoapopdUVETAL €val CUCTNHA TO OTIolo €XEL TNV
EBvikr} Apxri KuBepvoaoddielag wg emiteAikd muAwva (lead agency) kot Katdmiv €va
diktuo dpopéwv kat vrevBVVWV acpadeiag oe emimedo: a. TPOANTITIKWY EVEPYELWV Kal .
amoKpLoNG Kot SLoPEALoNG ETILYELPT|OLOKT|G CUVEXELNG:

Kpioipol topeig tou v. 4577/2018 (O.E.B.Y. - N.W.Y.)

— Evépyela (Yroupyeio MepiBdAiovtog kat Evépyelag, ®.E.B.Y. —T.W.Y.)

— Metadopég (Ymoupyeio Yodopwv kat Metadpopwv, ©.E.B.Y. - M.W.Y.)

— Tpameleg (Ynoupyeio Avamtuéng kat Emevdvoewv — TTE, ©.E.B.Y. - M.Y.Y.)

—  YTodopEG xpnHaTIOTNPLUKWY ayopwyv (YTioupyeio Avamtuéng kat Emevdvoewy,
O.EB.Y.-TL.W.Y))

— Topéag tng uyeiog (Youpyeio Yyeiag, ®.E.B.Y. - T.W.Y.)

— MpopniBeta kot Stavopr] éotpov vepou (Ymoupyeio Yrodopwv kat Metadopwy,
O.EB.Y.-TL.W.Y))

—  Wndokry unodopr} (IXP, DNS, TLD) (Ymoupyeio Wnodlakrg AakuBépvnong —
E.ET.T., ®.EB.Y.-N.Y.Y))

Kpioipol topeig (ektoG v.4577/2018)

—  TnAemukolvwvieg (Yroupyeio Wnorakrig AtakuBépvnong, E.E.T.T., A.A.A.E.)
— AwkatooUvn (Yroupyeio Atkatoovvng, AlkaoTtikr] Aettoupyia)
— Noudela (Youpyeio Mawdeiag kat ©pnoKeVUATWY)

Anpooio - Anpoéoia Atoiknon

—  Kevtpikri Anudota Atoiknon (v. 4622/2019, A" 133):
(o) H Mpogdpia tng Anpokpartiag,

® Snuewdvetal 6Tl amd To avwTépw TAaiclo eEaupovvial Ta SlaBabpiopéva katd E.K.A. JuoThuota
Emtikovwviwy kat MAnpodopikrig (2.E.M.)



(B) n Mpoedpio tng KuBépvnong,
(Y) T YTioupyeia Kal oL ATTOKEVTPWHEVEG 1] TIEPLPEPELAKEG UTINPETIEG TOVG,
(6) oL ATTIOKEVTPWHEVEG ALOIKNOELG Katl
(€) oL Ave&aptnTeg Ap)ES.
— O.T.A. o' ko B’ BaBuov
— Aowoi dopeig Mevikrig KuBépvnong (N.M.A.A., N.M.L.A., etaipieg Tov dnuogciov,
ONUOOLEG ETILYELPNOELG K.ATL.)

181wTIKGG TOpéag

— E&ummnpétnon moAttwv
— Emyelprjoelg
—  Kowwvia twv MoAttwv

OPEMOE XPEIMON YROAOMON

EONIKH ITPATHIKH KYBEPNOAIMAAEIAL

MIPOAHYH KAl ANOTPONH KINHTPA ENENAYEEON— ENHMEPOEH— NEEE TEXNOAONEE
NEPETATIKON EPEYNA KAl ANANTY=H EYAEOHTONOMIH

AHMOZIOZ TOMEAS SPLERMET YROAOMEE I1AINTIKOZ TOMEAZ
= @adnzet S dipmen = enagacag @ERY.—TLWY. = Neditag
= & : i . Kobogucq unnpeoled/ = Enyapdont

ocuooipiata

= Sovmras vure Nodetary

= Avecieiuzet molstued

Ewkdva 11 [MAaioto StakvBEpvnang e Evikns Ztpatnyikris KuBepvoaopdadeiag 2020-2025

Eldikotepa, ot €UPANUOTIKEG Opaotnpldtnteg tou ev Adyw €dlkoy oTdYOU
OUYKOTaAEyovTaL, HETOEY GAAWV:

7.1.1  Avamrtuén oAokAnpwpévou cuotrpatog Siayeiplong kufepvoacPpaAelag yio
¢$opeig Touv dnpoociov
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Me yvwpova n BeAtiotomoinon g SlakuBépvnong kal tnv emovgnon g
KuBepvoaohEAELaG CUCTNUATWY Kol SIKTUWV Tou dnpociov, Kpilolpn Spdon ouviotd N
avamTugn evog ohokAnpwpévou TAatciov Slayeiplong g KuBepvoaoddAetlag dnpoaciwv
bopEwV TIPOKELPEVOU Vi

V' Tpolappdvovtal Kat avTIHETWTI{OVTAL TTIEPLOTATIKA

v Aflomoleitat 1) Tiio ovyyxpovn Texvoloyia o€ SnUOOLEG UTIOSOMES KO UTINPETIES pE
acdpadr Tpdmo

v Awyéetol Gpeca Kal €YKOLpA 1) yvwon yla TPOToug BwpdKiong cuoTnudTwy
SLlkTUoL Kl TTANPodOopLWV

Y1ié to mpiopa autd amattovvTaL:

AELTOUPYLKT] aVaSLOPYAVWOT) - EVOUVAPWOT TWV UTINPECLWV TIANPOPOPLKTG KoL
NAeKTpOVIKI|G SlakuBEpvnong

Oplopdg YrieuBivwy Aoddhetag MANPodopLlokwy ZUCTNHATWY Kot AIKTUWV
Kevipikry €kdoomn odnywwyv, kateuBUvoewv, €LO0TIONOEWY Kol OTIOLTHOEWY
aopdAelag amd tnv EBvikr Apxr) KuBepvoaoddelag

AvaBdBuion tou oxedloopol aohAAelg TIANPODOPLOKWY CUOTNHUATWY KoL
SIkTUWV dnpociwv popéwv otn Bdon pebodoloyiag avédiuong kivélivou
AvaBdBuion tou CERT pe yvwpova tn PeAtiotomoinon g amdkplong Kot
QVTIUETWTILONG TIEPLOTATIKWV.

MoATIKY Kat
ATAUTIOELG
aopdretag

CUOTNUATWY

TANPOPOPLWV KOt
SIKTOWV

MoAtikr Kau MOALTIKEG TMoALTikr Ko
ATOUTHOELG QTIAUTHOELG

Aoy kau Kat amodeKTNg

anop;:vﬁzgs - QAT oELS Xxeriong
npdoBaong acpdAeLag (acceptable use)

Motk Kot
ATIAUTIOELG
duoikiig
aopdhetag

Etkdva 12 MoMTIKES KO ATTOUTIOELS QOPAAELQS Yior SNUOTLOUS POPELS



7.1.2 Avamtuén TmAawciov TpoaywyrHg TNG OPLOTEING OTOV  TOMEX  TNG
kuBepvoaoparelag (cybersecurity excellence management framework)

EmumAéov epPAnpotikyy Spdon amotelel 1 Sapdpdwon kat epappoyr] evog
OAOKANPwWHEVOLU TAQLo{OU  ylot TNV  Tpoaywyr] TNnG OpPLOTE(RG OTOV TOMEX TNG
KUBEPVOATHAAELAG. ZUYKEKPLUEVA, LE TO TIAPOV TTAALOLO TIPOKELTAL VO CUANEXBOUV SLeBveig
KOl EUPWTIATKEG KAAEG TIPAKTIKEG O€ évav TIPakTiko 0dnyd (handbook) pe cuotdoelg kat
odnyleg, pokeLpévou ol Ppopeig va pmopoUv VKO Kat ypriyopa va AdBouv dueca HETPX
€VOUVAHWONG Tou emimédou KuBepvoaoddeldg toug. O 0dnydsg autdg Ba MAaLoLWVETAL
TEEPALTEPW ATIO Eva EpyaAeio auTo-agloAdynong (self assessment tool), kaBwg kat amd éva
oUOTNHA aVayVWPLONG Kal TIapoxrg KIviTpwy, Héow Tou omoiou Ba avadelkviovTtal ot
bopeig Tov £xouv ONUELWOTEL TIG UYNASTEPEG ETILOOOEL,.

7.2 EIAIKOZ 2ZTOXOZ 1.B.: AMOTEAEZIMATIKOZ ZXEAIAZMOZ ANOTIMHZHZ
EMIKINAYNOTHTAZ KAI AIAXEIPIZHZ EKTAKTHZ ANATKHZ.

H oamoteAeopatikr mpootocio €vavtl AmEAWY TIOU UTIOPEL Vo ETNPEACOVV TNV
Tapoxr} UTMPECIWV oToug ToA(TeG TPoUToBETEL KAT' apydg TNV avayvwpelon Kot
Kotaypadr] Twv amENWV autwv. H avayvwplon twv amellwyv KuBepvoachdetog
BaoiCetal og dounpévn pebodoloyia TTOU avaTTUCOETAL YLOL AUTO TO OKOTIO, 0TO TAICLO
G omoiag Tpodyetal ) cuvepyaoio pe popeig dmwg 1 EBvikr Yrinpeoia MAnpodopiwy, to
FEEGA, kat o Eupwraikdg Opyaviopdg Aopdietag MAnpodopiwyv kat Aiktowyv (ENISA).
OepeAwdelg mopepPdoelg oto mAaiolo tou €v Adyw oTdYOU OUVIOTOUV 1 avATITUEN
peBodoroyiag avéluong dedopévwy Kal pntpwou kataypadrig ameldwy, 1 dtoapdpdwon
€BVIkOU oxedlaopoy amoTipnong emikivouvodTTag Kat 0 €BVIKOG oXESIAOUOG EKTAKTNG
AVAYKNG.

Eldikotepa, oTIg €UPANUOTIKEG OpaoTNPLOTNTEG TOU €V AOYw €ELOLKOU OTOXOU
OUYKOTaAEyovTal, HETOEY GAAwV:

7.2.12  A&loAdynon Kkwdlvwv kot Kkotdption EOvikov Zyediov Amotipnong
Emikivéuvotnrtoag

H a&lohdynon twv kvdivwyv kuBepvoooddAelag kat 1 amoteAeopatiky) dtaxeipton
TOUG ATOTEAOUV €vav amd Toug Pacikolg TUAWVEG NG kKuPBepvoaoddAelag Kat Tng
Wnorokrg StakuBépvnong. Mo To oKoTd AT amatteital:

— o kaBoplopdg ouykekplpévou TmAalciov Pdoel tou omoiou ot Popeig B
avayvwpifouv TiG KPIOLEG ETILYELPNOLAKEG SPAOTNPLOTNTEG Kot TTANpodopLakoUg
TIOPOUG TToV TIG uTtoo TN pilouy,

— o kaBoplopdg ouykekplpévou TmAalciov Pdoel tou omoiou ot Popeig Ba
avayvwpifouv Toug e§WTEPLKOVG Kol ECWTEPLKOUG TtapdyovTeg oL otroiol duvatal
va eTnpedoouy TNV aodpdAela Twv TTANpoPopLaKwWY TIOpwWY,
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— 1 Katdption TPodiA ameEAWY Kot a§loAGynoT TwV adUVAMLWY TIOU Ol ATIELAEG
eVOEXETAL VAL EKUETAAAEVUTOVY,
— 1 koatdption oxediou aVTIHETWTILONG KIVOUVWY KUBEpVOaoPAAELXS,.

Emtiong, kaipla Spdon ouviotd n ekmdvnon HEAETNG aTtOTIpNONG ETKLVOLVOTNTAG OE
€Bviko eminedo, akolouBwvtag pla emotnpoviky dtadikacio ou cuvortikd Paoiletal
OTNV OVOYVWPLOT], OVAAUOT] KAl ATTOT{HNON TWV ETIUMTWOEWY TWV KvOUVWV Kat odnyel
otov kaBoplopd evdg oxediov TpooTaoiag TwV KPIoLHWY UTTOSOHWY avVA TOPEQ T/Kal ava
dopéa. H perétn, n omoia Ba avaBewpeital To apydtepo kABe Tpletia, AapPavel utdYn g
OAgg TIG TIOAVEG amEINEG, WolaiTEp aUTEG TIou oxetiCovtal pe KakOBOUAEG evEpyeleg (T
KuBepvogykANue, KuBepvoeTIBETELS), aAAAG KaL TOUG KlvdUvoug Ttou oxeTiCovtal pe Guotkd
dawvopeva, TeEXVIKEG aoToyieg 1) Suoheltoupyieg kat avBpwtiva AdOn. Ettiong, Ba AndBouv
UTIOYN oL ATENEG TIOU TIPOKUTITOUV amtd TNV aAANAEEAPTNON TWV OCUCTNHATWY
ETIKOLVWVLWV KoL TIANpoPopLwV TwV GOPEWV TIOU CUPMETEXOVV 0TV EBVIKY ZTtpatnyikn
Kol laitepa TwV Kplolpwyv urtodopwy, evw Tepattépw Ba agloloyeital n €ktaon Kat N
KPLOIUOTNTA TWV ETIUMITWOEWV o€ €BVIKO emimedo.

7.2.2  Ekmévnon EOvikol Zyediov ‘Ektaktng Avaykng

OLavwTtépw dpdoelg Ba amoteAéoouv apwyod yla tnv uTtootrjptén tou EBvikov Zyediou
‘Ektoktng Avdykng, evw Ba dteukoAuvBei n katnyoplomoinom Twv Popéwv avaAdyws Twv
UTINPECLWV TIOU TIPOohEPOUV Kol 1 Cuppdpdwon pe tnv Keipevn vopoBeoio kal
KovoviopoUg (6mwg evdelktikd NIS Directive kat N. 4577/2018).

To EBvikd Zx€di0 EKTaktng AvAykng amoTeAel Tov 0dnyd yla TV QVILHETWTILON
oupPA&vTwy Tou Kpivovtal wg coPapég SlatapAgels yia Tig Ttapexopeves amd toug Popeig
utnpeoieg kat umdyetal otn odaipa g Stayeiplong kplogwv (crisis management). Katd
OUVETIELQ, TO ZX€SL0 TIEPIAXMUPAVEL TA KPLTI)PLO TO OTIOLAL KATNYOPLOTIOLOVV €Va CUMPBAV WG
Kpion, Toug poAoug avadopikd pe T dtaxelplon Twv kploewv Kal TG AppOSLOTNTESG TOUG,
KOBWG Kal TG eVEPYELEG TTOU Bt TTPETEL val AABOUV YWPA YLO TNV ETILTUXT] OVTLHETWTILOT) TOU
OUMPPBAVTOG, EVEPYOTIOLWVTOG TOUTOXPOVA OAEG TG KOTAAMNAEG SikAeideg mou Ba
METPLACOLV TIG ETUTITWOELG Kal Ba amoTpéPouy Tn SlaKoTr| TnG TapoxTi§ UTINPESLWY. To
EOvikd Zx€610 EkTaKTNG AVAYKNG EVEPYOTIOLE(TAL Ylat aTOKPLON O€ cUpPAvTa Ta oToia
TipokaAoVv coPapr] dtatdpadn otnv mapoxr} unnpeoiwy and toug Popelg, 1} B€Touv ot
Kivduvo tnv €v yével Ttapoxr] uTNPECLWV TIPOG Toug TIOAITEG. TETolou eidoug ocupPavia
avapEpovTal we KpIoeLg, LE To Zx€SL0 va amoTeAel To eyxelpidlo Stayeipiong kpioewv (crisis
management).

To EBvikd Zy€dio Ektaktng Avdykng mepthapBavel Ta akdAouBa:
— Oplopoi (Srayeipion kpioewv, ETILYELPNOLAKY] CUVEXELQ).

MephapBdvovtal dAot ot opiopoi avadopikd pe tn Oloxeiplon Kploewv, wWote va
gUTAEKOpEVA PEPT VO EVBLYPAPULOTOUV avadOopLkd UE TN XPTOLUOTIOLOUHEVT opoAoyia
KOlL VOl avaTTTUOOETAL KOLVT YAWOOX ETILKOLVWVIQ.

— Kpupua.
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Kpttripta ta omoia opiCouv mdte €va cupPdv Bewpeital wg kpion ri/kat amottel tnv
gvepyotoinon tou EBvikov Zxediov Ektaktng Avaykng.

— Zevapla, poAoL Kot apoSLOTNTES.

Meplypadr] oevapiwv Tou umdyovtat otov oplopd kpiong, PAoel Twv TpoavadepBevTwy
Kpttnpiwv.

Kataypodr] poAwv kot kopfikwyv evdladepdpevwy pepwv (key stakeholders), kaBuwg kat
TWV oPUOSIOTITWY TOUG OE KOTAOTOOT ETOLMOTNTAG, €veEpyoToinong Tou Xxediou Kal

avakapyng.
Meplypadr] evepyelwv katd T Stdpkela pLog Kpiong.

— ZUuoXETIOMOL ME OXESLA ETLYELPNOLAKIG OUVEXELNG KOL OVAKAPYNG OTo
KOTOOTPOPES.

Kataypodr] CUOXETIOHWYV HE OXESLOL ETILYELPNOLOKTG OCUVEXELDG KOl avAKOpYMG amd
KOTAOTPOPEG, WOTE v SLEUKOAUVETAL N €miAuon plag Kpiong Kol vor eKTEAOUVTAL OL
QTIALTOVEVEG EVEPYELEG YL AVAKA PN Kat ETLOTPODT] OTNV KAVOVIKOTNTA.

Texvoloyieg Kat TOPOL YL TNV AvVayVWPLOT), TNV GVTIHETWTILOT) KOL TNV oVAKopyn.
— Ektipnon, avaAuon kat avayvwpLlor euTtafelwv/Kivévvwy.

Kataypodr] anotedeopdtwy a§loAdynong Kivduvwyv KuBepvoachdeLag Tou evOEXETAL VL
odnyrjoouv o€ kpion.

— Avayvwpion emnikeipevng kpiong (Identify Crisis signals).

MeBodoloyia €ykaipng avayvwplong €mke(pevng kpiong, He otdyo TNV  AUEOM
gvepyotoinon tou Xxediov.

— Emkowwvia yia tn dtayeipion kpiong (emikovwvio petagd Gopéwyv, Saxeipion
ox€oewyv, emikovwvia pe ta M.M.E., emikovwvia pe appddia urtoupyeia, K.AT.)

STolyela eTKOLVWVING, ETOLPA PNVOPATO, aTtddoor pOAWV.
— EmMoyéq aokriogwv.

AvdAuon aoKroEwy.

EvéeilkTikd oevapla.

>x€610 SLEVEPYELAG OKT|OEWV.

7.2.3 A&lomoinomn cUyxpovwyv Pnxaviopwy avtoAAayrig TTAnpodoplwv

H avtaAAayr] TAnpodoplwv HETAEY TwV ISLWTIKWY POPEWY TIOU CUHHETEXOUV OTNV
EBvikr} Ztpatnykry KuBepvoaoddAelag Kol TwV EMOTITIKWY TOUG PopEwv oTo SNUOCLo
kKoBwg kot G EBvikrg Apxris KuPepvoaoddAeiog €xel diaitepn onuoocia ya v
vlomoinon tng EBvikrig Ztpatnytkrig. Ot 1diwtikol $popeig kahovvtal vo avTaAAGCCOoLY
mAnpodopieg Tou adopolv oTA CUCTHHATA ETUKOVWVLIWV Kol TIANPOPOPLKG TIOU
AELTOUPYOUV, OTIG TIOALTIKEG AODANELAG TIOU €XOUV UNOTIOLHOEL, OTLG EUTIADELEG, OTIG ATIELAES
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KAl OTO TIEPLOTATIKG aoPdAElag TToU avTldeTwTti(ouv. Avtiototya, ot dnupdotol Popeig
KoAovvtal v avtaAAdooouv TAnpodopieg Tou €youv CUANEEEL ol ¢opelg, oL omoleg
evdéxetal va Béoouv oe kivéuvo to emBuuntd eminedo kuPepvoacddAeing. Me tov
OUOYETIONO TWV TIANPodOopLwV auTtwyv eivat duvatr n avaAuon g eEEAENG TWV ATTELAWV
mou oxetiCovtat pe tnv KuBepvoaopdela g xwpag. Eival amapaitnto va avamntuyBolv
ekelvol oL pnyaviopol ylo Tnv aglomiotn avtariayr] TAnpodoplwv pHéca o €va TAAICLO
apotpaiag eUmoTtoovvng Kot 6EBATHOU 0TO POAO KOl OTLG ApHOSLOTNTEG OAWY TWV PopEwv
TIOU CUMHETEXOUV 0TV EBVIKY ZTtpatnyikr) KuBepvoaoddAetag,.

7.3 ElaAIKOz 2TOXO0xz 1.I'.: ENAYNAMQZH ZYNEPFrAZIQN ZE EGONIKO,
EYPQMAIKO KAI AIEGNEZ EMINEAO

OuL oUyyxpoveg Ttexvoloyieq €youv oupBdrel oty avamtuén evdg €viova
Sloaouvdedepévou mieplBdAAovtog Tou Sev oploBeteital amd ouvopa. Me otdxo tnv
StapUAEN TWV KoVWV cUPPEPOVTWY, €xeL avamTuxBel o kKA&dSog TG KuBepvodIMAWpaTiog
mou TpowBel TV umeVBuvn cuumeplPopd oTov KuBepvoxwpo ot ETIMESO KPATWV.
MNopdAAnAa, ot dtaouvoplakeg e§aptrioelg emBaAlouvy T dleBvr] cuvepyoaoia pe oTdY0 TNV
emiteLEn evdg kovd uPnAov emimedou aoPdAELag. 2 aUTO TO TTAAIOLO, 1) xwpa Hag odeilel
VOl CUVTNPHOEL KAl VO EVIOYUOEL TNV TIOPOUGLA TNG KOL TN CUMHETOXT] TNG 0 OAo To Ppdopa
¢ SLeBvoug ouvepyaoiag otoxevoviag:

- omv dwodpdAion ouvepyaolwv yla TNV oamd KowoU ovAmtuén  pEowv
QVTLHETWTILONG ATIELAWV KOL TIPOKAT|CEWY,

- 0T Snuloupyiar Kal €vioYUON CUMPMOXLWVY YL TNV ATO KOWVOU OVTLUETWTILON
KuBepvoemiBéoewy,

- otV e§aoddiion ipdoPaong o€ TAnpodopieg kat TExVOyvwaoia

- oV and Kowou SLoapdpdwon VOPOBETIKWY TIPOTACEWY OE EVPWTIAIKO eTtinedo

- otV amd kotvoU ulomoinon amopdoewv Tou €xouv uloBetnBel oto mAaioclo
SLEBVWIV OPYAVIOHWV OTOUG OTIOIOUG CUHMETEXEL 1) EAAGSQ

Eldikdtepa, 0TIg SpaoTnpldTnTEG TOU EV ASYwW EL5LKOU 0TOYOU CUYKATAAEYOVTAL:

- Evioyuon mg EAAnvikiig mapouoiog kat cuppeToxrig o€ dleBveilq ouppaxieg yia
Bépata kuBepvoaaddielag

- YTooTr|pL&n TWV CUVEPYACLWY HE TPITEG XWPES Yla HETadopd Teyvoyvwaiag amd
KOl TIPOG QUTEG e 0TOXO TNV EVioyuom Tou Kolvd uPnAov emmédou aohaAeLag Kat
NV ATOSOTIKOTEPT AVTLUETWTILOT TWV SLULOUVOPLOKWY ATIEIAWV.

- Anpovpyia peBdSou kaBopLopoU TWV TIPOCSOKWHEVWY CUVEPYOLWV Yo BEpata
KuBepvoaoddAelag kat oVvayn ocupdpwvwyv ocuvepyooiag peE TPITEG YWPES.
Anpovpyio povtélou Oloxelplori TOUG WOTE HEOW TNG OUVEPYAOING va
ETILTUYXAVETAL TIPO0SOG OTNV TEPALTEPW aVATITUEN Tou €Bvikov emmédou
aoPAEAELaG, IKAVOTHTWY Kol evatcOntomoinong.

7.4 EMBAHMATIKEZ APAZTHPIOTHTEZ
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ZTOXOlI

1.A. BeAtiotomoinon tou
TAaLGiou opydvwong Kot
AetToupyiag Sopwv Kot
Sadikaowv

1.B. AtoteAeopaTikog
oxedlopdg amotipnong
ETLKIVSLVOTNTAG KaL
Siaxeiplong éktokng
avAyKng.

1.l". Evduvdapwon
OUVEPYOOLWV o€ BVIKOG,
EVPWTIAIKO Kot SLEBVEG
emninedo

APAZTHPIOTHTEZ

1.A.1. Avdmtuén
OAOKANPWHEVOU CUCTHHOTOG
Slayeiplong kuBepvoaoddetag
yla dopeig Tou dnpoaciov
1.A.2. Avamtuén mhatoiou
POy WY TNG OPLOTEIRG OTOV
Topén TNG KUBepvoaoPdAeLag
(cybersecurity excellence
management framework)
1.A.3. Ekiévnon Topeakwy
oxediwv dpdong (m.x. Energy,
Healthcare, Transport, Finance,
Telco, Maritime k.ATt.)

1.A.4. Evéuvdpuwon
MNYOVLIOHWV avTaAAayrig
mAnpodoplwv (information
sharing)

1.B.1. Avdmtuén pebodoloyiag
avédAuong  dedopévwy Kl
MNTPWOU KaTaypodrig ATEAWY
1.B.2. EOvikdg  oxedloopog
amoT{pNoNg EMKLVOLVOTNTOG

1.B.3. EBvikdg
EKTAKTNG AVAYKNG

oxedL0oUOG

1.l.1. Evioxuon tng EAAnvikrig
Topousiag Kal CUPHETOXTIG OF
Olebvelq ouppoayieg yo Béparta
KuBepvooopdAelag

1.l.2. Ymootripién TWV
OUVEPYOOLWY ME TPITEG XWPES
ya  petadopd tEYXVOYVWOiag
QaTo KAL TIPOG AUTEG UE OTOXO TNV
gvioxuon Ttou Kowd uyniov
ermunédov aoddAelng kat TNV
amOSOTIKOTEPT  AVTLHETWTILON
TWV SLLGUVOPLOKWYV ATIELAWV.
1.l".3. Anploupyia peBddou
koBoplopol Twv
TIPOCSOKWHUEVWY CUVEPYACLWV
yla Bépata kuBepvoacpdAetag
Kol ouvayn cupdwvVwWY
OUVEPYOOLaG PE TPITEG YWPES.

1.1 .4. Anpiovpyia povtédov
SloXelpLoT|G TOUG WOTE PEOW
G ouvepyaaiog va

ETITUYYAVETAL TTPG0SOG OTNV

OPOzZHMA

Q22021

Q3 2022 — cuveXN|g
Spaotnpéotta

Q4 2024

Q22022

Q4 2021

Q4 2021 - GUVEXT|G
a§loAdynon Kot
ETILKALPOTIOINON

Q4 2021 - GUVEXT|G
a§loAdynon Kot
ETILKALPOTIOINGN

Zuvexng SpaotnplétnTa

Zuvexng SpaotnpléotnTa

Q4 2021 - ZuvEXNG
Spaoctnpéotta

Q4 2021 - ZuvEXNG
Spaoctnpéotta
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TIEPALTEPW AVATITUEN TOV
€BvikoU emimédov aohaAeLag,
IKAVOTHTWY KoL
gvatoBntomoinong
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8 2TPATHIIKOZ 2TOXOz 2. ©QPAKIzZH
KPIZIMQN YITOAOMQN, AZQAAEIA KAINEEX
TEXNOAOTIIEZ

8.1 EIAIKOZ ZTOXOZ 2.A.: KATANOHZH TQN TEXNOAOTIKQN EZEAIZEQN KAl
TOY TPOMOY NMOY EMHPEAZOYN THN WHOIAKH AIAKYBEPNHZH.

O YndLakdg HETAOYNUATIONOG TNG Anpdotag Aloiknong Kat n Topoxr) NAEKTPOVIKWV
UTINPECLWV OTOUG TTIOAITEG E(VaL ApPNKTA CUVSESEUEVA E TNV TEXVOAOYIX, KABWG KAl PE TLG
e€eli&elg otov Topéa TIE (OTwg eVOELKTIKA 5G, 10T, Texyvntr) Nonpoouvn, KATL). OLev Adyw
teXVoAoyieg adevog emmpedlouv Tn Sopr) TG Yndrakrig dtakuPBEpvnong péow g mapoxns
KOTAANAWY gpyoAeiwv yla TNV AUEOT) EEUTINPETNON TWV AUTNUATWY TWV TIOALTWY KAl TN
pelwon g  ypadelokpatiog adetépou  emrtdooouv TNV uUloBETNoN  apxwv
KuBepvoaoddelag amd Tov oxedloopd Kal €§ oplopov(security by design and by default),
woTte va SlopoALoTE( 1) TTpooTacia UTIOSOHWY Kal SESOUEVWY KAl | CURHOPPWOT) HE TNV
Kelpevn vopoBeaia kal TOUG KavoviopoUs (Tiwg evelkTikd EU GDPR’ kot 4624/2019°, NIS
Directive® kat 4577/2018", ePrivacy™, KATL).

Eldikotepa, oTIG €UPANUOTIKEG OpaoTNPLOTNTEG TOU €V AOYw €ELOLKOU OTOXOU
OUYKOTaAEyovTaL, HETAEY GAAwV:

8.1.1 KuBepvoaoddleia twv SiktOwv 57 yevidg (5G)

270 TTAQ{OLO TOVU EVPWTINIKOY GUVTOVIOUOU Kol oUVEPYaOiag yla tn StapUAa&n tng
kuBepvoaoddelag twv Siktdwyv 5G, N Evpwraikr Emitporry e§€dwoe v v’ aplBp.
2019/534 ZUOTOON TPOG TA KPATN HEAN, T OXETIKA Opyova - OpYOVIOHOUG Kot GANOUG
¢dopeig g E.E., kaBwg kat tnv opdda ouvepyaoiog mou cuotdBnke Bdoet tng odnyiag (EE)
2016/1148 (NIS Cooperation Group). ZUpdwva pe TV €v AOyw ZVotoor, amopaitnta
Bripato yla o eviaior TPOCEyylon OTNV  OVTIHETWTION TwV KWwSUVWV yla Tnv
KuBepvoaoddela Twv SikTUwV 5G kaboplotnkav: a. n Slevépyela €BVIKWY avoAVICEWY
KwvdUvou (risk assessments), B. n Katdption plog evpwTaikrig avaAuong Kivduvou, y. N
AVATITUEN MG EVPWTIAIKT]G EPYOAELOBNKNG HE METPA QVTLHETWTILONG TWV KVOUVWV (5G
Cybersecurity Toolbox), kat 8. n epappoyr] HETPWYV TNG EPYAAELOBT|KNG

O kUpLog KOPHOG TWV HETPWY, adopd oTA OTPATNYIKA KOL 0T TEXVIKA pETPa. Ta
Baoikdtepa {ntripata adopoiv tig Stadikaoieg aodpaAelog Twv SIKTOWYV 5™ yevidg (5G), Tou

7 https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1532348683434&uri=CELEX:02016R0679-20160504
8 https /lwww.dpa.gr/portal/page?_pageid=33,213319&_dad=portal&_schema=PORTAL
https://eur-lex.europa.eu/legal-

content/EN/TXT/’url uriserv:OJ.L_.2016.194.01.0001.01.ENG&toc=0J:L:2016:194:TOC
http://www.et.gr/idocs-nph/search/pdfViewerForm.html|?args=5C7QrtC22wG3UHk-

ZeQumndtvSoCIrL8RcgTCA8IZVd5sMXDolLzQTLWPUgyLzB8V68knBzLCMTXKaO6fpVZ6ELx3UnKI3nP8NxdnJsr

9cmWyJWelDvWS_18kAEhATUkJboxaLIdQ163nV9K--td6SIuSLjos2Rt6sw_v8IVSRLp-

IpJxuPF8A2aUEUyrG8UBge

* https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PCo010



e€omAlopoy Kot TN Sladopotoinon-avegaptnTonoinon Twv TapdYwv amd Toug
TipopunOeutéq €€omMAlopoV 5G. MePIINTITIKA TA TIPOTELVOUEVO METPA XTTOTUTIWVOVTAL
KATWTEPW:

(9, ]

ZTPATNYIKA PETPO:

Métpa eENEyYwV  —
TIEPLOPLOUWIV Ka
QATOYOPEVCEWY

a. H evduvdpwon twv €BvVikWY pubpIOTIKWY apxwv yla tnv emPBoAr} — mapakorovbnon
TMEPALTEPW PETPWY Ao PAElOG

B. H emavénon tou eAeykTikol TOUG pOAOU

y. H Stevépyeta avaAoewv KivdUvou amé Toug mapdxoug, Ta Kpatn — HéAn ri/kat tnv (St tmv
E.E. yi Tn Stakpifwon tou mpodik Twv mpopnBeutwv

8. H Suvatdtnta emiPoArig TEPLOPLOUWY T)/KaL ATayOPEVCEWY Yo TN StapUiadn Kpiotpwy 1
evaiobntwy ayoBwv (m.y. core network, network management, access control) o€

mpounBeuTég uYnAoL piokou

€. H Suvatdtnta emiBoArig TMEPLOPIOMWY OTO outsourcing Twv Aeltoupytwv oe MSPs,
nepAapBavopévng tng puctkrig kat virtual utodoprig

oT. Métpa eAéyxou Twv Apecwyv Zévwv Emevdvoewv (A.Z.E.)

Métpa Aettoupyiog g
ayopds

a. E§aoddhion ot kaBe MNO €xel KATAAANAT CTPATNYLKY] yia TNV amoduyr TwV eEXPTIOEWY
amd éva povadiko mpopnBeutn

B. EEaodaAion eVAANXKTIKWY ETILAOYWV GE TPOUNBEVTEG EVTOG TNG ayopas

y. A&lomtoinon evwolakwy (Kot EBVIKWY) PNYOVICHWY Yo TN SLapOpPwon TOALTIKWY Kat
OTPATNYIKWY EMEVOUCEWY OTNV KOLVOTOMI, TNV €pEuva Kat TG VEEG TEXVONOYIEG pE ELSIKO
OTOXO TNV POy wyr| TG aEpOpou Aettoupyiag o€ OAo To prikog Tng aAucidog agiag tou 5G

Texvika pétpa:

MoAttikég aodaAelag yia
toug MNOs

a. E§aodpdion g edappoyrig Twy BAokwv amattioewy aopaAeLag

B. EEaodpdAion dtL ot mdpoxot Kat oL ipopnBeuTég Toug edpapudlouv Ta péTpa aopaleiag ou
nepAapBdvovtat oTa TPSTUTA yia T0 5G

Y. AlaopdaAion auotnpwyv eEAEyxwyv ipdofacng

§. Evioyuon g aopdrelog Twy virtual Aettoupytwyv Tou Siktvou

€. Aopdreia NOC - SOC, mapakoroUBnon kot Aettoupyia Tou SIkTvou

ot. Evioyuon g dpuotkrig acddAetag

C. Evioyuon g aodaAeLog AoyLopIKOU

n. AlcodpdAion avBeKTIKOTNTAG KAt ETILXELPTOLOKTIG CUVEXELAG (resilience and continuity)

6. ‘EXeyxoq security standards twv mpounBeutwy oto otddio g mpouribelag amnd toug
mapoyoug

Mpoaywyr) evog
GUOTIHATOG
TILOTOTO(MONG O
EVWOLOKOS ETESO

a. 2€ TIPWTO OTASLO YL Ta CUOTHHATA SIKTUOU/EEOTIALOHOV TTEAXTWY TIOL OXETIGoVTaL PE 5G
B. e emdpevo otadLo, evEeXOpEVWG, yia TIpopNnBeuTEG eEoALo oY Tou oxeTileTal pe 5G

y. Xprjon miotomoinong and tnv EE yio dAa mpoidvta kat urnpeoieg TME mou Sev oxetiCovrtat
He to 5G (ouvdedepéveg CUOKEVES, uTnpeoieg cloud)




8.1.2 Industrial Internet of Things

310 TAaiolo NG  ouykekplpévng  Spaoctnpdtntag, 1 EBvikry  Apxr
KuBepvoaoddAetag Ba cuAEEeL otolyela Tou amelkoviouv To BaBud evowpdtwong
texvoloylwv Industrial Internet of Things mévw ot 11én untdpyovta SCADA cuotrjpata. Ta
ovotrjpata SCADA eival Blopnyavikd cuotripata eAéyyou (industrial control systems) kaut
ouvB€touv Tov TUpriva VAOTIOINONG TwV BACIKWY UTINPECLWY (TI.Y. Stavour], petadopd,
StoAlon k.a.) artd toug PEBY mou ekteAovV Blopnyavikég Siepyooies. Mpdkettal yia legacy
OUOTI AT TIOU UTIAPXOUV E8W Kot SEKAETIES.

To Industrial Internet of Things avadépetal oe teXVoAoyieg Omwg elval ol
Sloaouvdedepévol aobntripeg (connected sensors) Kol GAAEG OUOKEUEG, OL OTIOLEG
SIKTUWVOVTAL HE T UTIAPXOVTO BLOPNYAVIKE CUOTHHOTA KOL ELOAYOUV VEX KavEALX
avtoAiayrig mAnpodopiag petagy Staouvdedepévwy otaBuwv kat Tou Cloud, pe cuvémela
mv avénon g embdvelag emnibeong (attack surface) kat ™ ouvakdlouBn avdykn
ebappoyn eEELOIKEVPEVWV HETPWY AODAAELAS.

8.1.3 Artificial Intelligence

H texvnT] vonuoouvn KaBLoTd TIG PNYOVES LKAVEG VO «kKATAVOOUV» TO TIEPLRAAAOV
TOUg, va €mAVouV TPoPArjpaTa Kot va Spouv TPog TNV eTITEVEN €VOG CUYKEKPLUEVOU
otdxou. O urtohoylotrig AapPavel dedopéva (116m €totpa 1] cuAAeypéva péow atoOnTripwy),
Ta emegepydleTal kat aviamokpivetal BAcel auTwv. To vEo auTd TIEPLPAANOV ELOAYEL VEEG
QTENEG KOl KALVOTOPOUG TPOTIOUG eTBECEWY OTA €V AOyw OUOTHHATO, OTIWG YLo
opddelypo TV eloaywyr] oOANOLWHEVWY OESOPEVWV OTOUG ETALPLKOUG aAyopLBpoug
MNYQVIkr)G p&lnong (machine learning) pe okomd tnv AYm amd autd AavBaopévwv
anodpdcewy, He eTkivduveg emumtwoelg. Emiong, ot aAydptBpot machine learning pmopouv
va xpnotpotonBolv kat amnd Toug (Sloug Toug eTITIOEUEVOUG e OKOTIO TNV TOYUTEPN
mapaywyn e&eAtypévouv malware mou Ba SVvatal vo ToHPAKAUTITEL TO SIKTUAKA CUCTIHOTA
aviyveuong €l0BoAwv. ZTo TAAICLO TNG CUYKEKPLUEYNG dpaotnplotntag, 1 EBvikr Apxn
KuBepvoaoddAetag Ba ekmovrioel e€eldikevpéva HETPA Ao PEAELOG YLt TNV TIPOOTACIA TWV
OUOTNUATWY TEXVNTIG VONUoouvng armd emBEoELS,.

8.2 EIAIKOEZ 2TOXO= 2.B..: ANABAOMIZH THZ MPOZTAZIAS KPIZIMQN
YNOAOMQN

H Apxn Ba mapéxel umootripi&n otoug dopeig dnpdolag dtoiknong aAAd Kol o€
AOLTIOUG EUTIAEKOHEVOUG POPEIG YLO TNV ATTIOTEAECUATLKY] TIPOOTACIX KPIOLWY UTIOSOUWY,
o€ A&oveG OTIWG 1 VAOTIOMON TWV PACLKWY APXWV KAl ATIALTHOEWY KUBEPVoaohAAELaG, O
€Neyxog ka1 a&loAdoynon twv Popéwv, 1 SLEVEPYELX TEXVIKWVY EAEYXWV aohAAELAG, KABWG
KoL 1 TOKTIKY a§loAdynon twv Popéwv péow TwV KATEAANAWY eAEyxwy. OgUEAWSELS
nopepPdoelg oto mMAaiolo Tou ev Adyw otdyou adopolv oTnv avamtuén kot ebappoyry
OAOKANPWHEVOU OUVTOVIOTIKOU TAatoiou yla toug CISO, otnv avamtuén elsikwyv
TIPAKTLKWYV QVIYVELONG, TTOCOTIKOTIOMONG, TIPOTEPALOTIONONG, EyKatpng TipoeLdoToinong
Kat Sloxeiplong kivdUvwy ylao kpiolpeg umoSopeg, kabwg kot otnv ekmovnon threat
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landscape reports. Mepattépw, oto mAaiolo g BeAtiotomoinong tng agloAdynong Kot
avatpododdtnong Tou oxedlaopol aodaeiag yia TG Kpiotpeg uTtodopEs, kaipla Spdon
ouvLoTd 1 dnuoupyia TpoTUTIWY EpWTNHATOAOYiWV waote ot Popeig va eival oe BEon va
QTIOTUTILIOOUV TO TPEXOV ETHTIESO WPLHATNTAG TOUG KAl ETOLHOTNTAG 0TO Vo atokplBovv o€
oupPdvta aohaAeLag kat vo oUPHOPPwWBOOVV pE TIG SLaTAEELG TG Kelpevng vopoBeaiag.

Emimredo Nepiypagn
— Aev ugiotatal TTAGio0 ao@dAsiag TAnpoopitv, olte dEopeuon Me Aloiknong yia My TPOCTadia Twy TIANPOYOPIaKWY
ouomudTwy.
Initial/Adhoc — Avenionpeg dikAeide¢ aogdAeiag. Avertionuor poAoI, pn yKEKPIPEVEC f) TIpoypappamopéves dardveg
(Averrapkéc) — Averionpeg diadikaoieg: akohouBouvial pévo Siadikaaieg Tou Tig yvwpilouv Aiyol, Xwpic Kapia kataypagr
— EAMmAG ekpnpiwon (documentation), evnpépwaon Kai EKTTIBEuon XpnoTuwy.
— EnavaAapBavopeveg diadikaoieg, aAAd xwpic otaBepd amoteAéopara
Repeatable — ExtéAeon epyaoiwv Baoil6pevol 0T YWWON UTTOKEEVWY, OX1 OuvOAoU
(Mn IxavoTroinTiké) — Avertapkic Siaxeipion KvOUVWY TTANPOQYOPIAKWY GUOTNHATWV.
@ —  AkoAouBolvial ouykekpipéveg TToAmKES kai Siadikaoieg, dev Exouv opioTei OpwWE TUYKEKPINEVOI OTOXOI Kal PETPIKEG

TIapakoAoUBnang, OUTE ETTIKONMWVOUVTAI T€ GAOUG TOUS EUTTAEKOPEVOUC POAOUG 1} UTTAAARAOUG

Defined — Evnuépwan kai ekrtaibeuon yia Toug ouyKeKpIpévous utiaAAiAoug (.. AicBuvan MANPoYopIKnc)

(Mepikwg IkavorroinTko)

— O evartopeivavieg kivbuvol TIAnpogopiakv ouomudrwy (residual risks) eival arrodexrol atié m Aioiknon
— "Exouv opiotei ol 016x01 Tou TTAGioiou BiakuBépvnong ao@aAeiag kai o1 poAol appddiol yia mv TIapakoAoUenar Toug

M d 5 ; A A . 3
gy — AapBavel xwpa ouvoAIKGG EAeyX0G QOPAAEIRC TTANPOYOPIAKWY CUTTNRATWY.

(IxavoTtroinTiké)

@ — Emionpo mAciolo diakuBépvnone ao@aieiag, aToxor Kai PETpIKEC TTAQITioU TTIoU eMBERAILVOUY TV TAUTION PE TIC ETTIXEIPNUOTIKEC
QTIaMOEIg, OWVEXWGS BeAniolpevo TTAQIOIO

— Tuveync PeAtiwon péow aviioToixwy dIadIKAOILY, CUVAVIOEWY KQI QUTOHATIOHLV.

Optimized
(ETrapkég)

Ekdva 13 Movtédo wptudtntas yia mv aéloAdynon twv Qopewy Baoet Tov eMMESOU KUBEPVOXTPAAELXS.

—  To epwTNHATOASYLO TIEPIAXUPAVEL TA EAGXLOTO AT TOUHEVO LETPA TIOU TIPETIEL VL
A&BeL évag dopéag.

— H oamédoon twv emmEdwV wpOTNTAG QTOCKOTEl otV  Kataypadr] Tng
VOLOTAPEVNG KOTAOTOONG, WOTE 0 Ppopéag va eival o BE€an va A&BeL Ta KATAAAN AL
METPa yla TN BeAtiwon Tov uttdpyovtog mAatoiov kuBepvoaoddAeLlag.

— 'Oco pikpdtEPO TO €mMimMedo wplpdTNTAG, TOOO MEYOAUTEPOG O Kivouvog
EKUETAANEVON G ASUVOHLWV OTTO TTOPAYOVTEG ATIELAWOV.

8.3 EIAIKOZ ZTOXOZ 2.I.: OQPAKIZH ZYZTHMATQN KAl EDAPMOIQN MEZQ
ENIZXYMENQN AMNAITHZEQN AZQAAEIAZ

H amoteleopatikry Bwpdkion cuotnpdTwy Kal ePpoappoywyv, oTo TAAICLO HLag
OAOKANPWHEVNG EKTIMNONG TWV TIOPAYOVIWY aTEAWY Kal KlvdUvwy, TpoUTIoBETEL TN
Slopdpdwon €vOG OUVEKTIKOU Kal €POPUOCIHOU TIAALCIOU avAAOYwV OTOLTHOEWY
acpaleing. Baoilkég mopapéTpoug otov v Adyw oxedlaopd ouvioTouv N avamtuén Kot
Stoxeiplon pntpwou umnodopwv (hardware), Aoylopikou (software), kaBwg kot GuAwv
TAnpodoplakwyv ayabwv oe kpiotpoug Tope(g (Snudoto, kpiolpeg uTTOSoUES), 1 SlevépyeLa
Kot yopLotoinong GopEwv yLa ToV TIPOaSLOPLOHO EVICXUHEVWY ATIALTHOEWY 0odOAElag, 1
avdykn €kdoomng EeVIoYUMEVWY amattrioewv oaodpaleiog (opt{évtia Kol TOMENKH)
Aoppavovtag vmoyn ta Slebviy kal evpwtaikd MPdTUTIAL Kot TAaoL TILoTOTIOMONG.
MopdAANAQ, ylot TNV ATOTEAECUATIKY] TP on Twv amautioewyv aodpaAeiog, amatteital n



avamtudn evég ocuotripatog eAéyxwy (audit) edapuoyrig Twy analtioewyv aodpdAelog, oto
mAaiolo Tou omoiou Ba cuvtdooovtal EKBECELG PE EVPTIHATA KOl AVAAOYEG CUOTAOELS.

Eldikotepa, oTIG €UPANUOTIKEG OpaoTNPLOTNTEG TOU €V AOYw €ELOLKOU OTOXOU

OUYKOTaAEyovTaL, HETOEY GAAwWV:

8.3.1

O€:

8.3.2

Avantuén kot Swaxeiplion pntpwouv umodopwv (hardware), Aoylopikov
(software) ko GuAwWV AN podoplakwy ayadwv.

210 mMAaiolo g mapovoag dpdong, n EBvikr Apxr) KuBepvoaoddieiog Ba mipofei

Kotaypadr] o€ KATEAANAO KAl EVIUEPWHUEVO KATAAOYO (UNTPWO) OAWY TwV TTOpwWV
TIOU ATTALTOUVTAL YLa TNV Ttapoy ™ 1} UTIOo T pLEN TwV Baotkwyv uttnpectwyv Twv PEBY
kol MYY

™ StaopdAion g avBeKTIKOTNTOG TWV CUCTNUATWY TIou uTtooTnpiCouv Paotkég
uTInpeoieg €vavil amellwy, Pe TV edappoyr] Twv KATAANAwY SLodIKaoLWY
SOKLUWV Kal TEXVIKWYV eAeyxwv Twv OEBY kat MYY, og ocuvepyaocio Pe TOUG KATA
niepimtwon apuddioug dopeig

T SLEVEPYELX TWV ATIOPAITNTWY EAEYYWV YLOL TNV TIPOOTAGIA TOU AOYLOMIKOU KoL
TWV ePappoywVv otoug Topelg appodidtntag tng KuBepvoaaddieiog twv GEBY kat
NYY, ovpdwva pe Tig anattrioel achareing (16iwg Aettoupylkd cuoTripata,
ebappoyég, ovotrjpata Stayeipiong Bdoewv dedopévwy, edapuoyég PCl, COTS),
KOl O€ oCUVEPYOT{a e TOUG KATd TepiTTwon appddioug Ppopel,

T SlEVEPYELX EAEYXWV Yl TNV TIPOOTOCIA TwV SIKTUWY, TOU UALKOU Kol TwV
ouoTNUATWY Twv OEBY kot MYY oVpdwva pe TG amattrjoelg aododeiog
(mpdAnyn/aviyvevon eloBoArig) o€ ouvepyooio HE TOUG KaATE TEP{TTWON
appoéSloug Popeig,

Tov KoBoplopd Kol TNV  KOTNyoplomoinon Twv TIANpodoplakwy ayobwv
(information assets) kat Tnv Trjpnon OXETIkOU pnTpwou amobetnpiov o€
ouvepyooia e Toug katd mepimtwon appddioug popeig,

™V  €kdoon  KOTELOLVTNPLWY  YPAPMWY KOl OSNYylWV WG TPOG TNV
KuBepvoaoddAeia yia Tnv pootacio Twv mAnpodoplakwyv ayadwy, cupdwva pe
TLG amattrioEL Ao PaAeing (CUPTIEPIAAUBAVOUEVWV TWV ATIAUTHCEWV LIELWTIKOTNTOG
Kol TipooTaciog Twv SESOUEVWV TIPOCWTILKOU XAPAKTN P, Kputitoypddnong, PKI,
backup, DLP, diatrjpnon/katactpodr] dedopévwy).

NV Tapoxr} UTIOo T PLENG yLa TNV TTPOCTACia TNG TIEPLUETPOU SIKTUOU, CUPIWVA PE
T amnautrioelg aodoaheiag (firewalls, DMZ, cuvééoelg diktvou, ovvdeon Tpitwy,
amopakpuopévn pdoPaon, VPN k.AT.) o€ cuvepyaoia pe Toug KaTd TepimTwon
appoéSloug dopeis.

‘Ekdoomn amnattricewv acPpaleiog

H EBvikr) Apxr} KuBepvoaoddAelag Ba opioel Tig eEAdytoTeg amautrioelg aopaAeLlog Kat

Ta AVTIOTOLYQ TEXVIKA KOL OPYOVWTIKA HETPQ, BAOEL TNG ATOTIPNONG EMLKIVEUVOTNTAG OF
€Bvikd emimedo, mou ot dopeig odpeidovv va ePappdlouv WOTE vo EMITUXOLV €va
BepeAdwdeg kat kovo emimedo aoddAelag. YT to Tpiopa autd KpilveTal amapaitntn n



B€omion evdg ehayioTou, KOVoU Kol EVOPUOVICUEVOU ETILTIESOU ATIAULTHOEWY KAl HETPWV
METOEY Twv Popéwv, Tov Ba epappdletal katd TV vAoToinon, Vv a&loAdynon Kat Tov
éleyxo o0pBrig edoappoyrs. Mepattépw, evioxVetar 1 SuvatdmTa  avioAAayrig
TAnpodoplwv HETAEY Twv dopéwv, adol UTIEPXEL Mo «Kowr] YAWooa», evw €Tiong
SLEUKOAUVETOL N avadopd TIEPLOTATIKWY aoPaAeiag Kat 1 EPapHOyT|] KOVWV TIPAKTIKWY
aohaAeLag.

Katd ouvénela, oL epmAekdpevol Gopeig amaute(tal val UAOTIOL{O0UV CUYKEKPLUEVA
METpa KuBepvoaoddlelag wote va StaoPaiicouvv TNV TpooTasia TwV TANPODOPLAKWY
mépwv Toug. Adyw TG dUong tou kdbe Dopéa Kal TWV KAVOVIOTIKWY ATIALT{OEWV TIOU
evoéxetal va SLEmouy TN Aettoupyia tou, n Apxr] Ba opioel Tig Bacikég apyEg Kol ATaLTroELG
mou Ba Tpémel va AN pouvTal (cyber security baselines) avaAdywg tng katnyoptomoinor
Toug. Ta pé€tpa outd TEPAAUPBAvOUV pETpa TIPOANYNG GAAX KOL OVTLUETWTILONG
TEPLOTATIKWY aoddAelag. Ot amattrioelg kuBepvoaoddietag Ba SteukoAvvouv Tov opLopd
€vog eviaiov mAatoiov pootaciag Twv Popéwv, KABWG Kal TOV ATIOTEAECUATIKO EAEYYO
ebappoynrig toug. Tautdxpove, Ba amotedécouv n PBdon €kdoong TpoTUTwyV Kol
EYKUKAwV amd v Apxr), Beopobétnong kat mapakorouBnong deiktwv (KPIs, KRIs),
avaBewpnong Baoet e€eAi§ewv TIME kot 0dnytwv amd eBvikovg kat eupwTaikolg Gopeig,
KoBwG kat Tou ouvioviopoU Ttwv Popéwv Katd TNV amokplon o€ oupfavrta
KuBepvoaohaeLag.

8.3.3 Avamtuén cuotripatog eAéyxwv kKuBepvoaopaAeLag

Me yvwpova tnv enavgnon tng mpootaciog Twv olkeiwv dopéwv, n EBvikr Apxn
KuBepvoaoddAetag Bo avaAdPet:

— 1 Sapodpdwon kat eme§epyacio TTPOYPAUHUOTOG EAEYXOU ylat TNV ePappoyr] Tou
EBvikoU Ztpatnyikov Zxediov KuBepvoaoddelag,

— N SLEVEPYELA TAKTIKWV KAl EKTAKTWY EAEYXWV OTLG EYKATAOTAOELG, TOV EEOTIALOUO
KOl TIG TEXVOAOYIKEG uToSopég amd Opddeg EmbBewpnong EAéyxou Tmou
ouykpotouvtal ard Vv EBvikr] Apxr) KuBepvooaoddhelag pe Tn oUvtagn oxeTIKWY
avadopwyv UTIOSEIKVUOVTAG TIG ATIALTOVHEVEG SLopOwTIKEG emePBAOELg Kat TNV
moapakoAovBnon g epappoyrig Toug, o€ ouVEPyAsiot PE TOUG KATA TIEPITITWON)
appéSloug Popeig,

— 1 ouvtadn Twv ekBéoewv Slevépyelag eAéyxwy aodadeiag TANpodoplwv Kat
SIKTUWV

— NV €§aoPpdAon NG ETTAPKELAG TWV EAEYXWV YLA TNV EKTIAT}PWOT] TWV TIOALTIKWY,
TIPOTUTIWY Kall Aot TrioEWV aoPdAELag,

— v e§aoddAion NG EMAPKELNG TWV EAEYXWV WG TIPOG TNV TANPWON TwV
anautioewy  amoppritov, NG SWTIKOTNTAG Kol Tpootaciog deSopévwy
TIPOCWTILKOU YO PAKTHpa

— N SLATUTIWOT) CUCTACEWY KL TNV ELOTIYNOT HETPWV Kal SpAcewv yla tn BeATiwon
™G edappoyr|g TOU OTPATNYLKOU oXESLOTHOU yia TNV KuBepvoaoddeLa.

8.4 EMBAHMATIKEZ APAZTHPIOTHTEZ
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9 2TPATHIIKOZ 2TOXOZ 3. BEATIZTOMNOIHZH
AIAXEIPIZHZ NMEPIZTATIKQN,
KATANOAEMHZHZ TOY KYBEPNOEIMKAHMATOZ
KAIMMPOZTAZIATHZ IAIQTIKOTHTAZ

9.1 ElAIKOZ 2TOXO0x 3.A.: BEATIZTOMNOIHZH ME©GOAQN, TEXNIKQN KAl
EPFAAEIQN ANAAYZHZ, AMOKPIZHZ KAI KOINOMOIHZHZ XYMBANTQN

H yvwon twv TEXVIKWY AETTOUEPELWY TWV TEPLOTATIKWY TIOU KaAouvtal va
avTipeTwtiioovv ot $opelg, N avdAuon autwyv Katl 1 SlaoTopd TG yvwong amatteital,
TIPOKELMEVOU ONOL Ol CUMMETEXOVTEG VA TIPOETOLUALOVTOL OTTOTEAECUATIKOTEPA OTNV
QVTIUETWTILON TIEPLOTATIKWY OAA& kot va Tipofaivouv oTig amopaitnteg SLopOwTIKES
EVEPYELEG OE OX€0M ME TA PETPA aoPdAeLog TTOU €xouv AAPEL, WOTE Vo EAXYLOTOTIOLETAL O
kivéuvog emavaAnyrig tou. Me tov TpdTo auTto, EVIOYVETAL I ETOLUOTNTA KAl N LIKOVOTNTA
QVTIUETWTILONG TIEPLOTATIKWY OODAAELAG KOl AVAKOPYNG META amd outd, o€ €Bvikd
eninedo. H Slayeiplon Twv KPIOIHWVY TIEPLOTATIKWY TIPAYHUOTOTIOE(TOL OUPPWVA PE TO
EOvikd Zx€dlo ‘Ektoktng Avaykng otov KuPepvoyxwpo. [Slaitepo pdro katd tnv
QVTIUETWTILON TIEPLOTATIKWY aoPdAelag PEpouv oL opddeg amdkpLlong yLo cuUBavTa TTou
adopovv Vv aoddiela urtoroylotwyv (Computer Security Incident Response Teams —
CSIRT), Twv omoiwv 0 KUPLog pOAOG eival 0 GUVTOVIOPOG TwV dpdoswy Katd T Stoxeipion
TOU TIEPLOTATIKOU QTO TOUG €UTAEKOPEVOUG ¢opels, Pdoel kaBoplopévwy poAwv,
appodlotitwy Kot  Sladlkoolwy AN Kol ETIYELPNOLAKWY KAl  ETIKOLVWVLIOKWY
duvartotritwyv. Ze eBvikO emimedo 10N Aettoupyovv 1j pmopovv va SnputoupynBovv kot AAEG
opddeg amdkpLong yia cuPBavTa TIou 0poPoVV TNV ACPAAELX UTIOAOYLOTWV OV TOPEQ.

EmnpooBeta, to EOvikd CERT amookomel otn PeAtiotomoinon Ttou emimédou
TPOANYNG, a&loAdynong kat avEaAUOTG TWV ATEIAWY HETAEV TWV GOPEWY TIOU CUHHETEXOUVV
otnv EBvikr} Ztpatnyikr]. To EBviké CERT, o€ ocuvepyaoio pe ta AN CSIRT/CERT mou
AELITOUPYOUV €VTOG TNG XWPAG 0ANE Kot pe GAAa €Bvikd CSIRT/CERT pe to omola €xel
ovykpotrioel éva Siktuo ocuvepyaoiag, TapokolouBel Siapkwg oe €BvikO Kot SleBveég
eMIMESO TIG ATELAEG KL TLG EUTIABELEG TWV CUCTNHATWY ETILKOLVWVLWYV KOl TIANPOPOPLKTG,
TLG avaAVEL KL TIG a&lodoyel, pe BAon TiG LOLALTEPOTNTES TNG XWPAS, KAL EVIIUEPWVEL TOUG
dopeig wote va evioyVetal 1 €TOWPOTNTA TOUG OTNV OVTLUETWTILON TIEPLOTUTIKWIV
acpdAelag. Ewdikdtepa, TOo TAaiolo Siaxeipiong oupPaviwv  kuBepvoooddielag
meptAapPdvel tov kKaBaplopd KAatdAANAwv utodopwy, TNV avdBeon poAwv  Kal
appodiotitwy, Tn Aettoupyia cyber hotline wote ot opeig (PEBY kot MYY) va eival o€
Béon va avadpépouvv cupfdvta acdpdAelag, tn ouvepyooia pe Popeiq dmwg n EBvikn
Yrinpeoia MAnpodopiwv kat n AtevBuvon KuBepvodpuvog (TTEOA/AIKYB), t xprion
uttodourig Aettoupytwv kuBepvooaoddrelag (SOC), TV EKTIOVNOT O8NYLWV AVTLLETWTILONG
oupPdvtwy kuBepvoaoddAetag (operations handbook), kaBwg kat Alotag pe Aowmd
OUMTIPATTOMEVA TPIT PEPT). ZTNV TIEPITITWOT TEPLOTATIKOU KUBEPVOoaohAAELaS, oL popElg
TIOU CUMMETEXOUV oTnv EBviKY Ztpatnyikr) odeilovv va elvar €tolpol va avtidpdoouv
ATMOTEAECHATIKE. YTIO TO avwTtépw Tpiopa, Bo TPEmMeL va UTIAPEEL MEPLUVA Yo TNV
aviyveuon, mpotepatomoinon, avdAuon, amdékplon Kol avdkTnon amnd Unomta cupBdvta
Kol TeploTatikd aodareiog, kabBwg kat ) cuvepyooia pe tn AlevBuvon KuBepvodpuvoag
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Tou MEEOA (TEE©A/AIKYB), tnv EBvikr} Apxr} Avtipetwiong HAektpovikwy EmiBéoewv
(EBvik6 CERT) kot tnVv Texvikrig Ouoewg Apxry Aoddelag MAnpodoptwv (INFOSEC) tng
EBvikrig Ymnpeoiag MAnpodopwwv (E.Y.M.), kaBwg emiong kot pe &Ma CERTs mou
Sdpaotnpromotovvtal otnv EAAGSa.

Eldikotepa, oTlg €UPANUOTIKEG OpaoTNPLOTNTEG TOU €V AOYw €ELOLKOU OTOXOU
OUYKOTaAEyovTaL, HETAEY GAAwWV:

9.1.1 XVotaon Kévipou MapakoAovBnong Kpiotpwv Yodopwv Security Operations
Center -S0CQ)

Kpivetal amapaitntn n avdmntugn duvatdtnrtag mapakoAovdnong kat amékpLong o€
oupPdvta aoddAelag Kat 1 avToAAayr] oTolxelwv Pe Toug appddioug Qopeig. H ev Adyw
duvatotnta mapéxetal péow vmodourig Kévtpou MapakorovBnong Kpioipwy Ymodopwv
(Security  Operations Center — SOC) kot ovotoong Opddag  Amdkplong
KuBepvomeplotatikwy (CSIRT).

H Aettoupyia Kévtpou Mapakoroubnong Kpiotpwv Yrodopwv (SOC), amattei, kot’
gAdytotov, Ta akdAouBa:

OAloTkn
Sayeipion
cupBaviwy
(case
management).

NELTOUPYLKEG
Sladikaoieg,
odnyieg Kat

epyateia.

Oplopd pdAwv Kot
Spaotnplotritwy,
KaBwg Kot TNV
oTeENéYwoT] ToV (Héow
KataAAnAou Beopikov
TAaLoiov)

Eikova 14 Aettoupyio SOC

>komdg tou Kévtpou amotelei n dtapkrig mapakoAovBnon Twv Kplotpwv uTtoSopwv
Dop€wv Kal 1 EyKOLPT AVOLyVWPLOT) KO AVTLMETWTILOT) TWV TIEPLOTATIKWY A0DANELAG.

AppodLoTnTES:
— Yhotoinon kat Stayeipton KATdAANAwY epyaAeiwy.

H extéAeon twv gpyaciwyv Tou Kévtpou otnpiletal, €kTéG amd ta oTEAEYN TOV, OF
epyodeia. Ta ev Adyw epyoleia amookomovv otn culloyr] otolxeiwv amd ta apyeio
kotaypadrg (log files) kat otov ouoyetiopd Toug (correlation) pe yvwpova tnv
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QTIOTEAECHATIKY] QVOyVWPLOT) ATTEAWV. TAUTOXPOVQ, ETILTPETIOUV T cUoTaon TPOdiA TG
Siktuakrig kivnong tou opéa, Tov oplopd KATEAANAwWY SEIKTWV Kat eLdoTiolrjoswy (alerts),
KoBwg kat Vv eméuPaon oto Siktuo yla TNV amoduyr] emékTaong plag eniBeong 1
MOAUVONG pE KakOBOUAO AOYLOMIKO.

— AlepeVivnon UTIOTITWY EVEPYELWV LE OKOTIO TNV QVAYVWPLOT] ATIELAWOV.

H Odiepedvnon Umomtwv evepyelwv elval amopaitntn yla TOV METPLACHS
AavBaopévwy eldomorjoewy (false positives), 1jtol KaTaoTdoElg OTIOU VOULUN SLKTUAKY
kivnon katnyoplomoleitat wg mapdvopun, aAAd kat false negatives, rjTol kataotdoelg 61OV
miapdvopn Siktuakr kivnon Paivel amapatripntn, KATNYOPLOTIONUEVT WG VOULUN.

Tavtdyxpova, pe TN xPrion TwV KATAAANAWY epyOoAeiwy Kat SLaSIKACLWY, TO OTEAEXT
Tou Kévtpou eival og B€on va tpoPolv oTLIg ap)LKEG EVEPYELEG aTtdOKPLONG — triage, KATA TG
omoieg amodaoiletal €dv o evépyeta xpriel Tepattépw Slepevivnong, Bewpolpevn wg
oupfav rj oxL.

H Stepevivnon Umomrtwy evepyelwv amoteAel Siepyaaia kpiotung onpaoiag, Wlaitepa
€4V EUTIAEKOVTAL TIPOOWTILKA SESOUEVA KL L0 EVEPYELX TIPETIEL VO AVTLUETWTILOTEL Kol WG
mopafioon TPooWTIKWY SESOUEVWV.

— AloddAion emyelpnotlakrig ouvexelag Popewv.

Méow NG €yKalpng avayvwplong Kol amotpotrq (1] HETPLOHoUOU) oupBdviwy,
SLooPOoACETOL 1) CUVEXELD TWV ETILXELPNOLOKWY AELTOUPYLWYV TwV Dopéwv. Zuyxpovwsg,
ME€ow NG TTapakoAovBnong TG SikTuokT|g kivnong, to Kévtpo Ba divel otolyeia otn Afvon
MpdAnwng kat Mpootaciag yla Tn oVvTagn KAatdAANAwWY odnyLwv Ttpog Toug Gopeig.

— Ymootr|pLén evepyelwv Alvoewv Apxris.

Ou evépyeleg Tou KEvTpou €(val CUPTANPWHATIKEG Twv Afvoewv G Apxis,
TiopEyxovtag ototyeia yla toug Dopelg, elte HEHOVWHEVQ, EITE CUYKEVTPWTLKA, WOTE VA
UTIApYEL, avd Tdoa oTlyur], €lKOva yla TV katdotaon twv Qopéwv avadopikd pE TO
ebappoopévo Aaiolo kuBepvoaaddAelag.

9.1.2 Anpouvpyia Cyber hotline

Me OKOTIO TNV AUEOT KOL ATIOTEAECHATIKY] QVTIHETWTILON CUMBAVTWY aoddAELag,
TipoteiveTal va SnpoupynBoulv katdAANAeg diemtadEg emikovwviog pe toug PEBY kat MYY.

Mo ouykekpLpéva Ba dnuiovpynOei:
— TnAéPwvo emikolvwviag.
— AlevBuvon nAekTpoviKoU Tayudpopeiov.

H ouykekptpévn dievBuvon / mailbox Ba amootéAAeL To privupa oto Kévtpo (SOC) yia
TEpaLTEPW SlepevivnoN.

Ta avwtépw oTolyela ouPTANPWVOUV TNV 1NoN OaVAPTNHEVN, OTOV AVWTIEPW
oUvdeopo, PSpua UTIOROATIG avaPopdg TTEPLOTATIKOU.
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9.1.3 Ymodoprn SOC kau Case Management

H Aettoupyia tou Kévtpou (SOC) otnpiletal emiong oe xprion e&eldikeupévwyv
gPYOAEiwV TIOU amookomoUv oty (o) ToapakoAovBnon dSiktuakrg kivnong Kau
avayvwplong oupBdaviwy, ald& kot (B) otn dwaxeipion, eowtepikd tou Kévtpou, twv
TIEPLTTWOEWYV (case management).

Ta Baoikd epyadeia evég Kévtpou (SOC), cuvoyiovtal wg akoAovBwg:
— >Votnua Security Information and Event Management (SIEM).
Amotelel éva amd Ta Baocikdtepa epyadeia evdg Kévtpou (SOC), To omoio amookoel:

() ZTn OUYKEVTPWOT] TWV OTOLYEIWY aTd TIG CUOKEVEG UTIO TTapakoAovBnon (logs),
v aodadr amobrikevor] Toug kat TV avdAuon amnd Toug AVOAUTEG aVaAOYwWS TwV
AVAYKWV.

(B) Ztov ouoxetiopd twv otoleiwv (log correlation) pe okomd TV avayvwpLon
amEAWY TIou Ba pmopovcav Vo EMNPEACOUV TNV ETILXELPTOLAKT] CUVEXELX Kal AELToupyia
evog Qopéa.

— >Votnua Security Orchestration, Automation and Response (SOAR).

Ta ouotrjpata SIEM, evw amoteAolyv éva Baoikd Bor|Bnua Twv avoAuTwy yla v
gykatpn Stdyvwon cupBaviwy, Sev EPAXUPAVOUV, WG AELTOUPYLKOTNTA, TNV ATIOKPLOT) O
oupPdvta, nHrot TV edoapupoyr] 1 OAAAYr] OUYKEKPLUEVWY KOVOVWY oTa Ut
mapakoAovBnon cuvotrjpata. Ma autolg Toug okomoug, yivetal TapdAANAn xprion
epyoreiwv SOAR, n omoia elval o€ B€on va AUTOPATOTIOOEL TIG EVEPYELEG ATIOKPLOT,
Baoel kavOvwy A& Kat dpeong cuvepyaoiog PeE To cvoTtnua SIEM.

Noyw G €€apong KuBepvoemiBéoewy, Ta cuotripata SOAR €xouv A€oV KOTAOTEL
amnapaimta yia éva Kévtpo (SOC). AapBdvovtag emiong umdyn tnv EANeLYTN OTEAEXWV
KuBepvoaoddelag Tou Tapatnpeital oe Taykdoulo emimedo , Ta €v Adyw epyodeia
XPNOLLOTIOLOVVTOL WOTE VAL KAAUWOUV To €V Adyw Keve, pootatevovtag Toug opeig kat
ETILTPETIOVTOG OTO UTIAPYXOVTA OTEAEYT) VAL ETILKEVTPWOOUV o€ GAA avTIKE{pEVAL.

— >Votnua Case Management.

Ta ev Adyw ovotipata €pxovtal vo KoOAUYOuv TO OSLOYELPLOTIKG HPEPOG TNG
Aertoupyliag tou Kévtpou (SOC). K&Be mepimtwon mou uTtdKELTAL O€ SLEPEVVNOT, ATIOTEAEL
Kol uttoBeon (case) v ormoia Staxelpiovtal StadopeTikd oTEAEXN, OKOPA KOl HETAEY
Bapdiwv.

To oVoTnpa case management QMOCKOTIE:

() Ztnv amoteAeopatikr) dtaxeipion g ekdotote uttdBeong, cupmeplhapBdvovtog
TANBWpa oToLElWV OTIWG NUEPOUN VI KAl WP, EUTTAEKOUEVOUG AVAAUTES, TtepLy padr] TNG
uTIOBEONG, EVEPYELEG TTOU £XOUV AABEL YWPL 1)/KOL £XOUV TIPOYPOUUATIOTEL, ATIOTEAETUATA
eTKoLVWViaG pe Toug Qopeig, odnyieg amd Mnyavikoug — SMEs, KATT.

(B) Zmv mapoakoAovBnon g €&EAENG plag umdBeong amd toug Emikedarig,
Kotaypadr] ypovikrig Sidpkelag emiduong tng umdBeong, kotaypoadr] SLAXELPLOTIKWV
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METPLKWV (T.Y. Xpdvol amdkplong, TA}Bog emikovwviog pe Popea, KATL.) Kol TTopaywyr|
avtioTtolwv eGAPUOYWV.

e éva ovyxpovo Kévipo (SOC), n xprion TOU CUCTHHATOG case management
koBlototal EMITAKTIKY, HE TIPOTEPALOTNTA (APKETEG POPEG) EvavTL evOg KevTplkoU SIEM
epyareiov.

9.1.4 Avamrtuén pntpwov cupfaviwy, epycaldeia threat intelligence kot mpootacia
LOTOTOTIWV

Mepattépw, oto TAaiclo tng BeAtiotomoinong HeBOSwy, TEXVIKWY Kal gpyoAeiwv
avdAuong, andkplong Kol kovotoinong cupBdavtwy oxedidlovtat ot akdAoubeg dpdoelg:

— 1 katdption kot Saxelpton pnTpwou cupPdvtwy (emionua rj/kol avwvupa),
oupmepAapBavopévwy OAwv Twv TAnpodoplwy Tou adopovoav To cuuBdy,
EVEPYELEG IOV EAaBav xwpa, amtoteAéopata, lessons learned,

— 1 Aettoupyio CUCTHHATOG TTPOOTACING KUBEPVNTIKWY LOTOTOTIWY,

— N OoVATTUEN TIPOYPAMMATOG TopakoAoUBnong kot a&loAdynong emimédou
aopdAelag EMnvikoL kuBepvoxwpou (threat intelligence tool),

— 1 €yKOTAOTOON Kol TIPOUETPOTIOMON open source gpyoAeiov ouOTHHATOS
aUTOMATNG €L60TIOMNONG YLt TNV SLOBECIHOTNTA TWV LOTOTOTIWY KAl TWV SIKTUAKWYV
OUOKELWV

— 1N eykatdotoon open source TAATPOpHog yla vulnerability assessment kau
Slevépyela eAéyywv Tpwtdtntog (Penetration tests)

— H eykatdotoon kat MapopeTpomoinon open source gpyodeiou ylo avtoAlayry
delktwv 10Cs pe dAoug opyaviopoug kuBepvoaoddAelag (EBvikd CERT,
CERT/AIKYB, CERT EAHTE, 4thCERT)

9.2 ElAIKOZ 2TOXOx 3.B.: ENAYNAMQZH MHXANIZMQN AMOTPOMHZ KAl
BEATIZTOMOIHZH THX ENIXEIPHZIAKHZ ZYNEPIAZIAZ

H katamoA€éunon tou kuBepvoeykAHATOG amattel KATAANAa epyadeia TTou Ba €youv
otnv 1dBeor] Toug oL appddiol Dopei§ yLo TNV CUVTOVICHEVT AVTLHETWTILOY] TOU, SeSopEVou
OTL elval €vag amd Toug TTaPAyovVTEG ATIELAWY TIOU EVEEXETAL VAL ETILHEPOLY TIOAU PEYAAO
avtiktumo otig mapeydpeveg amd toug QDopeiq umnpeoieg. Q¢ ek ToUTOU KpiveTaL
amoapai{tnn 1 evioyvon tou vopoBeTikol MAatoiov Kat Twv appdSiwy UTINPESLWY Tou Ba
€TLPOPTLOTOUV PE TNV KATAOTOAN TOU. EldikdTEPQ, 0TO TTAQ{CLO TOL EV Adyw 0Td)YOU KaipLlo
poAo dradpoapatiCel n dnpiovpyia MAaLsiov cuvepyaoiog (TTPayATOTIOMGT CUVAVTHOEWY,
a&loAdynon emméSou oUPUOPPWONG OTIG KEIUEVEG SLATAEELS, SLOOTAOELG KAl TTOPEia TOU
KUBEPVOEYKAT|LATOG 0T XWPQ, O€ SLEBVEG KAl EVPWTIAIKS ETITIESO) HE TLG KATA TIEPI(TITWON
appodieg Ymnpeoieg (m.x. Alw&n HAektpovikol EykArjpatog, Ymoupyeio AlKoloouvng,
Ymioupyeio EEwtepikwv). Mepattépw, onuavtiky dpdon ouviotd n yoptoypddnon tou
vdlotdpevou Beopikol TMAALG{OU Kol KUPWTIKWY SLaTEEEWY, wg Bdon yia tn Slevepyela
a&loAdynong tng mopeiog edappoyrg autov, TEPApBaVOpEVOU TOU ETILTIESOU ATIOTPOTTIS,



aAA& Kol TNV TpaypatoToinon mapePPAoEwy €VIoYUONG TOU KUPWTIKOU TAaloiou o€
ouvepyooia Pe Toug katd mepimtwon appddioug Gpopeig.

9.3 ElaIKOz ZTOXOX 3.I'.: TIPOArQrH THX AZ®AAEIAZ AEAOMENQN ZE
ZYNAYAZMO ME THN NMPOZTAZIA THX IAIQTIKOTHTAZ

H Ztpatnyikr] euBuypappiCeTal pe TIG ATAULTHOELG TWY KAVOVIOPWYV KAl TNG KEIPEVNS
vopoBeoiag ylo tnv mpootacio Twv €V AOyw Sedopévwy, pEéow NG, HETAEY GAAWV,
EVOWMATWONG apywv mpootaciag dedopévwy (data protection by design) otig Baoikég
amattrioeLg Kot apy€g KuBepvoaohalelag kal Tng ouvepyaoiog pe appddioug dopeig (..
Apxn Mpootaociog Aedopévwy MpoowTtikoly Xapoktripa — AMAMX). Kaipio dpdon ev
TIPOKELMEVW OUVIOTA O CUVTOVIOHOG TWV SladlkaclwV avadopds TIEPLOTATIKWY UE TOUG
eumAekOpEVOUG dopelg, péow TG avdmtugn Beopikrig ouvepyaoiog/uiktrg opddag
ouvepyaoiag pe AMAMX kot AAAE oto mAaiolo tng mpootociog g SLwTKOTNTAS.
ZuyXpOVWG, ONUAVTIKOG TTAaoL0 TTapEUBaong ouvioTd n cuAAoyr, avdAuon kot TEKUnpiwon
dedopévwy kuPepvoemiBEcewv Tou evéyxouv Tapafiaon Tng LOLWTIKOTNTAG, HE OKOTIO TNV
QTIOKTNON OAOKANPWHEVNG EIKOVOG Yl To €V AOyw TEPLOTATIKE, KaBwg Kat tnv
TIPAYOTOTIOM 0N TIEPALTEPW SPACEWV YLOL TNV AVTLHETWTILOT] TOUSG.

9.4 EMBAHMATIKEZ APAZTHPIOTHTEZ

ZTOXOI APAZTHPIOTHTEZ OPOZHMA
3./3:.1. Anpiovpyia !(svrpoul ﬂapaKoAQUGncnq Q4 2022 — GUVEXTG
Kplotpwv Yodopwv Security Operations Center — .
Spaotnpétta
SOC
, . Q2 2023- oUVEXT|G
3.A.2. Anuoupyia Cyber hotline SpactnpiéTTa
3'A'3,' Oplopdg mAatoiov Stayeiplong cupBavtwy Q2 2022
achdAeLlag
3.A. 3.A.4. Koatdption kot daxeipion  pntpwou
BE)\'I.:IO"I.'OTI:OLT]GT] ouppavtwy (snltor] pat /Kot avwvupolt), Q4 2023 - GUVEXTiC
pebodwy, OUMTIEPIAOUBAVOUEVWY OAWY TWV TIANpodOopPLWV .
. . . , , Spaotnpétta
TEXVIKWV Kl o apopovoav To cUPPAV, evEpyeLeg TTou EAafav
EpYaAEiwY Xwpa, aroteAéopata, lessons learned.
avaAvong, 3.A.5. Acitoupyla ovotrjpatog Tmpootoaciag Q4 2021 — GUVEXT|G
QTIOKPLONG KOt KUBEPVNTIKWY LOTOTOTIWV Spaotnpéotta
Kolvotoinong 3.A.6. lpdypappa  mopakolovBnong kot B .
oupBdviwv alohdynong emmédov  aoddAelng  EMNVIKOU Q1 2022 - GUVEXT

KuBepvoxwpou (threat intelligence tool)

3.A.7. Eykatdotaon kol mopapeTpotmoinon open
source  €PYOAElOU  OUOTHMOTOG  AUTOMATNG
ewdomoinong  ywa Vv SaBeoipdTnTa TWV
LOTOTOTIWY KAl TWV SIKTUAKWV CUCKEVWY

Spaotnpétta

Q4 2022 - oUVEXTiG
Spaotnpétta

Q4 2022 - cUVEXTiG
Spaotnpétta



3.B. Evéuvdpwon
MNXOVIGUWV
QTIOTPOTIN|G KOl
BeAtiotomoinon
ms
ETILYELPTOLAKT]G
ouvepyaoiog

3.T.
KuBepvoaodpaAeia
KoL TIpocTacia TG
OwTIKOTNTOG

3.A.8. Eykatdotoon open source mAatdOppag yia
vulnerability assessment kat Sievépyela eEAEyxwv
Tpwtdtntog (Penetration tests)

3.A.9. Eykoatdotoon Kal TOPAUETPOTIOMON
epyoheiov log file & malware analysis

3.A.10. EykatdoToon Kol TapapeTpoToinon open
source gpyoaleiov yla avtaAlayr detktwv I0Cs pe
dA\oug opyaviopoug kuBepvoaoddelag (EOvikd
CERT, CERT/AIKYB, CERT EAHTE, FORTHcert)
3.A.11. 2UYKPOTNON KEVIPIKOU GCUVTOVIOTIKOU
pnyaviopol yla t daxeipion avadopwyv oto
mAaiolo Tou GDPR, NISD, art. 133, elIDAS

3.A.12. Ekmévnon etrjolwyv deAtiwv kat landscape
reports yLo TEPLOTATIKA KUBEPVOETLOETEWY
3.A.13. Aettoupyia epyaoctnpiou yia avdAuvon log
files ko KUBEPVOTIEPLOTATIKWV

3.B.1. Avdmtuén Slktvou EVIOXUMEVNG
OUVEPYOOIOG Yyl TNV  KATOTOAEUNON  TOU
KUBEPVOEYKAT|LATOG

3.B.2. Emne&epyacio ouvolikrig mpdtaong yla to
KUPWTIKO TAaiolo TG Onuéolag  TOALTIKYG
KuBepvooopdAelag

3.B.3. Anpuoupyia kot aflomoinon ocvyxpovwyv
EPYOAEIWV Kal TEXVIKWV ylo tnv matagn Ttou
KUBEPVOEYKAT|LATOG

3.l.1. Avdmtugn Beopikriq ouvepyaoiog/piKTg
opddog ouvepyaoiog pe AMAMX kat AAAE oto
mAaiolo TG TpooTasiag TG LOLWTIKATNTOG

3.IM.2. Avémtuén kot tapakoAovBnon miatdéppag
Kotaypadrig dedopévwv kuBepvoemiBecewy TIou
gvéyouv TapaBioon g ISLWTIKOTNTOG

Qg4 2022 - cUVEXTiG
Spaotnpétta

Q4 2023 — GUVEXNG
Spaotnpétta

Q2 2023- ouvexrig
Spaotnpétta

Q4 2024 — GUVEXNG
Spaotnpéotta
Q4 2024 — GUVEXNG
Spaotnpétta

Q4 2021 - cUVEXT]G
Spaotnpétta

Q2 2024

Q1 2021 - Q4 2025

Q4 2021 - cUVEYXT|G
Spaotnpétta

Q2 2024



10 2TPATHIIKOZ 2TOXOZ 4. ENA ZYI'XPONO
EMENAYTIKO MEPIBAAAON ME EMOAZH ZTHN
MPOAIMQIrH THZ'EPEYNAZ KAI ANANTY=HZ

10.1 EIAIKOZ ZTOXOZ 4.A.: [TPOArQrH THz ‘EPEYNAZ KAl ANANTYZHZ

Evag amd TOUG ONUOVTIKOTEPOUG TOMElG evioyuong Ttou €BvikoU emimédou
KuBepvoaoddelag eivat n UTIOOTIPLEN ATIO TO KPATOG TNG EPELVAG KAl AVATITUENG TOOO OE
akodnpaikd 600 Kal o€ LOLWTIKG eTtitedo. OL ev Adyw TipwToPoulieg pmopei va adopoivv n
ouppetoxr) Popéwv (dnudotol r/kat LOWTIKOL) 0 EVPWTIAIKOUG SlaYWVIOHOUG UE OTOXO
™V avamtuén kpiolpwy VEwv TeXVOAoylwv Kol HETPWY kuPepvoaoddielag, eite tnv
evioyuon Spdoewv LOWTIKWYV Popéwv oTov ToPEN TNG EPAPHOCHEVNG Epeuvag, 1] aKOpX
Kol TNV avapdpdwon TPOYPAPMATWY  oToudwyv wWoTe va  kaAudpBouv Bépata
KuBepvoaoddAelag (T.. €vioYuon  PETOTITUXLOKWY  TIPOYPOHUMATWY, CEULVAPLY,
TILOTOTIOLNOELG, KATL.).

H Apx1} Ba amoteAéoel To onpeio enadrig peTagd OAwv Twv epumAekdpevwy Qopéwy,
wote, AapBdvovtag umdyn Tig KATdAANAEeG AN podopieg kat katavowvtag o€ BdBog To
Slopkwg PeTaforrdpevo TeptBdAdov TIE, va Ttapéyel TIG KATEVBUVTIIPLEG YPOAHUUES Yia
OTOXEVUMEVEG OPACELG PE oadr] xpovodlaypdppaTo KAl OVOUEVOUEVA ATIOTEAECHATA.
JUYKEKPLUEVQ, OTO TIAA{OLO TOU TIAPAVTOG OTOXOU ETILUEPOUG SPATELG GUVLOTOUV:

H avadelgn g kuBepvoaaddhetag oe
npotepoudTnta R&D

Mpoaywyr] TOTIKWYV [ TTEPLPEPELAKUWIV
OLKOGUOTNHATWY EKK{VNONG KA
KAVOALWY SIKTOWONG (TL.X. TEXVOAOYLKA
TIAPKA, CUUTIAEY AT KAUVOTOMING,
eKSNAWOELG [ TAATHOPHEG SIKTUWONG,
start ups aodpaAeLog oTov
KuBepvoXwWpPo)

EvBdppuvon twv emevéioewv otov
Topéa R&D tng kuPepvoaopdetog

Eiwkdva 15 [Mpoaywyn g Epeuvag kou tg Avamtuéng (R&D) atov Touéa g kuBepvoaapaAELas
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Ol avwTépw TapePPAoeLg TTPOKELTAL VO cuoTnpaToTIomNBoUv 0To TAAioLO NG EKTIOVNONG
MLoG pECOpakpoTpOBeopng R&D avtlévtag pe Bepatikég ou tpowBovv v edopuoyn
™G OTPATNYIKNG KUBEPVOATHANELAG Kat TN SIKTUWON YL TNV OVATITUEN KAUVOTOMLWV GTOV
TopEN TNG KUPBEPVOATPAEAELQG (TT.X. TEXVOAOYLKA TIAPKO, CUUTIAEYUOTA KALVOTOMIOG K.ATL.).
Y1ié 10 €v Adyw mpiopa, Kaiplog mopdyovtog eival n avamtuén eVioyupévng ouvepyaoiog
ME akadnpaikoUg Kal EpEVVNTIKOUG HOPELS.

10.2 EIAIKOZ 2TOXOZ 4.B.: TTAPOXH KINHTPQN ZTON IAIQTIKO TOMEA T1A
EMENAYZEIZ E METPA AZOAAEIAS

H emtuyrig vAotoinon g Ztpatnyikrig otpiletal otnv enévduon twv Oopéwv o€
OPYOVWTIKG, TEXVIKA Kal dMa pétpa kuBepvoaodddelag. Qg dueon amdppola g
agloAdynong kiwdivwv kuPepvooddretag, ot Dopeig Ba mpémel v vAoTorjoouv Ta
QTIOALTOVHEVA HETPA Lo TN SLACPEALON TWV ETILYELPTNOLAKWIV TOUG AELTOUPYLWY GUUbWVX
ME TIG BaoIKEG amalTrOELG KOl apxEG KuBepvoaoddelag. H Ztpatnytkr] opilet kivntpa yla
Toug Popei§ WOTE va TOUG KLYNTOTIOOEL TIPOG TNV epappoyr] KATEAMnAwy dpdoewy,
gvioyvovtag €tol Tto TPOodiA TOuG KOl CUVOPAUOVTOG OTNV ETILTUXT OVTLUETWTILON
TIEPLOTATIKWV. YTIO TO Tipiopa autd, Kaipleg SpATELG CUVIOTOUV:

— Hyxaptoypddpnon twv StaBEotpwy xpnUaTtodoTIKWY TIOPWV Kal N EVOUVEUWON TOU
ovotrjpatog aglomoinorig Toug.

— Hmapoxr] otoxeupévwy Kvitpwv (Tr.X. opOoAOYLKWY, XPNHUATOTILOTWTIKWY K.ATL.).

— H avdmtugn kowotduwv epyaleiwv evduvdpwong G kuPBepvoaoddAeiog
bopéwv.

Mot TNV ATIOTEAECHATLKY] XPNHATOSATNON TWV €V AOyw TtopepPdoewy TpokpiveTal n
Sdnuiovpyia pLag epyaieloBrikng (toolkit) Kiviitpwyv o€ cuvepyaoio Pe Toug KoTd TtepimTwon
appoéSloug Popelg, Pe 0TdXO TNV TIAPAKIVNON TWV ETILXELPTIOEWY OTNV ETEVOUOT| HETPWV
KuBepvoaohaAeLag. 2To TAAOLO TNG EV AdYw pyareloBrikng umopolv va cupmepiAndBovv
ONHUOCLOVOULKA KOl OLKOVOUIKA KIVNTPa, OTIWG TL.X. HELWHEVN GOPOASYN O, ETILYOPNYOELS
K.a. Mepattépw, N avamtuén Kot alomoinon KaVOTOHWY UNYAVIoUWY XPNHAToddTNoNG
AAAQ KOl PnxavIopwyV BeATIOTOTIOMONG - EMLITAYUVONG KAl ATAoTIonong SLadlkaotwy yla tn
xpnuoatoddtnon Spdoewv kuBepvooodAAelag, TPOKELTAL Vo CUMPBAAAEL Kaiplo oTnVv
matagn G ypadelokpatiag KAl TNV OTMOTEAECUATIKOTEPT KATAVOUT] TWV TIOPWV TIPOG
0dperog Twv Dopwv.

10.3 ElAIKOZ 2TOXO0z 4.l.: AZIONOIHZH ZYMMNPAZEQN AHMOZIOY KAl
IAIQTIKOY TOMEA (2.A.1.T.)

H ayaotr ouvepyaoio peTa&l tou Anupdoiov kat IStwTikoU Topéa amoTteAel Kpiotpo
mopdyovta  emtuxiog TG EBvikg Ztpatnywkris KuPepvoaoddAelag, plag  Kal
SLOTILOTEVPEVEG ETILXELPTIOELG Bt umtopoUv va Ttapdoyouy, Katd to Sokovv, uTtnpecieg péow
Jupmpd&ewv Anpoociou kat IStwTtikoV Topéa (Z.A.1.T.). 1o MAaiolo autd kpiolun evépyela
OUVIOTA 1 oUVTaEn HNTPWOU HE OLWTIkOUG ¢opeig, oL omoiol, e€pdoov TANpovv
OUYKEeKpPLUEVEG TIpoUTIoBEoEL (SlamioTevuon) Ba cupmpd&ouy, pe popeig Tou dnuoociov, pe



okomd TNV Tapoxr €e§LOEIKEUPEVWY  UTIMPECIWY TIPoG  Oderog TG  Yndrakrig
SlokuBépvnong. Evoeiktikd:

— Mopoxr) CUUPOVAEUTIKWY UTINPECLWY AoPEAELOG.

— Moapoyr) umnpeotwyv dtaovvdeong kat ipootaciog amnd embéoelg DoS/DDoS.
— MMopoyr| UTINPECLWYV TEXVIKWYV EAEYXWV A0DAAELAS.

— Moapoyr) umnpeowwy threat intelligence.

— Eykatdotaon kat Aettoupyio €E0TALOHOU 1)/Kat AoyLOpIKoU oo PEAELQ.

To puntpwo pmopei va teptdapBdavet mAnpodopieg dmwg:

— Avrtiotoiylon popéwv e TG uTtnpeoieg o evdéyetal va {ntnBovv amd tnv Apxr,
€(TE Y10 EOWTEPLKOUG OKOTIOUG, E(TE YL AOYOPLATHUS TWV ETIOTITEVOHEVWY HOPEWV.

— 'Evdelgn kdotoug avd eTimeSo 0TEAEXOUS.

— Tpdémog €kdoong evtoAwv ayopdg (work orders) 1 pivi-Slaknpvgewyv yia
OUYKEKPLUEVA QVTIKE(PEVA.

— Emineda mapoxrig andkpiong Gopéa katl uTmpeoiwy (SLA).
— EvdeikTikol 6pot cuvaAAaywV, TLHOAGYNONG, PTITPES, KATL.

EmumpooBétwg, mpoteivetal n damiotevon Twy v Adyw Popéwv, Hé€ow KpLtnpiwv Tov Ba
adopovV eVOELKTIKA:

— Epmelpio mopdxou Kat GTEAEXWV TOV.
— TMotomooeLg.
— NMapovoia otnv EAAnvikn ayopd.

— 'Epya o€ EupwTaikoUg opyaviopovg.

10.4 EMBAHMATIKEZ APAZTHPIOTHTEZ

ZTOXOI APAZTHPIOTHTEZ OPOZHMA
4.A.1.Ekniévnon  pecopokpompdBeopng R&D Q12022 -
avtévtag pe Bepatikég mou mpowbBolv TNV OUVEXNG

ebappoyr] TG oTpatnNyLkrg KUBEpvoaodaAelag.  dpaotnploTnTa
4.A.2. Mpoaywyr] Siktdwong yla Vv edopuoyn

,‘"A' flpoaywyn g KOLVOTOMLWYV OTOV TOHEQ TNG KUBEpvoaohdAeLag Q2 2023~
Epeuvag ko . , , CUVEXT|G
. (TEXVOAOYLKA TIAPKA, CUMTIAEYHOTO KAUVOTOMIOG R
Avdamntuéng KL Spaotnpétta
4.A.3. Avamtuén evioyupEVNG ouvepyaoiag Pe Q22022-
akadnUaAikoUg Kot EpEVVNTIKOUG Popelg o€ ouveX1|

Bépata kuBepvoaoddielag Spaotnpétta



4.B. Mapoxn
EMEVOUTIKWVY KIVATPWV

4.I'. A§lomoinon
Zupmpd&ewv Anpociov
Kot 181wTikoV Topéa
(ZAIT)

4.B.1. Anpuoupyia epyoaieloBrikng (toolkit) yia
TNV Tapakivnon Twv  ETMIXELPHIOEWY  OTNV
enévduon  pETpwV  KuPepvoaoddAelag  pe
Xpnotpotoinon ONMUOCLOVOULKWY Ko
OLKOVOHULKWYV KIVATPWY OTWG TLY. HELWHEVN
bopoAdynon), emyopnyroeLs K.a.

4.B.2.  AvAmTUEn  KOVOTOHWY — UNXOVIOHWV
Xpnpatodotnong

4.1, Ekmévnon amatrioewyv yio mapdxoug
UTINPECLWV KUPBepvoaadEAeLag

4.7.2. Evap&n mpoypappaTikiG ouVEPYAoiog HE
v EWdikr) Mpappoteion ZAIT

4.r.3. Katdption pNTPWOU CUUTIPATTOVCOWV
ETALPLWV

Q22022 -

ouveXT|§
Spaotnpétta

Q22022 -

ouveXT|§
Spaotnpéotta

Q3 2022
Q4 2021

Q4 2022



11 2TPATHIIKOZ 2TOXOZ 5. ANAINTY=H
IKANOTHTQN (CAPACITY BUILDING),
MPOAINQIrH THZ ENHMEPQZHZ KAl
EYAIZOHTOMNOIHZHZ

11.1 ElAIKOE 2TOXOX 5.A.: BEATIQZH IKANOTHTQON MEZQ OPFANQZHZ
KATAAAHAQN AZKHZEQN

Baolkd otéxo NG ZTpatnylkrg amoteAel n Onuioupyio mAalciov dlopkoug
ekmaidevong kot a§loAdynong tng etolpdtnTag twv Popéwv oto va amokplBouv oe
oupPdvrta kuBepvoaoddelas. Mpog autri Vv KatevBuvon, n Apxrj, o€ cuvepyaoio pe
EBvikoUg kat Eupwaikoug dpopeis, Ba kabopioel To eplexdpevo kat To pubud Sievépyelag
AOKNOEWV KUBEPVOAOPAAELNG, WOTE VA EEOUOLWTEL, OTO PETPO TIOU aUTO Elvat duvato,
QTIELAEG TIOU EVOEXETAL VAL ETINPEACOUVV TIG AELTOUPYLEG TNG Anpdotag Alolknong Kot Twv
Aotmwv epmAekOpeVwWY Popéwv. Ot EBVikég Aokrjoelg EToludTNTAG AOTEAOUV ONUAVTLIKO
gpyoreio yla Vv a&loAdynon tng €TOLHOTNTAG TWV GOPEWV TIOU CUHHUETEXOUV Kal TOV
EVTOTILOMO TWV ASUVAMLWYV KL TNG EVTIABELAG TV CUCTNHATWY. MéOW TNG TIPOCOHOiWoNG
TIEPLOTATIKWY aoPdAelag TTOpEXETAL 1 SUVATOTNTA VA OVTIHETWTILOOOUV TEPLOTATIKA
acpdAelag o ouvOrikeg IOV AVOAOYOUV O TIPAYHATLKE TIEPLOTATIKE, HE TNV ebappoyn
OXETIKWV HETPpWV aoddAetag ou €xouv AndBei kabwg kat cuvadwyv kataptioBévtwy
oxedlwv €KTAKTING aVAYKNG, WoTe oL Gopeig va TPofoUV OTIG OXETIKEG PEATIWOELG Kol
ETIKALPOTIONOELG. MepalTépw, HE TG OAOKNAOEL OUTEG E€VIOYVETAL TN avtoAAayn
TIANPOPOPLWIV KOL YVWOEWY, N CUVEPYOT(at HETAEY TwWV POPEWY TIOU CUHIETEXOUV EVW
€VOUVOHWVETAL, TIAPEAANAa | kKouAToUpa TNG cuvepyaaiag yla Tnv avgnon tou emninedou
KuBepvoaoddAelog otn xwpa.

Ot aokrjoelg eTolpdTNTOg Slegdyovtal o€ TOKTA XPovika dtaotrjpata. Ol aoKroELg
enomtevovtal and tnv EBvikr} Apxri KuBepvoaoddAetlag kat oxedidlovtat Bdoel caduwg
OPLOHEVWY XPOVOSLOYPAUHATWY, pOAwY, cevapiwy Kol oTOXWV. Ta ATOTEAECUATA TWV
AOKT|OEWY Kol t8LaiTepa N yvwon Tou €xeL atoKINOel TPEMEL VA KOLVOTIOLOUVTOL OTOUG
EUTIAEKOUEVOUG OTIG AOKTOEL;, 0AA& kol o€ dAAoug appddioug dopeig. EmdlwKeTal 1
ovppetoxr) ™G EAN&Sag oe eupwmaikég kot SleBvelg aokrjoelg etolpotnTag. Mo tnv
EKTEAEON TwV aoKoEwv dUvatal va XPnolpoTolnBoUv CUYKEKPLUEVEG NAEKTPOVIKEG
(online) MAatddppeg o Trapéyouv SuvatdtnTeg Kaboplopov oevapiwy, opltopol opddwv
(emtiB€pevol, apuvopevol), apakolovBnong g €€€AENG TG doknong, koataypadrig
Se§lotiTwy avd opdda kat péAog autrig, kaBwg kat cuvepyaoiog pe TANBwpa dopéwv amd
Kplotlpoug, yla tn Anupdota Aloiknon, Topels. Tavtdxpova, n Apxr) Ba cuppeTEXEL EvepYd o€
aoknoelg onwg n Cyber Europe mou Slopyavwvetal and tov Eupwmaikéd Opyaviopd
Aoddhelag MAnpodoplwv kat Aiktowv (ENISA) vy n Locked Shields mou dtopyavwvetat amd
10 NATO 1y 0o MANONTHZ mtou dtopyavwvetal ard To EAANVLIKS KPATOG.



11.1.1  Avamrtuén kat xprion mAatpoppag “cyber range”

KaBuwg ot aokrioelg kuBepvoacddielag oe EBvikd emimedo eivar dvokoAro va
opyavwBolv, gvw amattolv onpaviikd kovdoUAla yla tn Slopydvwon Kal €TTuxr
oAokArjpwor Toug, n Apxri ipoteivetal va ipoBei oe avamtuén 1 xprion mAatdpdpuag cyber
range. Ot ev Adyw mAaTtPpoppeg eivarl Stadiktuakeg (online platforms) kat amookomovv otn
onutovpyio TEPPBAANOVTOG TO OTIOI0 EEOMOLWVEL TIPAYHOTIKA SikTuQ, €TITIOEUEVOUG Kal
XPNOTEG, pé€oa amd €va TAAIOLO TIPOCOHOIWoNG TO OoTolo amavidtal o€ SLHSIKTUAKA
malyvia. OuolaoTtikd, ol TAATPOpHES cyber range xpnotpoTolouvTal wg akoAoUBwG:

— O emkedarig Twv aokrjoewv (t.x. 1 EBvikr} Apxr) KuBepvoaoddelag) opilel to
miepBEAAoV yla To otoio Ba AdPeL xwpa pa &oknom, VW OpadoTIOLEL TOUG XPriOTES (TT.).
oteAéyn Dopéwv) o€ KOKKkvn opdda (emiTiOEpevol) Kot PTAE opdda (opuvOuEvoL).
Tavtdypova, BETel TOug 0TOXOUG Kal 0piCeL TO XPOVIKO SLAoTNHA péoa 0TO oTtolo Ba TTpETEL
va €xel OAoKANpwOel n doknon.

— Kd&Be opdda €xel €va oevdplo to omoio Ba mpémel va akoAouBrioel, pe TAnBwpa
epyoreiwv va givat StaB€otpa, dmwg penetration testing tools, forensic tools k.At.

— O emikedaArig yvwpilet ) AVon yla kdBe mBavd oevdplo, avd opdda, Kat pmopel
Vo TIopAoxeL oUVTOMEG TIANpodopieg (tips) ota pEAN NG, Ta omoio dpwG pTopel va
KATAVOAWVOLUY TIOVTOUG (epOoov TO €xeL Opioel O E€TUKEDAAI]G) TIPOKELUEVOU Vv
amokTtrjoovv pdoPaon o€ P€Pog TNG AVoNG NG doknong. ‘Oco PELWVOVTAL OL TIOVTOL JLaG
opddog, TO00 «peLVETAL N a§LOASGYNOT]» TNG EVAVTL TNG «AVTITIHANG».

— O emikedaAr|g TapakoAouBel Tnv topeio Twv HEAWV TwV OpaSwV Kal eivat o€ B€on
VOl KATAVOT|OEL TUXOV KEVA TIou UTIdpYOoUV avadoplkd pe SeELOTNTES, XpOVoUg amoKpLoNng,
KATL., woTte va TapayBouv ol katdAAnAeg avadopég ou Ba xpnotpomoinbouvv yla v
TEPALTEPW eKTIOOEUOT) HEAWY DOpPEWV.

— Ta péAN Twv opddwv ouvepydlovtal, avtalldooouv 1O€eg, SoklpuAlouv VEEG
TIPAKTIKEG Kol €PYOAE(n, €vw katavoouv To emimedo de€lotritwy Toug oe TAnBwpa
oevopiwv ta omoia, SUVNTIKE, ATTOTEAOUV TIPAYHATIKA CEVEPLO ATIELAWV.

Katd ouvénela, n avdmtugn 1} n xprion vndpyovoag mAathoppog (amd egeldikeupévoug
Tiopoyovg), Ba BonBrjoel oto va dnuioupynBel To KATAAANAO TEPLBAANOV YLl TNV TEXVIKY
ekmaidevon twv oteheywv Popéwv, dlatnpwvTtag Tn CUVEXT ETAypUTIVNOT TOUG EVavTl
KuBepvoameAwy Tou propel va B€couv o€ kivouvo TNV eTIYELPNOLAKT] TOUG AELToUpyia Kot
TIaPOXT] UTINPECLWV.

11.2 ElAIKOZ 2TOXO:z 5.B.: AZIONOIHZH ZYITXPONQN MEGOAQN KAl
EPFAAEIQN KATAPTIZHZ KAI EKMAIAEYZHE

ISlaitepn €udaon Sidetar otV TPOETOLPACIA TWV HEAANOVTIKWV OTEAEXWV TWV
Qopéwv otov Topéa TNG KUPBEPVOXOGDAAELAG, Yl TO OTIOIO OTTOUTE(TOL EUTIPOKTN
vrootriplén Kal amd Ta LOPUHOTA QVWTEPNG KOl QVWTATNG eKTAideUONG. AppNKIA
ouvOESEPEVN E TNV EVIOYUOT TNG EPEUVOG Kal AVATITUENG Kol TNG ouvepyaoiog HETagy



Dopwy, eival n dnuoupyio KATAAANAWY KIVITPWV WOTE OL VESTEPES YeVLEG va €pBouv o€
dpeon enadr pe TV kuBepvoacddAela Kal Vo LTTOPOUV Vo TNV ETAEEOUV WG AVTIKE(IEVO
omovdwv 1} e&eldikevong. AwTEPOG 0TOX0G amoteAel n eykadidpuon mAatciov kKuBepvo-
LYLELVTG KOl ] Snpovpyia BeTIKTG KOUATOUPOG TIPOG TNV KUPEpVOaoPIAELQ.

Eldikotepa, oTlq eUPANUATIKEG OpaoTnpldTNTEG TOu €V Adyw €LdLkoU OTOXOU
OUYKOTaAEyovTaL, HETOEY GAAWV:

11.2.1 X)x€d10 Apdong yla tnv Eknaidevon kat tnv EvaioOntomoinon

H avamtuén kavotitwy, n ovotnuatiky kot Slapkrg ekmaibevorn, oAAQ Kol n
evatoOnromoinon kat Statripnon €vog uPnAol €emESOU EVNUEPOTNTOAG OAWV TWV
OUMMETEXOVTWY 0TO EBVikS Otkoovotnua KuBepvooddhelag, amoteAolv Baoikd otolyeia
ya v g§aoddAion TG €ypriyopong EVOVTL TWV OTELAWV KOl TNG OTOTEAECHUATIKNAG
QVTATIOKPLOTG OTA TIEPLOTATIKA AohAAELAS.

KaBoplotikrig onpaoiag yio tnv emtuxry éKpaon twv dpdoewv Tou Tapdvia oTPATNYLKOU
otdxov, amoteAel n avamtudn oxediov ekmaidevong CUPPATO KAl EVAPHUOVIOHEVO UE TIG
avdaykeg Tou OlkoouoTrpaToG. 2To OYESL0 TIPEMEL v TIBEVTAL OUYKEKPLUEVOL OTOXOL
OXETIKA PE TNV eKTIA{SEVON KOl EVNHUEPWOT) TWV SLAPOPETIKWY OPASWV eVOLADEPOUEVWIV
Ko va Lyvoypadeitat o 081kog xApTnG yla TNV €miteLEn TOUG.

Eva Zxé€dlo Apdong ywx tnv Ekmaidevon kot tv Evoiednromoinon, mpénel va
mepAapPBdvel v avdAuon NG UPLOTAUEVNG KATAOTOONG (TIaylwHEVEG SPAOELS Kal
gUTAEKOpEVOL, KoTaypadr] TG KOuAtoUpog yla v kuPBepvoaoddAela, o poiog Ttwv
aKadNUOIKWY  I8PUHATWY, K.T.A.), HE oOKOmd TNV ovdadelfn Ttwv eAAelPewv TOU
Okoovuotripatog. To ox€0lo TPEMEL Vo CUUTIANPWOEl pe otoxeupéveg Opdoelg Kol
Sdpoaotnpdtntes. Kpivetalr amapaitntn n OdKplon Twv OYETIKWY SpactnploTiTwy,
avdAoya pe To kKovo oTo oTtoio ameuBuvovtal (emayyeApatieg kuBepvoaoddAelag, oTeAEXN
1] ETUTEMKG OTEAEXT) ETILXELPTIOEWV, TTIOA(TEG K. T.A.).

To Xx€dl0 Apdong yio tnv Ekmaidevon kat tnv EuvaicOntomoinon, mAatoiwvel toug
UTIOAOLTIOUG ELOLKOUG OTOXOUG, TIPEXOVTAG KATEVBUVTIPLEG YPOUMES yla TNV BEATiwoN TNG
KOUATOUPOG, TNG avTIANWNG oaAA& Kal TG TEXVOoyvwoiag Tou amatteital yio évo uPnAd
eninedo aodpdAeiog twv mAnpodoptlwv. Eniong, mpémnel va urtootnpietat amd pnyaviopovg
ylal TNV TapakoAovBnon Kat Tn HETPN O TNG ETHTEVENG TWV OYETIKWY OTOXWV.

11.2.2 [MAaioto avafaBuiong Teyvoyvwaoiog kat Ikavotritwyv EmayyeApatiwy

Baotkd otdyxo Tng ZTpatnytkrig, amoteAel n dnuiovpyia mAatciou dtapkolg ekmaidevong
Kol eTolpdT TG Twv Popéwv oto va amokplBovv oe cupfavta kuBepvoaoddAetag. Mpog
autr TNV katevBuvon, ot apuddiotl popeig pémel va kaBoploouv CUYKEKPLUEVEG SPATELS
Ko TTapePPAoELg, TTou va adopoUV 0TOUG TTOPAKATW TTUAWVES.

»  Akadnpuaikr Ekmaidevon

ISlaitepn €udoon SideTal oTnNV TIPOETOLHOTIO TWV HEANOVTIKWY OTEAEXWV TwV Dopéwv
oTov Topéa NG KuBepvoaoddlelag, yio tnv omoia Bacikd poro diadpapatifouv ta
akodnuaika Wpvpata, TOo0o e TV Snuoupyia KOTAANAWY TIPOTITUXLAKWY Kol



METATITUXLOKWY TIPOYPOHUUATWY OTIoudwy, 000 Kol HE TNV Onpoupyiot KATEAANAWY
KW TPpWV yLa TNV TIPOCEAKUOT OTIOUSAOTWYV OTOUG OYETIKOUG KAGSOUG OTIOUS V.

IYETIKEG OPATELG Elval: a) N ATIOTIPNOT TNG KAAVYNG TWV EAGYLOTWY IKAVOTHTWY TIOU
amattel To uplotdpevo tomio amelAwy (threat landscape) kat B) 0 kaBoplopdg oToxeLVHEVWY
OPACEWV yla TNV TIPOCGEAKUOT) OTIOUSACTWV.

» EmayyeApatikn Katdption

E&loou onpavtikr Bewpeitat n TAKTIKY ETLKALPOTIOMNOT TWV YVWOEWV Kat SEELOTHTWY
TWV EMOYYEAHATIWV, KOBWG oL TeEYVOAOYLKEG EEEAEELG AANA KO aTTELAEG, HETABAANOVTAL
OUVEXWG.

IXETIKEG OPAOELG glval: o) 0 KOBOPLOPOG KIVTPWY yla TG SNUOCLEG KOL OLWTIKEG
ETIYELPT]OELG KAL OTOUG ETIAYYEAUXTIEG AUTWYV, YLO CUUHETOXT] TWV TEAEVTAIWY o€ SpdoElg
Kotdptiong kat B) n dnuioupyia EEELSIKEVPEVWV TIPOYPAUUATWY KATAPTLONG

» Aw-Biov M&Bnon

Mpoypdppata  omoudwyv Tou va  utootnpifouv  eMaYYEAUOTIEG  OYETIKWV
ETIAYYEAUOTIKWY KAGOWV Kal ELSIKOTHTWY, WOTE Va evnpepwBoUV Kal va eKTTatdguToUV o€
KOTdANAoug Topeis G kuPepvoaoddhelag, eumioutifovtag €tol to Slabéoipo
avOpwTivo SUVAMIKO.

IXETIKEG OpAoELg elvat: a) 1 kaTaypoadr] kat avaiuon tou vbLotdpevou TAatoiov Sia-
Blou péBnong kat B) n Snuioupyia TPOTAoEWV Yyl TIAPEUPACEL] OXETIKEG ME TNV
TIPOCEAKUOT ETTOYYEAMATLWV SLAPOPETIKWV KAGSWV.

Eldikd yia TG Spdoelg ou oxetiCovral pe Tnv akadnpaikr ekmaidevon, kpiveTal oKOTILHO
va. oxedlootolv emayyeAPaTikd Tpodid yia toug Stddopoug poAoug oTov TOMPEN TNG
kuBepvoaoddelag. O ocadrig oplopds poAwyv, eumeplExel Teplypadr) TPoodvTwy,
KoBnkOvIwy, TIou dpouv BonBnTikd o€ omoladrimote dpAoT KATAPTLONG Kot EKTIAIOEVONG.
Eniong, moapéxetar cadriq emayyeAHATIKOG TTIPOCAVATOAOUSOG O0TOUG evdladePOUEVOUG
VEOUG,

Ewdikd ya tig §pdoelg avamtugng tkavoTrtwy, ISLTEPA ATIOTEAECHATIKOG HNXOAVIOHOG
avamntuéng Seglomitwv amotedel n dievépyela aokrioewv kuPepvoaoddAelag, TOU
e€opolwvouy meplotatikd aoddrelag Bdoel mpokaboplopévwy oevapiwv. OL ev Adyw
QOKNOELG €EUTINPETOUV PE TIOAAOUG TPOTIOUG TOU CUMHETEXOVTEG: o) O&LOAOYNnom g
ETOLMOTNTAG KAl TwV OYediwv €KTOKTNG avdykng, B) KoAAEpyel NG avioAAayrig
TIANPOPOPLWIV KAl YVWOEWV KAl TNG CUVEPYOTLag, Y) SoKLUr Kot avamtuén Se&lotrtwy.

11.2.3 Anpoupyic AoV

‘Exovtog katavorjoeL kal 0pioeL TG opddeg —target groups Tou n kEOe eKTTALOEVTIKT
opdon Ba €xel wg otéxo, N Apxr] TPOTEIVETAL VA TIPOYWPNOEL 0T SnuLoupyiat Tou
KATdAANAou VAIkoV. TovifeTal n avdykrn CUPPETOXTG Kot GAAWV apywv, 6Twg o ENISA, n
AMANX, n EETT, n A/von HAektpovikol EykArjpatog EAAnvikrig Actuvopiag, diwTtikol
dopeig, KA.

To VAkS adopd, HETAEY AAAwV:



(o))
D

Evnuépwon otelexwv — tapoucioon: Oa e&nyel ota oteréyxn Popéwv Tig Pacikeg
apXEG TNG VEAG KOUATOUPAG, TIG VEEG eTOUUNTEG cupTIEPLDOPEG KABWG Kot TUXOV
B€pata Tou pmopel va ipokUPouy yia Tov ekdotote Popéa amo T pn edoppoyn
TWV VEWV Kavovwyv kal Sadlkaolwv amd toug epyalopévous. H ev Adyw
mopouciaon Ba pmopel va ypnotpomoinBel katd tn Sidpkela €vtagng vEwv
OTEAEXWV.

AVATTUEN evnuEPWTIKOU UAILkOU — PuAAddia kot adioeg: Ma Bépata OMwg:
KakdBoulo Aoylopiko, Kowvwvikr] pnyavikr kot phishing, Mpootacio mpoowTiikwy
dedopévwy, study visits, Kivntég ouokevég, Xprion nAekTpovikoy Toxudpopeiov,
Entiokeyn o€ .otdtomoug, Mpootacio eE0TALOHOU KOTd TN SLEPKELX TWV SLOKOTIWY,
KATL.

AVATITUEN EVNUEPWTIKWYV NAEKTPOVIKWY PNVURATWY [ e-mails pe cupBoulég (tips):
Oa OTEAVOVTOL OTO OTEAEXT) OE OUYKEKPLUEVEG XPOVLKEG TIEPLOSOUG OTIOU N
oUYVOTNTA TWV TIEPLOTATIKWY Yyl Slappogg 11 kAomég Sedopévwy elval o
avénuévn kot pe mpoeldomorioelg avadoptkd pe 1oUg 1) dAAoug Kivduvoug (..
Oktwpplog — cyber security, NoéuPplog Black Friday, mepiodog Xpiotouyévvwv-
MpwTtoxpovidg, Tepiodol ekTwoswy, Moy, KOAOKALPLVEG SLAKOTIEG, TPLHUEPQ).
Avdmtuén mpoypoppdtwy e-learning: Oa mepthapPdvouvv tECT OTO OTOIO TA
Zteléyn Ba kadovvtal va emiBeBatwoouy OTL KATAVOOUV TOUG KAVOVEG Kal TLG
oupmeptdpopég Tou eTREAAEL 1 VEX kKOUAToUpa aoddAelag TAnpodoplwv. To
TPOypoppa Ba KOAUTITEL TIG aKOAOUBEG €VOELIKTIKEG OEPATIKEG EVOTNTEG:
Mpootaocia dedopévwy Popea, NMpootaoia mpoowTtikwyv dedopévwy, Opbr xprion
ovotnuatwy, Opbr xprion Kwdikwv oaoddrelag, Opb xprion eTapikov
nNAekTpovikoU Ttoxudpopeiov, Kivntéq OUOKeEVEG Kal Hovadeg amobrikevong,
Kotvwvikr) pnxavikr], Avadpopd cupfaviwy aodpdretag, Karég mpakTikég, Quotkn
aohAAELD, KATT.

AVATITUEN eKTIAULSEVTIKOU TIPOYPAUMUATOG Ylot OTEAEXT AleuBUvoewv 1) TUNUATOG
MAnpodopLkrg (Slayelplotég ocuotnpdTwy, developers, KATL).

Eknaidevon ekmawdevtwyv — otedeywyv twv Popéwv mou Ba avaidBouv otn
ouvéxela TNV uvlomoinon ekmaudevoewv o€ Bépata Slayeiplong & mpootaociog
OedopEVWV.

Frequently asked questions (FAQ): KaBoplopdg mibavwy epwIroewy Kot OXETIKES
amnavtroelg (Ba pmopovv va avaptnBoulv o€ LoTOTOTIOUG, KATL.).

Hotline démou ®opeig (PEBY kot MWY) Ba pmopovv va ameuvBivovtal yio
Slevkpvijoelg, amopieg 1} AAAa B€pata Trou dmtovtat TG aoddAetog AN podopLwy
(Stadikaoia, epwtrjpata, escalation points, teptypadr] pdAou KAT).

Online alerting application: Eykoatdotoaon kot xprion epyoieiov ymoblakxrig
ebappoyrig n omoia ATTOCKOTIEL 0TO VAL EVIOYVEL T EKTIAUSEVTLIKE HNVUMATO OTOUG
XPrioteg, uTevBUNICoVTAG TOUG HEOW MNVUPATWY 0To Kyntd TN onpacio g
aopdAelag kat tpootaciog Twv dedopévwy, Bonbuwvtag pe Tov TpdTO AUTSO OTNV
edpaiwon Twv emBupnTwy cupTEPLPOPWV.



11.2.4 ZEQVAPLA

IStaitepn Baputnta Ba 500¢ei o exkmaideutikd oepvapta YieLBuvwy Aodaielag
Kat Alktowv ta ottoia Ba Stopyavwoet n Apxy.

11.3 ElAIKOZ 2TOXOz 5.I.: AIAPKHEZ ENHMEPQ3H DOPEQN KAI MOAITQN
ANA®OPIKA ME GEMATA KYBEPNOAZ®AAEIAZ

H emtuyrig vAotoinon g EBvikrg Ztpatnyikrig KuBepvoaoddelag, e§aptdtat kat
amd ™ Snuioupyla Betikriq kKoudtoupag aoddrelag oe eBvikd emimedo. H Siapkrig
EVNMEPWOT TOU YEVIKOU TIANBUCHOU amoTeAel €vav amd Toug KPLoLHOTEPOUG TIaPdyOVTES
gmLTuyiag TNG ZTPATNYLKNG, Kal, WG €K TOUTOU, TIPETEL Vo a§loAoynBoUv oL UPLOTAUEVES
Opaoelg evaloBnrtomoinong Kol evnpépwong (wg amdppota tou Zxediov Apdong ylo Tnv
Ekmnaidevon kat tnv EvatcOntomoinon) kat va kaboplotolv ot Teploxeg mou xpriouv
TEEPALTEPW SPOTTNPLOTIOINONG.

3e ouvepyaoio PE TOUG eUTIAEKOPEVOUG €BVIKOUG opyaviopoUg, TIPOTEIVETAL Va
onuovpynBei éva EBvikS Mpdypappa Evaiadntomnoinong yia tnv KuBepvoaoddalera, pe
oKkoTd TNV TATjpN KEAUYN AWV TWV NAIKIKKWY KAl KOWVWVIKWY OPEdwY TIOATWY, ME
KATEAANAO Kot oUYXPOVO UAIKO EVIHEPWON.

ATIWTEPOG 0TO)X0G amoTeAel N eykoBidpuon evdg mAalciov KuPBepvo-uyLELVG Kol N
eykaBidpuon pla €BvVikG kouAtoUpag gualcBnTomoinong wg TPog TNV Tpoaywyr g
KuBepvoaohaAeLag.

11.4 EMBAHMATIKEZ APAZTHPIOTHTEZ

ZTOXOI APAZTHPIOTHTEZX OPOZHMA
5.A.1. Ekmévnon tou EBvikov Mpoypdppartog Q12022-
Aockrioewv KuBepvoaoddelag ouveXT|§
Spaotnpéotta
5.A.2. Avamtuén kavétntog kat Sladlkaolwv Q12022 -
5.A. BeAtiwon "lessons learnt" GUVEXT|S
lK(XV’OTI"'|'l.'wV péow SpacmpiéTnTa
opyavang ) 5.A.3. A§lomoinon mhatddppag tomou “cyber Q12022 -
KOTAAANAWY OOKIOEWY  range” yio TNV EKTIALSEUOT) TWV SLOYELPLOTLV ouveyxTig
(aopaAeLag, SIKTUWY, CUCTNHATWY, Spaotnpétta
ebappoywv, Baoewv SeSOPEVWY, KATL.) TNG
Apxng kat Twv Qopéwv
5.B.1. Katdption EVNUEPWTLKOV Kat Zuvexng
5.B. Aftomroino Z)K:F;LS)EUHKOL’) UALKOU (YEVIKO Kal ava Katnyopia  dpactnplotnta
OUYXpOVIY HeBodwy 5.B.2. Ekmévnon Zyxediov Apdong yix tnv Q1 2022
KoL EPYAAEiwV s E 6 ,
KOTAPTIONG Kal Exmad euom ko Ty EvaioBnromoinan
EKTIUSEVONC 5.B.3. |I_|>\(XLOI.O avaBaGchTr]q Texvoyvwoiag kat Q4 2024 -
IkavoTTwy EMatyyeApatiwv ZUVEXNG
Spaotnpéotta



5.[. Alpkrig
evnuépwon Oopéwv
KoL TIOALTWYV o€ B€pata
kuBepvoaopaAeLag

5.M.1. Ekmévnon tou EBvikoU Mpoypdppatog Q42023 -

EvaioBnromoinong ya v KuBepvoaoddeia Zuvexns
Spaotnpétta

5.I.2. Awpdpdwon TAacioU ETIKOLVWVIOKTY|G Q12022 -

Sloelplong MEPLOTATIKWYV ouvexX1i
Spaotnpéotta



12 A=ZIOAOIMHZH KAl ANATPOOOAOTHZH

H vAomoinon twv otpatnytkwy otdywv g EBvikrig Ztpatnyikri KuBepvoaoddetag
mioapakoAouBeitat amd v EBvikr) Apxr) KuBepvoaoddAetag, pe okotd tnv a§loAdynon Kait
™mv avatpododdtnon G Ztpatnytkrs. Ewdikdtepa, oto mAaiolo a§loAdynong kat
avatpododdtnong g Ztpatnylkris Ba opyavwBel €va olokAnpwpévo oUOTNHX
mopakoAovBnong kat a§loAdynong tng mopeiag ebappoyrg TNG ZTPATNYIKAG HECW TNG
avATTUENG KATAAANAWY SetkTwyv pétpnong (KPIs, KRIs), ékdoong meplodikwv ekBEoewv Kal
etrolag €kBeong Spdoewv Kol ATOTEAECHATWY (TTHpdAANAa pe v €kdoon threat
landscape report), cAA& kat a&lottoinong epyoreiwy Kot BEATIOTWY TIPAKTIKWV (TT.X. ENISA):

Katdption odokAnpwpévou
katohdyou Seiktwy KPIs,
KRIs

ZUvtadn meplodikwv
ekBéoewv a§loAdynong

(quarterly reporting) kat
etrjolog ékBeong o€
ouvduaoud pe v €kdoon
etrjowwv threat landscape

reports.

Edappoyr] Bértiotwy

TIPOKTLKWV (TL.X.
epyaheloBrikn ENISA)
a§loAdynong kot
avotpododdtnong tng

ZTPOTNYLKTG

Eikdva 16 MAaioto a&loAdynong kot avatpopodotnons g ESvikrig Ztpatnyikric KuBepvoaopdadeiog

AapBdvovtag e umtdyn v avdaykn dtapdpdwong evog To pakpotpdBeopou
opiCovta otnv vlomoinon Twv TEPLypadPOpEVWY  TIPWTOBOVALWV Kol Spdoewy,
TIPOKPIVETAL 1) TTAPOVCA CTPATNYLKT] VO ETILKALPOTIOLE(TAL AV TIEVTE €T1).
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13 NINAKAZ EMBAHMATIKQN APAZTHPIOTHTQN

2ZTPATHIIKOI ZTOXOI

1. ‘Eva Aettoupyiko
cvoTnua
SakuBépvnong

EIAIKOI ZTOXOI

1.A. BeAtiotomoinon
ToU TMAaLG{oU
opydvwong kot
Aeltoupyiag Sopwv
Kol SladLlkaoLwv

EMBAHMATIKEX
APAZTHPIOTHTEZ

1.A.1. AvAmtugn oAokAnNpwpEVoU
OUOTHHOTOG Sl ElpLomg
KuBepvoaodaelag yla popeig Tou
dnpoociov

1.A.2. Avdmtuén mhawoiou
TIpoAYWYN§ TNG APLOTEIG OTOV
TOMEQ TNG KUBEPVOATDAAELG
(cybersecurity excellence
management framework)

1.A.3. Ekmiévnon topeakwyv oxediwv
Spadong (m.x. Energy, Healthcare,
Transport, Finance, Telco, Maritime
K.ATL.)

1.A.4. EvBuvdpwon unyxaviopwv
avtaAiayrig TAnpodpopLwv
(information sharing)

EMIMAEKOMENOI
®OPEIZ

E.A.K.,popeig kevipikrig
dnpootag dloiknong,
EOvikd CERT, CSIRT
FEEOA/AIKYB

E.AK.

E.A.K., Topeakd
Ymoupyeia, ®.E.B.Y./
My.Y., CSIRT
FEE@A/AIKYB, EBvikd
CERT

E.AK., okeiol popeig

KPls

1.A.1.K.1. AplBpdg
Y.A.M.A. [ApBuSS
bopéwv K.AA.

1.A.1.K.2. ApiBudg
bopéwv Tou
a&loloyrifnkav
1.A.2.K.1. ApiBudg
dopéwv Tou
Tiiotototr}Onkayv

1.A.2.K.2.
Mpoodioplopds
OUVOALKOU SelkTn)
emnidoong

1.A.3.K.1. ApBudg
oxediwv Tou
ekmovriBnkoav/AptBudg
TOMEWV

1.A.4.K.1. AptBuog
bopéwv Siktvou
avtoAaynig
TANpodopLLV

OPOzZHMA

Q22021

Q3 2022 -

ouvex1ig
Spaotnpétta

Q4 2024

Q22022
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1.B.
ATIOTEAECUATIKOG
oxedlaopdg
amnotipnong
ETKIVOUVOTNTAG KOL
Sloxelplong EKTakng
avaykng.

1.I". Evéuvdpwon
OUVEPYAOLWV OF
€0VIKS, eupwTIAiKS
Kot S1eBvég emimedo

1.B.1. Avdmtuén peBodoroyiag
avdAuong 6eS0pEVWVY KAl UNTPWOU
Kotoypodrig AmEAWY

1.B.2. EBvikdg oxedloouodg
amoTipnong emkvduvéTNTOG

1.B.3. EBvikdg oxedlaopdg EKTaKTNg
avaykng

1.[.1. Evioxuon g EAAnvikrig
TIPOUCLAG KOl CUUUETOXTIG OE
O1ebveiq ouppayieg yla Bépata
KuBepvoaohaeLag.

1.l.2. Ymootrjpt&n twv
OUVEPYOOLWY UE TPITA KPATN YL
petadopd texvoyvwoiag amod kat
TIPOG AUTEG PE 0TOXO TNV
gvioxuon tou kowvd uyniov
emnéSov aodpdAeLag KoL TNV
amOSOTIKOTEPN AVTIUETWTILON
TWV SLLGUVOPLOKWYV ATIELAWV.
1.l".3. Anpoupyia peBddou
koBoplopol Twv
TIPOCSOKWHUEVWY CUVEPYAOLWV

E.A.K., dopei Kevtikrig
Anpdolag Atoiknong,
®.E.B.Y./NWY.Y, CSIRT
FEE@A/AIKYB, EBviko
CERT, KEMEA

E.A.K., dopeig Kevtikrig
Anpdolag Atoiknong,
®.E.B.Y./NY.Y, CSIRT
FEE@A/AIKYB, EBviko
CERT, KEMEA

E.A.K., dopei Kevtikrig
Anpdolag Atoiknong,
®.E.B.Y./NY.Y, CSIRT
FEE@A/AIKYB, EBviko
CERT, KEMEA

E.AK., YNEZ, EQviké CERT

E.AK., YNEZ, EQviké CERT

E.AK., YNEZ, EQviké CERT

1.B.1.K.1. Z¥volo
SeS0UEVWY CUCTIHATO

1.B.2.K.1. OAokArjpwon)
oxedlaopov

1.B.3.K.1. OMokArjpwon
oxedlaopov

1.M.1.K.1. AptBuodg
ouVEpYaoLWV/
CUMMO LWV

1.[.2.K.1. ApBudg
OUVEPYAOLWV
1.[.2.K.2. AplBpdg
OXETIKWY OpATEWY

1.I.3.K.1. AptBudg
oUpPWVWY
ouvepyaoiog

Q4 2021

Q4 2021 -
ouveX1iG

a§loAdynon kat
ETLKALPOTIOMON

Q4 2021 -
ouvex1iG

a§loAdynon kat
ETLKALPOTIOMON

Zuvexng
Spaotnpétta

Zuvexng
Spaotnpétta

Q4 2021 -
Zuvexng
Spaotnpéotta
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2. OwpPAaKLoN KPIGLPWV
uTtoSopWV, aoPaAELlx
KoL VEEG TEYVOAOYIES

2.A. Katavénon Twv
TEXVOAOYLKWV
g€eAi&ewv kal Tov
TPATIOU TIOU
emmpeadouvy TNV
Ynéroi
StokuBépvnon.

2.B.AvoBdBpuion g
Tpootaciag
KpiolpwY UTIoSOo WV

yla Bépata kuBepvoaopdAetag
Kol ouvayn cupbwVwWY
OoUVEPYOOLaG PE TPITEG YWPES.

1.lM.4. Anpiovpyia povtélou
Sloxelplong wote péow g
OUVEPYOOLaG VO ETILITUYXAVETOL
TP60S0Gg OTNV TEPALTEPW
avamTudn Tou €0vikov emuméSou
aoPaAELaG, IKAVOTATWY Kol
gvatoBnrtomoinong

2.A.1. Edoppoyr) odokAnpwpévou
mAatoiov KuBepvoaodaeLag ylo Ta
Siktua 5G

2.A.2. Edappoyr| mhatsiov pétpwyv
Kol dpdoewy yia Tnv Texvntn
Nonpoouvn

2.A.3. Edpappoyr) mhatciov pétpwyv
kat Spdoewv yla to Internet of
Things (loT)

2.A.4. Avamtugn evioxupévng
ouvepyaoiog pe akadnpaikovg Kal
€PELVVNTLKOUG HOPEIG TTAVW OTIG VEEG
TEXVONOYIES

2.B.1. KaBoplopdg kau
ETIKALPOTIOMNON KATOAGYOU
KplolpwY uTIodOopWV

2.B.2. Avdmtuén kot ebappoyi
€viaiou oUVTOVLOTIKOU TTAALGIOU yLat
toug CISO

E.AK., YNEZ, EQviké CERT

E.AAK AAAE,EETT,
YTMEZ, E6viké CERT

E.A.K., EBviko CERT

E.A.K., EBviko CERT

E.AK., emotnpovikoi -
gpeuvnTikol Ppopeig,
I.IE.T., EBviké CERT

E.AK.

E.AK., ©.EB.Y./TY.Y.

1.IM.4.K.1. Katdtaén oe

S1ebveic deikteg

2.A.1.K.1. ©¢omion
mAaLoiou

2,A,2,K.1. Ekdoon
mAatoiou

2.A.3.K.1. EkSoon
TAatsiou

2.A.4.K.1. AplBpudg
OUVEPACLLWV TIOU
vlotolovvtal

2.B.1.K.1. Ekdoon
KOToAdyou

2.B.2.K.1. Ekdoon
TAatsiou

Q4 2021 -
Zuvexnisg
Spaotnpétta

Q4 2021 -
ouveX1G
Spaotnpétta
Q4 2021
ouveX1iG
Spaotnpéotta
Q4 2021

ouveX1§
Spaotnpéotta

Q4 2021

ouveX1§
Spaotnpétta

Q4 2022

Q1 2022



2.I.Owpdkion
OUOTNHATWY Kl
ebappoywv péow
EVIOUMEVWV
amaLtrioEWv
acdareiog

2.B.3. Avamtugn TpaKTIKWY
aviyveuong, ToooTikoTolnoNg,
TIPOTEPALOTIOMONG, EYKALPNG
Tipoetdotoinong kat Stoxeiplong
KvOUVWV yLot KP{OLEG UTIOSOUES

2.B.4. Ekmtévnon threat landscape
reports

2.lM.1.Avamtuén kat Stoxeipion
pntpwou uttodopwy (hardware),
AoylopikoU (software) kot QUAWY
TAnpodoplokwy ayaBwv o
Kplolpoug Topelg (dnudoto, KploLueg
UTIOSOIEQ)

2.T.2. Katnyoptomoinon ¢popéwv yla
TOV TIPOCSLOPLOUS EVICXUUEVWYV
amnaLtioewyv aopaieiog

2.T.3. Ekdoon evioyupévwy
amnattrioewv aodaleiog (opllévtia
Kol TOpEakd) AapBdvovtag umdwn
Ta S1eBvr) kat eupwmaikd standards
Kal Aol TiLotoTtonong

2.T.4. Ekdoon EL8IKWYV amaLTrioEwy
acdddetog oe Epya TIME

2.l".5. Avamtuén ouotrjpatog
eAéyywv (audit) ebappoyrg twv
amnattrioewyv oaoddAeLog

E.AK,®.EB.Y./VY,,
CSIRT FEEGA/AIKYB,
EOvikd CERT

E.A.K., dopeig Kevtikrig
Anpdolag Atoiknong,
®.E.B.Y./NY.Y, CSIRT
FEE@A/AIKYB, EBviko
CERT, KEMEA

E.AK.

E.AK.

E.AK., dpopeig Kevtikrig
Anpdolag Atoiknong,
®.E.B.Y./NY.Y, CSIRT
FEE@A/AIKYB, EBviko
CERT, KEMEA

E.AK.

E.AK.

2.B.3.K.1. Ekdoon
amotipnong
ETIKLVOUVOTNTOG

.B.4.K.1. ApiBudg
ekBéoewv/éTog

2.l1.K.1. ApBudg
UTIOSOPWV PUNTPWOU

2.I2.K.1. AptBudg
bopéwv Tou
Katnyoplotorjonkav

2.I.3.K.1. 'Ekdoon
amnaLtioewyv aopoieiog

2.IM.4.K.1. Ekdoon
ELOIKWV OTTAUTHCEWY

2.I".5.K.1. EAeyxol/étog

2.I".5.K.2. ®opeig oy
ENEyYOVTAL/ETOG

Q4 2022

Q4 2025

Q4 2021 -

ouveX1
Spaotnpétta

Q22023

Zuvexns
Spaotnpétta

Q4 2022 -
ouveX1i(
Spaotnpétta
Q4 2021 -

ouveX1iG
Spaotnpétta
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3. BeAtiotomoinon
Swaxeiplong
TIEPLOTATIKWY,

KO TOTIOAE T O TOU
KuBepvoeyKAjuaTOG
KO(L TPOOTACIN TNG
uwtikoTNTOG

3.A. BeAtlotomoinon
HEBSSWV, TEXVIKWV
Kat epyoAeiwv
avdAuong,
amdékplong Kat
Kolvotoinong
OUMPAVTWY

2.M.6. Avamtuén oAokAnpwuévou
ouoTrHaTog a&loAdynong eminédou
wpLHOTNTAg PopEwv

3.A.1. Anpovpyia Kévtpou
MapakorovBnong Kpiouwv
Ymodopwv Security Operations
Center-500()

3.A.2. Anpoupyia Cyber hotline

3.A.3. Oplopdg mhatoiov diayeiplong
OUMPAVTWY aodAeLag

3.A.4. Kotdption kot Stoyeipion
HNTPWOU CUPPBAVTWY (eTTionpa 1)/Kal
QVWVUHQ), CUPTIEPIAApBAVOpEVWY
OAWV TWV TANPOPOPLWV TIOU
adopovoav 1o CUPPAY, EVEPYELES
TIoU éAafav YWPa, ATIOTEAECHATA,
lessons learned.

3.A.5. AeLToupyia cUCTHHOTOG
TipooTaciag KUBEPVNTIKWV
LOTOTOTIWY

3.A.6. Mpdypappa mopakorovlnong
Kol a&loAdynong emédou
aodaetog ENnVIkoU
kuBepvoywpou (threat intelligence
tool)

E.AK.

E.A.K., EBviké CERT

E.A.K., EBviké CERT

E.A.K., EBviké CERT, CSIRT
FEEGA/AIKYB, KEMEA,
AANAE ATNATX.

E.A.K., EBviké CERT, CSIRT
FEEGA/AIKYB, KEMEA,
AANAE ANAMX.

E.A.K., EBviké CERT

E.A.K., EBvik6 CERT

2.I.6.K.1. ®opeig ou
a&loloyrifnkav

3.A.1.K.1. AptBudg
TIEPLOTATLKWV
Sioeiplong/étog

3.A.2.K.1. ApiBudg
KAfjoEwv

3.A.3.K.1. Ekdoon
mAaloiou

3.A.4.K.1. ZupBdvra kat

dedopéva TTou
gyypddovtal oTo
HNTpWO/uriva

3.A.5.K.1. AptBudg
lototénwy Tou
T(POOTATEVOVTAL

3.A.6.K.1.YAoToinon
OUCTIHOTOG

3.A.6.K.2. ZUvolo
QTELAWY TIOU
Kataypadovrtal

3.A.6.K.3. Ap1Budg
EVTOYHEVWV
bopéwv/ouokeuwy

Q4 2021 -
ouvex1iG
Spaotnpétta
Q4 2022 -
ouveX1G
Spaotnpétta
Q2 2023—

ouveX1§
Spaotnpéotta

Q22022

Q4 2023 -

ouvex1iG
Spaotnpétta

Q4 2021 -

ouveX1§
Spaotnpétta

Qa 2022 -

ouveX1§
Spaotnpétta



3.A.7.K.1.YAoToinon

OUCTIHOTOG
3.A.7. Eykatdotoon kot
TIOPALETPOTIOMOT) Open source 3.A.7.K.2. Z0volo Q4 2022
EPYOAEIOU CUOTIHATOG AUTOUATNG E AK. EBvkS CERT QTELAWY TIOU cuvexTic
eldotoinong yta tnv dtobeoipdtnTa ! Kataypadovral ,
TWV LOTOTOTIWV KL TWV SIKTUOKWYV SpactnpiétnTa
OUOKEUWY 3.A.7.K.3. AplBpdg

EVTOYHEVWV

bopéwv/ouokeuwyv

3.A.8.K.1.YAomoinon

OUOTIHOTOG
3.A.8. Eykatdotaon open source 3.A.8.K.2. Z¥volo Q4 2022
mhatdopuag yia vulnerability E AK. EBvkS CERT QTELAWV TIOU ouvexri
assessment Kot SLEVEPYELQ EAEYXWV T Kataypadovtal ,
Tpwtdtntag (Penetration tests) 5p(XO'TT]plOTT]T0(

3.A.8.K.3. ApBudg

EVTOYHEVWV

bopéwv/ouokeuwy

3.A.9.K.1.YAomoinon

OUOTIHOTOG
3.A.9. EykatdoTtaon Kol ‘:’( ﬁé&z.\fﬁiﬁ)voko Qs 2022
Topapetpomoinon epyoieiov log file  E.A.K., EBvikd CERT kataypédovral ouveX1iG
& malware analysis Spaotnpétta

3.A.9.K.3. Ap1Budg

EVTOYHEVWV

bopéwv/ouokeuwy
io’:);ﬁs Eggﬁg?ﬁ;:ig::‘source E.A.K., EQVikS CERT, 3.A.10.K.1. ZUvoAo Q4 2023
£pYOAEio YL avTOMAYH, BETdV CERT/AIKYB, CERT EAHTE, = deiktwv IOV ouvex1i§

FORTHcert avToAAdyOnkav/prva Spaotnpétta

10Cs pe dANoug opyaviopoUg



3.B. Evéuvdpwon
MY OVLIO WV
aToTPOTIG KAl
BeAtiotomoinon g
ETILYELPTOLAKT|G
ouvepyaoiog

3.l
KuBepvoaodpdhela
KaL TpooTacio g
WOLWTIKOTNTOG

kuBepvoaoddletag (EBvikd CERT,
CERT/AIKYB, CERT EAHTE,
FORTHcert)

3.A.11. ZUykpdTNON KEVTPLKOU
OUVTOVLOTIKOU PNYOVIOHOU yLa TN
Sloxeiplon avadopwv oto MAaicLo
tou GDPR, NISD, art. 133, eIDAS
3.A.12. Ekmévnon etriotwy deAtiwy
kat landscape reports yia
TIEPLOTATLKA KUPBEPVOETILOETEWY

3.A.13. Aeltoupyia epyoaotnpiov yla
avdiuon log files kat
KUBEPVOTIEPLOTATIKWYV

3.B.1. Avdmtuén Siktdou
EVIOYUHEVNG CUVEPYATTNG yLa TNV
KOTOTTIOAEUNON TOU
KuBepvoeykArjpaTog

3.B.2. Eme&epyacio cuvoAikrig
TPATAONG YL TO KUPWTLKS TTAA{GLO
™G SNdoLaG TIOALTIKTG
KuBepvoaoddAelag

3.B.3. Anptoupyia kot alotoinon
oUYXPOVWYV EPYAAE(WV KAL TEXVIKWV
yla tnv mdtadn tou
KuBepvoeykATjpaTOg

3.l.1. Avamtuén Beopukrig
ouvepyaoiog/uktrig opddog
ouvepyaoiog pe AMAMX kat AAAE
oto TAaiolo NG pooTaciag TG
WOLWTIKOTNTOG

3.l.2. Avamtuén kot

o pakoAoUBnon mMAatdhdppag
kataypadrig dedopévwyv

E.A.K., EBviké CERT, CSIRT
FEEGA/AIKYB, KEMEA,
AANAE ANAMX.

E.A.K., EBviko CERT, CSIRT
FEE©A/AIKYB, KEMEA

E.A.K., EBvik6 CERT

E.A.K., Ynoupyeio
Awatoovvng, A.H.E., YNE=

E.AK.

E.A.K., Ynoupyeio
Awatoovvng, A.H.E., YNE=

E.AAK, AAAE,
AMAMX.

E.AAK, AAAE,
ANAMX.

3.A.11.K.1. ZUvolo Q2

TIEPLOTATIKW)V TIOV e
. ouVEXNS
evtayOnkav oto 5 ,
LI AVIOHO/ETOC pPOCTNPLOTNTA
Q -
3.A.12.K.1. ZUvolo 4\’ ,2024
ekB€oewv/éToC ouvvexms
Spaotnpéotta
3.A.13.K.1. YAomoinon Q4 ,2024 -
, ouVEXNS
gpyootnpiov .
Spaotnpéotta
, Q4 2021 -
3.B.1.K.1. Zuvavtroelg p
iriv ouVEXNS
Spaotnpétta
3.B.2.K.1. Z¥voro Q22024

nopafaoewv/ €Tog

3.B.3.K..1. Z¥volo

Q1 2021 - Q4

TP PACEWV/ETOG 2025
Q 2021 -
3.l.1.K.1. Zuvedpldoelg 4 .
. L OLVEXTG
opddag kat' €T0g B
Spaotnpétta
3.M.2.K.1. Aedopéva ou
katoywpriBnkav otnv Q2 2024

mhatdopua
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4. 'Eva obyyxpovo
enevouTIKO
mtepLBaAAov pe
éudaon otnv
Tpoaywyr Tng
‘Epguvag kat
Avamnrtuéng

4.A. Mpoaywyr TG
‘Epeuvag kau
Avdmrtuéng

4.B. Mapoxi
EMEVOUTIKWV
KLV TpWVv

KuBepvoemiBéoewv Tou evéyouv
mopafiaon G LOLWTIKOTNTOG

4.A.1.EkTiovnon kot ebappoyr
peoopakpotpoBeoung R&D
avtlévtoag pe BepaTtikég TIou
mipowBolv v edappoyr] g
oTpaTnyLkns KuPepvoaodaletag.

4.A.2. Mpoaywyr] SikTéwong yLo tnv
ebappoyr] KALVOTOMLWY OTOV TOHEQ
™G kuBepvoacddheLlag (Texvoroyikd
TIAPKQ, CUUTIAEYHOTO KALVOTOMLaG
K.ATL.)

4.A.3. AvamTu€n evioxupévng
ouvepyaoiog pe akadnpaikovg Kal
gpeuvntikolg dopeig oe BEpata
kuBepvoaoddAelag

4.B.1. Anpoupyia epyadeloBrikng
(toolkit) yta v mapoakivnon twv
ETIYELPTIOEWY OTNV ETEVOUOT
HETpwV KuPBepvoaodaeLag pe
XPNOLUOTIOMOT) SNHOCLOVOULKWV Kall
OLKOVOULKWYV KLVATPWY OTIWG TL.X.
HELwpEvn dopoAdynon,
ETILYOPMYTOELS K. O

4.B.2. Avamtuén Kavotopwy
MNYOVLIOHWV XpNHaToddTNnoNng

E.A.K., Ynoupyeio
Moudeiag, Ymoupyeio
Avdmtuéng kal
Emevéuocwy,
ETUOTNHOVLKOL -
gpevvntikol dopeig, ,
KETYAK/EYT

E.A.K., Ynoupyeio
Moudeiag, Ymoupyeio
Avdmtuéng kau
Emevéuocwy,
ETOTNHOVLKOL -
gpeuvnTikol Ppopeig,
KETYAK/EYT

E.A.K., Ynoupyeio
Moudeiag, Ymoupyeio
Avdmtuéng kal
Emevéuocwy,
ETOTNHOVLKOL -
gpeuvnTikol Ppopeig,
KETYAK/EYT

E.A.K., Ynoupyeio
Avdmtuéng kal
EmevéUoewy, Ynoupyeio
OLKOVOUIKWV

E.AK., emotnpovikoi -
gpeuvnTikol Ppopeig,
rreT.

4.A.1.K.1. Ekdoon
atdévtag

4.A2.K.1. AplBudg teyv.
TIAPKWYV, CUUTIAEYHATWYV
K.ATL

4.A.3.K.1.
Juvepyaoieg/étog

4.B.1.K.1. ApBudg
dopEwv Tou
xpnuotodotriBnkav

4.B.2.K.1. ApBudg
dopEwv Tou
xpnuoatodotriBnkav

Qa 2022 -

ouveX1i§
Spaotnpétta

Q2 2023 -

ouveX1(
Spaotnpétta

Q2 2022

ouveX1G
Spaotnpétta

Q2 2022

ouveX1iG
Spaotnpétta

Q2 2022

ouveX1i(
Spaotnpéotta



5. Avantuén
IKavoTHTwy (capacity
building), mpoaywyn
™G EVNUEPWONG KOL
gvaioOntomoinong

4.I'. A§lomoinon
Jupmpd&ewy
Anpodolov kat
I8lwTiKoU Topéa
(ZAIT)

5.A. BeAtiwon
(KAVOTITWY HECW
opyavwong
KATOANAWY
QOKT{OEWV

5.B. A€lomoinon
oUyxpovwyv peBodwv
Kat epyoAeiwv

4.IM.1. EKTIOVnon amattrjoswy yio
TIPS OUG UTINPECLWIV
kuBepvoaodaetag

4.IM.2. Evap&n mpoypappaTikig
ouvepyaoiog pe v Etdikn
Ipappoteio ZAIT

4.I.3. Katdption untpwou
CUUTIPATTOUCWYV ETALPLLIV

5.A.1. Avdmtuén oAokAnpwpévou
TIPOYPAUMATOG SLEVEPYELDG
QOKT|OEWV

5.A.2. Avamtugn tkavétntag Kat
Sdladikaoiwy "lessons learnt"

5.A.3. A§lomoinon matdoppog
TUTov “cyber range” ylo tnv
ekmiaideuon Twv SLoELPLOTWV
(aoddAelag, SIKTUWY, CUCTNHATWY,
ebappoywv, Baoswv dedopévwy,
KAL) TNG Apxrig kot Twv Popéwv
5.B.1. Katdption evnuepwTikoy
KOl EKTTOULOEUTIKOU UALKOU (YEVIKO
Kol avd katnyopio opéa)

E.A.K., Ynoupyeio
Avdmtuéng kal
EmtevéUoewvy, Ynoupyeio
OLKOVOULKWV

E.A.K., Ynoupyeio
Avdmtuéng kal
EmtevéUoewy, Ynoupyeio
OLKOVOULKWV

E.A.K., Ynoupyeio
Avdmtuéng kal
EmtevéUoewy, Ynoupyeio
OLKOVOULKWV

E.A.K., katd mepimtwon

EUTAEKOEVOL dOpE]

E.AK.

E.AK.

E.A.K., dopeig mapoyrig
ekmaidevong

4.I.1.K.1.'Ekdoon
amaLtrioEWV

4.I.2.K.1.
JuvavTiioeLg/€Tog

4.T.3.K.1. Etaupieg mou
gyypadovtal oto

HNTPWO

5.A.1.K.1. Z¥voho
QOKT]CEWV/ETOG

5.A.1.K.2. ZUvolo
EKTIOLOEVOUEVWV/ETOG
5.A.2.K.1. ZUvolo
gyypadwv oto
amoBETHPLO KoK CEWV

5.A.3.K.1. Z¥voro
QOKT]CEWV/ETOG

5.A.3.K.2. ZUvolo
EKTIOULOEVOUEVWV/ETO

5.B.1.K.1 AplBpdg
UALKOU TToU
StavepriBnke

Q3 2022

Q4 2021

Q4 2022

Qa 2022 -

ouveX1S
Spaotnpétta

Q1 2022 -
ouveX1§
Spaotnpétta
Q1 2022 -

ouveX1S
Spaotnpétta

Zuvexng
Spaotnpétta
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KOTAPTLONG Kall
ekmaidevong

5.1 Alopkrig
evnuépwon Popéwv
KOl TIOALTWV
avadpopikd pe
Bépata
KuBepvoaodaetag

5.B.2. Ekmévnon Xxediouv Apdong
yla tnv Ekmaidguon kat v
EvatoBnromoinon

5.B.3. MAaiolo avafaBuiong
Texvoyvwoioag kot Ikavotritwy
EmtayyeApaTiwv

5.l.1. Ekmévnon tou EBvikoy
Mpoypappatog
EvaioBnrtomoinong yta tv
KuBepvoaoddieia

5.I.2. Alapdpdwon mhatciov
ETILKOLVWVLOKT|G Slayeiplong
TIEPLOTATIKWV

E.AK.

E.AK., dpopeig mopoxrig
ekmaidevong

E.AK., eumAekdpevol
OLKOGUOTIHATOG

E.AK.

5.B.2.K.1. Ekmtévnon
>xediou Apdong

5.B.3.K.1. Eknévnon
MEAETNG, dnpocieuon

5.B.3.K.2 ApiBudg
SpAoewy yla
T(POGEAKUOT)

5.B.3.K.3. ApBudg
OUMMETEXOVTWY

5.M1.K.1. ApiBudg
Spdoewv

5.M.1.K.2. Ekmévnon
Mpoypappotog
5.M.2.K.1. AptBudg
TIEPLOTATIKWY TIOU
Sloelpionkay
ETIKOLVWVLIOKA

Q1 2022

Q4 2024 -

Zuvexns
Spaotnpétta

Q4 2023 -
Zuvexng
Spaotnpétta

Qa 2022

ouveX1iG
Spaotnpétta
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